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Introduction

Microsoft (MS) Point—to—Point Tunneling Protocol (PPTP) is used to enable remote users to connect back t
their corporate network in a secured manner across the public Internet. You can allocate a single IP addres:
a remote location to conserve your public IP addresses. Then, you can allow multiple users to establish PP
connections simultaneously to the same or to different locations. PPTP was added in Cisco IOS® Software
Release 12.1(4)T.

For more information, refer to the NAT — Support for PPTP in an Overload (Port Address Translation)
Configuration section in the Cisco 10S Software 12.1 T Early Deployment Release Series.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used
The information in this document is based on these software and hardware versions:
« Cisco 3600 Routers that run Cisco 10S Software Releases 12.1.5(9)T and 12.2.3
 All Windows Operating System platforms with PPTP native clients built—in
* MS Windows 2000 Advanced Server with a built—in PPTP server
The information presented in this document was created from devices in a specific lab environment. All of th

devices used in this document started with a cleared (default) configuration. If you are working in a live
network, ensure that you understand the potential impact of any command before using it.
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Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Toaokgistered customers ohlyo find more information on the commands
used in this document.

Network Diagram

This document uses this network setup:

LI IOEHR T
/ FRERTETT

ORI e e S -

T2 7B T T —

222

L/ LAV

Configurations
This document uses these configurations:

* Router Light

* [P NAT Translation Table
¢ Router House

* [P NAT Translation Table

Router Light

Current configuration : 1136 bytes
!
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version 12.2

service timestamps debug upti
service timestamps log uptime
no service password-encryption
|

hostname light
|

boot system tftp c3660-jk903s—mz.122-3.hin 255.255.255.255
|

ip subnet-zero
!
!

no ip domain-lookup

!

ip audit notify log

ip audit po max—events 100
ip ssh time-out 120

ip ssh authentication-retries 3
!

call rsvp—-sync

cns event-service server

fax interface-type modem

mta receive maximum-recipients 0
!

controller E1 2/0

!
!
!
interface FastEthernet0/0

ip address 10.64.10.13 255.255.255.224

I-—— Defines the interface as external for NAT.

ip nat outside
duplex auto
speed auto

!
interface FastEthernet0/1

ip address 192.168.200.1 255.255.255.0

I-—— Defines the interface as internal for NAT.

ip nat inside
duplex auto
speed auto

!

interface Seriall/0
no ip address
shutdown

no fair-queue

!

interface Seriall/l
no ip address
shutdown

!

interface Seriall/2
no ip address

shutdown
!
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interface Seriall/3
no ip address

shutdown
!

I-—— Indicates that any packets received on the inside interface permitted
I-—— by access list 101 share one public IP address (the address on Fa0/0).

ip nat inside source list 101 interface FastEthernet0/0 overload
ip classless

ip route 0.0.0.0 0.0.0.0 10.64.10.1

no ip http server

!

access-list 101 permit ip any any

!
!

dial-peer cor custom

!

line con O
line aux O
linevty 04
login

!
end

IP NAT Translation Table

light#show ip nat translations

Pro Inside global  Inside local Outside local ~ Outside global

gre 10.64.10.13:50150 192.168.200.253:50150 10.64.10.21:50150 10.64.10.21:50150
gre 10.64.10.13:50151 192.168.200.254:50151 10.64.10.21:50151 10.64.10.21:50151
gre 10.64.10.13:0  192.168.200.254:0 10.64.10.21:0  10.64.10.21:0

gre 10.64.10.13:32768 192.168.200.253:32768 10.64.10.21:32768 10.64.10.21:32768
tcp 10.64.10.13:2643 192.168.200.253:2643 10.64.10.21:1723 10.64.10.21:1723
tcp 10.64.10.13:3546 192.168.200.254:3546 10.64.10.21:1723 10.64.10.21:1723

Router House

Building configuration...

Current configuration : 2281 bytes
!
version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password—encryption

!

hostname house

!
enable password cisco
!
ip subnet-zero
!
1
1
fax interface—type modem
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mta receive maximum-recipients 0
!
!
interface FastEthernet0/0

ip address 10.64.10.21 255.255.255.224

I-—— Defines the interface as external for NAT.

ip nat outside
duplex auto
speed auto

!
interface FastEthernet0/1

ip address 192.168.50.1 255.255.255.0

I-—— Defines the interface as internal for NAT.

ip nat inside
duplex auto
speed auto
|
!
interface FastEthernet4/0
no ip address

shutdown

duplex auto

speed auto
!

I-—— Indicates that any packets received on the inside interface permitted by
I-——access list 101 share one public IP address (the address on Fa0/0).

ip nat inside source list 101 interface FastEthernet0/0 overload

|1-—— Static port translation for the Microsoft PPTP server on TCP port 1723
I-—— share one public IP address (the address on Fa0/0).

ip nat inside source static tcp 192.168.50.2 1723 interface FastEthernet0/0 1723
ip classless

ip route 0.0.0.0 0.0.0.0 10.64.10.1
ip http server

ip pim bidir-enable

!

access-list 101 permit ip any any
!

!

snmp-server manager

!

call rsvp—-sync

!

!

mgcp profile default

|

dial-peer cor custom
|

!

line con 0

line aux 0
linevty 04
password cisco
login

!

!

end
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IP NAT Translation Table

house#show ip nat translations

Pro Inside global  Inside local Outside local ~ Outside global

gre 10.64.10.21:50150 192.168.50.2:50150 10.64.10.13:50150 10.64.10.13:50150
gre 10.64.10.21:50151 192.168.50.2:50151 10.64.10.13:50151 10.64.10.13:50151
gre 10.64.10.21:0  192.168.50.2:0 10.64.10.13:0 10.64.10.13:0

gre 10.64.10.21:32768 192.168.50.2:32768 10.64.10.13:32768 10.64.10.13:32768
tcp 10.64.10.21:1723 192.168.50.2:1723 10.64.10.13:2643 10.64.10.13:2643
tcp 10.64.10.21:1723 192.168.50.2:1723 ——- -

tcp 10.64.10.21:80 192.168.50.2:80 -—-— -—

tcp 10.64.10.21:1723 192.168.50.2:1723 10.64.10.13:3546 10.64.10.13:3546

Configure the MS PPTP Server

Complete these steps in order to configure the MS PPTP Server:

1. Go to Routing and Remote Access and choose Configure and Enable Routing and Remote
Access.

S Routing and Remote Access S[=] E3
[} acton  Wew [l & =» OmE XS @

Tree | | Hanky (lacal)

|3 Routing and Remote Access -
5] Server Status 2 r) Configure the Routing and Remote Access Server
O

Configura and Enalie Routing and Remote Accass
(¥eohle Aot snd e ot ACCnss Feess, on the Action menu, click
P T A A T B L e s Remote Access,

All Tasks »

g up a Routing and Remote Access

-

Yiaw

Delete
Refresh

Propertics
Halp

}Tout_m and Remote Access Configuration Wizard |
2.In the Routing and Remote Access Server Setup Wizard, choose Virtual private network (VPN)
server.
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) Routmg and Remote A(cess 9 [=] B3

[ = s | A_ l o] e L S o
h Am 8 Routing and Remote Access Server Setup Wizard E3 — _J
Tres |
Common Configurations .
|5} Routing You can select [rom several commen conligutations, bI,,J
= sery
+) HAN

¢ Intemet connection server
Enable al of the computers on this netwark to connect to the Intesnat.

" Remole access server

Enable ramote computers to dial in to this netwaork. bss
@ Virtual private network (VPN) server

Enable remote computets to connact to this network thicugh the Intanst
" Netwotk router

Enable this network to communicate with othes networks.

¢ Manually configured server
Start the server vath defauk setings.

<Back [ New> Cancel |

| s !
3. Define the outside and inside network IP addresses for the server network interface card (NIC).

~ Routing and Remote Access % : =10l x|
| | — W —~ ’_\ !
l ] Axkion Routing nnd Remote Access Server Setup leud x| ’
o I Int t C ecti
ntemet Connection o |
|3 Routing Remote VPN clents and routers use & single connection 10 sccess thes server R_—J
 Serv thiough the Intemet 28
|3 HaN
Specily the Intesnet connection that this server uses,
Intemet connechons:
Name Descoption IP Address
<No intemet connechon> PSS

Local Area Connection

Local Area Connection 2 mnnpao/wmm 192.168.100.1

< Back Next > Cancel |

| |
4. Assign an IP pool to the remote PPTP clients.

Cisco - Configuring PPTP Through PAT to a Microsoft PPTP Server



2 Routing and Remote Access _ (O] x|

‘A' 11 L e B S
) i Routing and Remote Access Server Setup Wizard X __J
Tres l 3
e Addresz Range Assignment .
=] Routing You can specty the addess 1anges that this server wil usa to assign addiessas to &"l
54 Serv 1emote clents,

 HAN '
© I New Address Range B3|

the
Type a stating IP addrase and sither & anding IP addeess or the rumber of
Ad  addiesses inthe range.

F

T Stent P address: |132.188. 1271
End IP addeess: I132»159.‘ 251
Number of addresses: | 254

I--]. ESS

e sl

< Back I Ness s | Cancel l

I | ;
5.You can use the MS RADIUS authentication server or you can use local authentication.

= Routing and Remote Access = [=] B3
:! [Ese e e PN |
I.‘_____ Routing and Remote Access Server Setup Wizard E3 l=____J
Tree
I Managing Multiple Remote Access Servers -
§ Routing ‘You can manage all of your remote access servers centialy. m—l

? Sery .
73) AN

A Remote Authentication Diakin User Service (RADIUS) seiver peovides a central
authentication database for mubple remote access servess and colects accounting
nfomation about remote connections.

Do pou wank 1o 22t 1 this temols access saiver 1o wia an exsling RADIUS sarvee?

s
& Mo, | doa't wank to set uwp this s2rves o usa RADIUS row

€ Yes. | want to use 3 RADIUS serves

2 Windows providas a RADIUS solution calied Intemet Sulhentication Seivice (L4S)
&% an oplional compenent that pou can netal thiough Add/Aemave Programs.

<Bock [ Mew> | came |
’

s | RS |
6. Create the local user database for local authentication.
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£ computer Management

[ aon wew || » @@ BB @ , |

Tres | hlarme [ Full Name [ Descrption .
g:woucer Managemant (Local) 5 Administrator Buk-in account for sdministerit ;
= 3, System Tods icsco cisco |
¥ (54 Event Yiewer $icucol ciscal |
% 'R System Information Guest Buik-in account for guest acce: |
) &8 Pesformance Logs and Alerts I IUSR_HANKY Intesnet Guest Account Buk-in account for anonymous ;
g J Shared Folders m!USR_KANKY Internet Guest Account Buik-in account for anonymeous |
% Device Manager ilVMM_HAW.V Launch TS Process Account  Buik-in account for Internet In |
[=)-¥&J Local Users and Groups IWAM_KANKY  Launch 115 Process Accourk  Buk-in account for Internet [n |
= G TaInternetUser  TsnkernatUser This usar account is usad by Te|

] Grouwps

= @ Storage

[

(2] Disk Managament !
& Ok Defragmanter {
=3 Logical Crives i
) @& Removable Sorage |
= [fa Services and Applcations ‘
|

[

[

[

|

{

<| J a|

f o | 1

| |
7. Two PPTP clients behind the Port Address Translation (PAT) router are connected to the MS PPTP
server.

8 Routing and Remote Access HFI X

| tton yon | & » @@ BB @
Tree | Remate Access Chents (2)
5 Routing and Remote Access | User Name 7 | Duration | M. |
] Server Status IHAKKYciscol 00:01:59 1
£ [fa) HANKY {local) armmr 20:00:28 1
Routing Interfaces
= Remote Access Clent:
-ﬁ__ Perts
=23 1P Routing
E General
B Static Roukes
8 DHCP Relay Agert
B IGMP
-'Q Ramobe Access Policie
(1) Remcte Access Loggr

Verify

Use this section to confirm that your configuration works properly.

The Output Interpreter Tookggistered customers olyOIT) supports certain show commands. Use the OIT to
view an analysis of show command output.

« show ip nat translations Shows the contents of the translation table.
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Troubleshoot
This section provides information you can use to troubleshoot your configuration.
Troubleshooting Resources

» Microsoft's Windows 2000 Configuration of the Remote Access Server as a VPN Server

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestior
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for VPN

Service Providers: VPN Service Architectures

Service Providers: Network Management

Virtual Private Networks: General

Related Information

* RFC 2637: Point-to—Point Tunneling Protocol (PPTP)
» Technical Support & Documentation — Cisco Systems
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