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This document provides troubleshooting information for common problems with Open Shortest Path
First (OSPF). To see more infomation, or to go to the next flowchart, click the command boxesin
red.

http://kbase:8000/paws/serviet/ViewFile/12151/trouble_main.xml?convertPaths=1 9/29/2005



Cisco - Troubleshooting OSPF Page 2 of 22

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Conventions

Refer to Cisco Technica Tips Conventions for more information on document conventions.

Main Flowchart

If you have the output of a show ip ospf neighbor, show ip ospf neighbor, or show tech-support
command from your Cisco device, you can use Output Interpreter = ( registered customersonly) to
display potential issues and fixes. To use Output Interpreter, you must have JavaScript enabled.

http://kbase:8000/paws/serviet/ViewFile/12151/trouble_main.xml?convertPaths=1 9/29/2005



Cisco - Troubleshooting OSPF Page 3 of 22

Which symptom ;
best descibes hain 1

wour proflem?

¥
Thiz indicates thatthe O5FPF packet is being corrupted by
layver 2 or software. Ifthe sender is sending Type &

w MOSFPF packets then you need to ignare it by configuring
ignore Isa mospf. Open 3 TAC case ifthis does note
resaolve the problerm.

Receiving "ospf4-badlsa type ermat
ImMessage

For OSPF process to begin, the router must have an

interface with a valid IF address in the state up/ line

w protocal, [fyou are running moare than one OSPF process,

make sure vou have atleast ane interface that meets these
criteria for each O5FF process.

Receiving "can't allocate router-id"
message when configuring O5PF

Flease refer toWhat Do %O05PF-4-

Receiving "ospr4-errrey' message ERRRCY Error Messages Mean?

¥

A commaon mistake is to leave the
keyweord "suhnets® out of the
Mo — redistribute command. Verifyyour
config, then open a TAC caseifthis
did not help.

I5 the route in
fuestion a defau
route?

Routes (static ar dynamic) are not
heing redistributed into OSPF

Flease see How Does O5FPF

Aes ' Genetate Default Routes?

Feceiving "ospf unknown protocof
message when configuring O5PF

|5 D5PF heing
configured ona
Ciscol6000ar
Ciscog00?

Flease see QOSPF Tips for the Cisco
T1E00 and 200

Pl ———————— Qpen TAC Case

QSPF routers not establishing FULL

neighbors (MOTE: neighlars will not —»@SPF Meighbar StateD
hie formed over secondany netwoks)

QSPF routes missing from routing
table

QO5PF Route Check )

Troubleshoot OSPF Neighbor States

http://kbase:8000/paws/serviet/ViewFile/12151/trouble_main.xml?convertPaths=1 9/29/2005



Cisco - Troubleshooting OSPF

Refer to OSPF Neighbor States for neighbor state descriptions.

OZPF Meighbor
States

hat iz the state ofthe QSPF
neighborwhen issuingthe
show ip ospf neighbor
command?

state = init Init State Check

h J
state = exstart or MITL or Laner 2
exchanie Check

¥

Corrupted Packat

state = loading Check

¥

state = 2way Tuwn-tizry Check

¥

Mo comand output

: Link Check
received

10800

Troubleshoot the OSPF Routing Table
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(OSF'F Route Check)

v

Determine what type of routes are
missing fram the routing table

hattype of O5P
routes are you missing
om the routing table?

ALL OSPF routes?

Cnly External routes?
(Routes ariginated fom
another routing process)

¥
Qnly Summary Routes?

-
H A -

Full Adjacency Check )

External LS4 Check )

¥

(Routes ariginating fam
another area)

¥

Carefully check area 0 and
vetify that it is contiguou s,
If the problem persists,
open a TAC case

MESA routes

¥

Open TAC case

Troubleshoot OSPF I nit State

Refer to Why Does the show ip ospf neighbor Command Reveal Neighborsin the Init State? for an

Page 5 of 22

Init State problem description and troubleshooti ng steps.
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Init State Checlk

k4

State = INIT implies that the local router (router showing neighborin

IMIT state) has seen OSPF hellos from the neighbar but the neighbor

has not seen OSPF hellos from local router. Meed to determine wiy
heighhar is not seeing helos.

mBmMA Broadoast
Check

5 O5PF authentication being
uzed on neighboring intefaces?
(Lze show ip ospf interface
command to find oud

Yes

Mo

Are the authentication
tvpe and keys the same
an haoth neighring router

interfaces?

ACL Check |« Yes

¥

Check physical cabling. If a
LAM switch separates e
neighboring routers, verify

switch setting. Opena TAGC
caseif problem persists,

Troubleshoot OSPF MTU
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T Layer 2
Check

h

Determine if problerm is MTLU or
another [ayer 2 problem

|5 the MTU the same for the
heighhating interfaces?

(Lse the show ip interface

comimand to find out)

mMTL must be the same for

NO— "y oth neighboring links

Yes

Froblem is related to layer
2. Cant passlarge packets.
Mo—m Check cabling and hubs.
Open a TAC case ifthis
doesn'tfixthe problem.

Canyou ping the neighboring
interface IP address with a lame
ping packet?

Yes

¥

@eighhnrs over PRI Check)

Troubleshoot OSPF Corrupt Packets

http://kbase:8000/paws/serviet/ViewFile/12151/trouble_main.xml?convertPaths=1 9/29/2005



Cisco - Troubleshooting OSPF Page 8 of 22

Corrupted Pack
Check

b 4

Determine if packets are getting
carrupted.

If neighbor adjacency

does not become il

after a fewy moments,
opena TAC case

Are "OSPF-4-BADLSA type’
Brrar messages seenanthe
console?

[l ——m

Yes

Troubleshoot OSPF Two-Way State

Refer to Why Does the show ip ospf neighbor Command Reveal Neighbors Stuck in 2-Way State?
for an OSPF Two-way State problem description and troubleshooting steps.
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Two-Way check

¥

Determine if two-way is the problem.

Are neighbors attached ower
hroadeast media, such as Ethemet
or Token Ring®? {Uzeshow ip ospf
interface command to determing

‘r’gs

Page 9 of 22

5 the OSPF networ
trne broadeast? (Usze

show ip ospf interface
command to check)

Mo —w Open TAC case

YRS

[Does this router have
FULL adjacency with the
DR and BOR? (Lzeshow ip
aspf neighbor tochec

]

g QSPF priority O
configured on both
neighboring interfaces?
(lseshow ip ospf
interface to check)

This iz normal behavior. Refer toWhy Does the
show ip aspfneighbor Command Rewveal
FHeighbors Stuckin 2-Way State?

Priority 0 does not allow routers to
he elected as DR or BDR. Change
the priority to 1. Did this fix the
problem?

s ——

Cpen a TAC case

[l

Troubleshoot OSPF Links
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Link Check

¥

Determine the state of the link

Iz the interface that
connects to the neighbor
hawe a status of upl line
protocol up? (Useshow ip
interface to check)

Fing Check

h
SPF Interfac e
Check

[l —fe

Interface must have
status of uprline protocol
up. Checkthatthe
interface is enabled in the
configuration wwith the no
shut command. Verify
physical connections.

Troubleshoot Full Adjacency
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(Fullﬁdjacenw Check)

= router forming ful
QSPF adjacency with the
neighbor {in point-to-paint links)
ar the DR from which yau
should be learning the roue?
ilseshow ip ospf
neighbor to check)

Na Check O5PF
FHeinghbor States

Yes

|5 this router
connected to neighbar
via redundant serial
links?

N Frame Relay
& Ervirantment check

E

Yes

etify physical links are
not swapped. Refer to Wiy
Are Some OSPF Routes in the
Database but Mot the Fouting
ahble? Is problem fixed?

i

Troubleshoot External Link-State Advertisements

Refer to Common Routing Problem with OSPF Forwarding Address for a description of forwarding
addressesin external LSA, and for troubleshoot steps concerning the most common problems with
L SAs having non-zero forwarding addresses.
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External LSA Check

Does the external
LSA existinthe OSPF
databasze? (Lseshow ip
ospl database ext XXX
to check)

Dioes the
ariginating router
have the LSA inits
QSPF database?

]

External Route
FProblem Check

Yes

|5 the forwarding Yes

Cpen TAC Case

F

.

address 0.0.007

]

|5 farwarding
address known asan
internal OSPF route?
(Useshow ip route
o check)

Forwarding address
Mo—w must be aninter ar
intra area route.

Yes

¥

Cpen TAC Case

Troubleshoot OSPF NBM A Networks

Page 12 of 22

Refer to Problems with Running OSPF in NBMA Mode over Frame Relay for more information on

common OSPF over NBMA network problems.
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(NEIM% Broadcast Check)

Add the broadcast
keyweard wehich is
needed in order for

Are neighhboring
routers attached via MBMA
netwark where map statements

|5 the "hroadcast

Yes kewword used on the [0 ——

are necessarn (such as Frame o multicast
Relay map map staterments: hroadecast hellosta
ar dialer maps) he sent

Yes

Feturn o
previols
flcniy

Did this fix

e the problem?

¥

Troubleshoot AccessLists

ACL Check

Are there any inbound
or outhound ACLs configured
an the neighboring interfaces?
(llse show ip interface
to check)

[fnecessany, you
must modified the
RS ACL sothatit
doesn't interfers
with OSPF.

Dizsable ACL. Did this
solve the prohlem?

Return o
preyious
Tl

Troubleshoot Neighborsover PRI
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Meighbors oer
FRI Check

¥

Meed to determineg if router is connected with
multiple neighbors over the PRI interface.

Are neighbors connected
via PRIBRI link?

Yes

s O5FF network tvpe point
to multipoint?

il lse show ip ospf interface

command to checkh

[l ——m

Cpen a TAC case

Mo —

Configure all neighhoring
links as OSPF point to
multipoint. Referto
Configuring OSPF for mare
detailed information.

Mo

Page 14 of 22

¥

AL Check fo———m Open TAC case

Troubleshoot Ping
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Troubleshoot the OSPF Interface
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Troubleshoot Frame Relay Environment
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Troubleshoot External Route Problems
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Troubleshoot Network Type
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Troubleshoot OSPF Area Type
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Troubleshoot the Hello/Dead | nterval
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NetPro Discussion Forums - Featured Conver sations
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Networking Professionals Connection is aforum for networking professionals to share questions,
suggestions, and information about networking solutions, products, and technologies. The featured

links are some of the most recent conversations available in this technology.

INetPro Discussion Forums - Featured Conversations for RP |
[Service Providers: MPLS |

Path towards getting more familiar... - Sep 27, 2005
VREF lite with OSPF - Sep 27, 2005

Specific VPNs through TE Tunnel - Sep 26, 2005
Internet L eaking/Multihomed - Sep 23, 2005

Mgmt VRF vs Mgmt via Core - Sep 23, 2005

IVirtual Private Networks: Services

VOIP QoS VPN examples - Sep 27, 2005

PPTP VPN to PIX 515 - Sep 26, 2005

CBWFQ with F.R E1 - Sep 26, 2005

VPN Concentrator as aclient VPN - Sep 23, 2005

Certain Web Pages not displaying after deploying PIX - Sep 22, 2005
|Virtua| Private Networks: Security |

VPN Tunnel between 3 locations - Sep 28, 2005
ACL for GRE over IPSec traffic - Sep 28, 2005
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Is Certificate + Username/PWA uthentication Possible? - Sep 28, 2005
Accessto DMZ from PIX VPN - Sep 28, 2005
Site to site vpn - Sep 28, 2005

Related | nfor mation

OSPF Support Page
Technical Support & Documentation - Cisco Systems

All contents are Copyright © 1992-2005 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy
Statement.
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