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Introduction
This document describes how to configure the Cisco 5500 Series Adaptive Security Appliance (ASA) to
capture the desired packets using the Adaptive Security Device Manager (ASDM) or CLI. The ASDM

delivers world—class security management and monitoring through an intuitive, easy—-to—use Web-based
management interface.

Prerequisites

Requirements

This document assumes that the ASA is fully operational and configured to allow the Cisco ASDM or CLI to
make configuration changes.

Note: Refer to Allowing HTTPS Access for ASDM or PIX/ASA 7.x: SSH on the Inside and Outside Interface
Configuration Example to allow the device to be remotely configured by the ASDM or Secure Shell (SSH).

Components Used
The information in this document is based on these software and hardware versions:

« Cisco Adaptive Security Appliance Software Version 7.x and later
» Adaptive Security Device Manager Version 6.x and later

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Related Products
This configuration can also be used with these Cisco products:

« Cisco PIX Security Appliance Version 6.2(1) and later
 Firewall Services Module (FWSM) Version 2.2(1) and later

Note: Packet Capture can be configured on FWSM only using CLI as this feature is not supported in ASDM
(the Capture command is not supported in ASDM). Refer to the Ignored and View—Only Commands
section for more information.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

Capturing packets is useful when you troubleshoot connectivity problems or monitor suspicious activity. You
can create multiple captures. In order to enable packet capture capabilities for packet sniffing and network
fault isolation, use the capture command in privileged EXEC mode. In order to disable packet capture
capabilities, use the no form of this command. In order to view the packet capture, use the show capture
name command. In order to save the capture to a file, use the copy capture command.

In ASA/PIX use the https://security appliance—ip—address/admin/capture/capture_name[/pcap]

command to see the packet capture information with a web browser. If you specify the pcap optional
keyword, then a libpcap—format file is downloaded to the web browser and can be saved using the web
browser. If you copy the buffer contents to a TFTP server in ASCII format, you will see only the headers, no
the details and hexadecimal dump of the packets. In order to see the details and hexadecimal dump, you ne
to transfer the buffer in PCAP format and read it with TCPDUMP or Ethereal.

In FWSM versions before 3.1(7) and 3.2(2), use the https://fwsm-ip—address/capture/capture_name[/pcap]
command to see the packet capture information with a web browser.

In FWSM versions after 3.1(7) and 3.2(2), use the

https:/[fwsm-ip—address/capture/context_name/capture_name[/pcap] command to see the packet capture
information with a web browser.

For example, the capture contents for a capture named captest can be viewed using a web browser at the
following location, depending on firewall mode and version as shown here:

Before version 3.1(7) and 3.2(2):
https://fwsm-ip—address/capture/captest

After version 3.1(7) or 3.2(2) and in single context mode:
https://fwsm-ip—address/capture/single_vf/captest

After version 3.1(7) or 3.2(2) and in multiple context mode:
https://fwsm-ip—address/capture/context_name/captest

Note: Enabling WebVPN capture affects the performance of the security appliance. Make sure to disable the



capture after you generate the capture files that you need for troubleshooting.

Configure

In this section, you are presented with the information to configure the packet capture feature described in tt
document.

Note: Use the Command Lookup Toaokgistered customers ollyn order to obtain more information on the
commands used in this section.

Network Diagram

This document uses this network setup:

10.20.10.2/24
172.16.1.2/24

FE0/0
/ EI User1
172.16.1.1/ 24 _/ 10.20.10.1/24

Router1 L

FEO/1 - Outside ASA FEO/2 - Inside i | User2

Note: The IP addressing schemes used in this configuration are not legally routable on the Internet. They ar
RFC 1918 addresses which were used in a lab environment.

Configure Packet Capture using ASDM

Complete these steps in order to configure the Packet Capturing feature in ASA. For example, the
configuration done here is to capture the packets transmitted during a ping from Userl (Inside network) to
Routerl (Outside network):

1. Choose Wizards > Packet Capture Wizard in order to start the packet capture configuration, as
shown:

# Cisco ASDM 6.1 for ASA - 10.77.241.111

Fle  View Tools | Weards | window Help Look
- Startup Wizard... o
I@Hﬂml@%&l \|oea:k OFawad| Z?Heb.
] 1Psec VPN Wizard, ..
Device List
SSL VPN Wizard...
% add [ Delete ice Dashboard ] £2 Firewsall Dashboard r@] Inkrusion Prevenl
High Avallabilky and Scalabiity Wizard. ..
& 10.77.241.14
= 1077.2411d]  Packek Reptre Wizard... formation
o3 10.77.241.141 = General | License
)i0.77.241.111

Host Name:  ciscoasa.default.domain.invalid

ASA Version:  8.0(2) Device Uptime: 0d 4h 49m 50s
ASDM Yersion: 6.1(3) Device Type:  ASA 5510
Firewal Mode: Routed  Context Mode: Single

Total Flash: 64 MB Total Memory: 256 MB




2. The capture wizard opens. Click Next as shown here:

&= Capture Wizard
¥ packet Capture Wizard | Overview of Packet Capture (Step 1 of 6)

X

Use this wizard to configure and run cagture, The wizard will run one capture on each of the ingress
and egress nkerfaces, After capturing you can save the captures to your PC For examination or replay
In a packet analyzer.,

The wizard will guide you through the Folowing tasks:

1. Select an ingress interface,

2. Select an egress inkerface.

3. Set the buffer parameters,

4. Run the captures,

5. Save the captures to your PC (optional).

| Inress Egress -
| S |

STTLLTL ST

Bac INextti | \ Cancel I&J

3.In the new window provide the parameters to capture the INGRESS traffic. Choose the Ingress
interface as Inside and provide the source and the destination IP address of the packets to be captul
with their subnetmask in the respective space provided. Also, choose the packet type to be captured
by ASA (IP is the packet type chosen here), as shown:

= Capture Wizard @
| 4 -
Packet Capture Wizard | Ingress Traffic Selector (Step 2 of 6)
Ingress lnterface:l inside v\ ]
| Ingress 0 |
I B I
T
Source Host Network Destination Host/Network
10.20.10.2 55,255.255,255 VI 172.16.1.2 55.255.285.255 v
Protocol: i 5

|<Ba:k ||Nexl>|ﬁ sh Cencel||Heb




Click Next.

4. Choose the Egress interface as Outside and provide the source and the destination IP address with
their subnetmask in the respective spaces provided as shown:

= Capture Wizard

¥ packet Capture Wizard | Egress Traffic Selector (Step 3 of 6)

Egress Interface:

-
I

Egress

outside

SELLLLL o
Source Host Network Destination Host/Network
172.16.1.2 265.,255.255.25 | 10.20.10.2| | 255,255.255.25 ™
Protocol: || Theprotocol and services are selected on the Ingress screen,
Source Port Services . Destination Port Services

- B
|<Back|Nq:t>|ﬂ-~ Cancel [ﬁ]

Click Next.

5. Provide the Packet size and the Capture buffer size in the respective space provided as these data
are required for the capture to take place. Also, remember to check the Use circular buffer check bo»

if you want to use the circular buffer option. In this example, circular buffer is not used so the check
box is not checked.



= Capture Wizard @
4 Packet Capture Wizard | Buffers (Step 4 of 6)

The packet size is the longest packet that the capbure can hold. We suggest using the longest size
availsble to capture as much information as possible, The buffer size is maximum amount of memoary
that the capture can use to store packets, You may choose to use a crodar buffer to store packets.
‘When the circular buffer has used all of the buffer storage the capture wil begin wribing over the oldest
packets,

Packet Size: 1522 14 - 1522 bytes

Buffer Size: 5242583 1534 - 33554432 bytes
[JUse crcular buffer

| < Back “ NExt> | Finish Cancel | Help l

Click Next.
6. This window shows the Access-lists to be configured on the ASA for the the ASA to capture the
desired packets and shows the type of packet (IP packets are captured in this example). Click Next.

= Capture Wizard @
4 Packet Capture Wizard | Summary (Step S of 6)

Traffic Selectors

! inside -~
! Capture ip protocol traffic between 10,20.10.2 255.255,255.255 and 172.16.1,2 255,255.255.25%
access-ist asdm_cap_s=lector_inside permit ip 10.20.10,2 255,255.255.255 172.16.1.2 255.255.2%
access-ist asdm_cap_sslector_inside permit ip 172.16.1,2 255,255.255,255 10.20.10.2 255.255.2¢

1 apply ingress capbure on the inside interface,
capture asdm_cap_nside packet-length 1522 buffer 524253 access-list asdm_cap_selector_inside
capture asdm_cap_inside interface inside

| oukside

! Capture ip protocol traffic between 172,16.1,2 255,255, 255,255 and 10.20.10.2 255,255,255,25¢
access-ist asdm_cap_selector_outside permit ip 172.16.1,2 255,255,255.255 10.20.10.2 255.255..
access-ist asdm_cap_sslector_outside permit ip 10,20.10,2 255.255,255.255 172.16,1.2 255.255..

! Apolv earess caoture on the outside interface. !'
< >

Buffer Parameters

There is coe capture buffer for each interface. The buffer size is 524288, The buffer holds packets
of up to 1522 bytes in size,

| < Back " Nef{l > | 1 Cancel | Help

7. Click Start to start the Packet capture as shown here:




= Capture Wizard @
4 Packet Capture Wizard | Run Captures (Step 6 of 6)

Click the Start button to begn u.rng.
Ingress: dmz 2 Network Sniffer Spplication
Egres:‘rside aunch Network Sniffer Application
<back | nest = | Finish | [ cancel | [ Hep |

8. As the Packet capture has been started, try to ping the Outside network from the Inside network so
that the packets flowing between the source and the destination are captured by the ASA Capture
buffer.

9. Click Get Capture Buffer in order to view the packets captured by the ASA capture buffer.

= Capture Wizard @
4 Packet Capture Wizard | Run Captures (Step 6 of 6)

‘ Srart | sop || GetCaptwemfer |
: ? Click the Start button to begn capburing. Wy

Ingress: inside [ Launch Network Snffer Applcation ]

Egress: outside [ Launch Network Sniffer Application ]

[ Save capbures... “ Clear Buffer on Device ]

<Back | test = [ Finish | [ cancel | [ Hep |

10. The captured packets are shown in this window for both Ingress and Egress traffic. Click Save
captures in order to save the capture information as shown:



X

= Capture Wizard
¥ packet Capture Wizard | Run Captures (Step 6 of 6)

[ s || GetCaptwemsfer |
Click the Start button to begn capharing.

Ingress: inside [ Launch Network Snffer Applcation ]

1 23:48:49.276139 10.20,10.2 > 172.16.1.2: icmp: echo request -~
1 23:48:49.276139 172.16.1.2 > 10.20.10.2: xmp: echo reply

1 23:48:49.276139 10.20.10.2 > 172.16.1,2: icmp: echo request

1 23:48:49.276139 172.16.1.2 > 10.20.10.2: icmp: echo reply

: 23:48:49.276139 10.20.10.2 > 172,16.1,2: imp: echo request

1 23:48:49.286133 172.16.1.2 > 10.20.10.2: icmp: echo reply

1 23:48:49.286133 10.20.10.2 > 172.16.1,2: mp: echo request

1 23:48:49.286133 172.16,1.2 > 10.20.10,2: icmp: echo reply v

D NN B DN e

Egress: outside [ Launch Network Sniffer Application ]

:23:48:49.276139 10.20,10,2 > 172.16.1,2: imp: echo request ~
1 23:48:49.276139 172.16.1.2 > 10.20.10,2: imp: echo reply

1 23:48:49.276139 10.20,10.2 > 172.16.1,2: xmp: echo request

1 23:48:49.276139 172.16.1.2 > 10.20.10,2: icmp: echo reply

123:48:49.276139 10.20,10.2 > 172.16.1.,2: imp: echo request

1 23:48:49.2686133 172.16,1.2 > 10.20,10,2: cmp: echo reply

: 23:48:49.286133 10.20.10.2 > 172.16.1.,2: icmp: echo request

1 23:48:49.286133 172.16.1.2 > 10.20.10.2: wmp: echo reply v

O NN WMN -

l Save Caphuses. .. |[ Clear Buffer on Device ]
L2y

- ]
|Save the packets nU?buﬁerix Finish ] [ Cancel ] [ Hep ]

11.1In the Save Captures window choose the required format in which the capture buffer is to be saved.
This is either ASCII or PCAP. Click the radio button next to the format names. Then, click Save
ingress capture or Save egress capture as required.

@ Save Captures

O Pcap
Save the buffer in the specified format to the localhost.

I Savmngress capture... ]
R
[ Save egress capture... ]

[ Close ] [ Help ]




If you specify the pcap format, then you can open the file using TCPDUMP or Ethereal. The
capture file in ASCII format can be viewed using the web browser.

12.In the Save capture file window provide the file name and the location where the capture file is to be
saved, then click Save as shown:

Save capture file

Save in: |@ Capture data LI & g

My Recent
Documents

3

Desktop

My Documents
My Computer

-

My Network  File name: Iingress Ll

ave
Places
Save as type: All Files [*.) v I Cancel |
7

= |
13.Click Finish.

B Capture Wizard @
4 Packet Capture Wizard | Run Captures (Step 6 of 6)

‘ Eart [ Stop ] [ Get Capture Buffer ]
: ; | Ciick the Start button to begn capturing.

Ingress: Insids [ Launch Network Snffer Applcation ]

1 23:48:49.276139 10.20.10.2 > 172.16.1.2: imp: echo request ~
123:48:149.276139 172.16.1.2 > 10.20.10,2: xmp: echo reply

1 23:48:49.276139 10.20,10,2 > 172.16.1,2: icmp: echo request

1 23:48:49.276139 172.16.1.2 > 10.20.10.2: icmp: echo reply

1 23:48:49.276139 10.20.10.2 > 172.16.1,2: mp: echo request

1 23:48:49.286133 172.16,1.2 > 10.20.10.2: icmp: echo reply

1 23:48:49.286133 10.20.10.2 > 172.16.1,2: mp: echo request

: 23:48:49.286133 172.16.1.2 > 10,20,10.2: icmp: echo reply v]

D NG S WDN -

Egress: outside [ Launch Network Sniffer Application ]

1 23:48:49.276139 10.20,10.2 > 172.16.1,2: imp: echo request Al
1 23:48:49.276139 172.16.1.2 > 10.20.10,2: icmp: echo reply

1 23:48:49.276139 10.20.10.2 > 172.16.1.2: xmp: echo request

1 23:48:49.276139 172.16,1.2 > 10.20.10,2: icmp: echo reply

123:48:49.276139 10.20,10.2 > 172.16.1.,2: imp: echo request

: 23:48:49.2686133 172.16,1.2 > 10.20.10,2: mp: echo reply

1 23:48:49.286133 10.20.10.2 > 172.16.1.2: icmp: echo request

1 23:48:49.286133 172.16.1.2 > 10.20.10.2: xmp: echo reply v

W NN WM -

l Save caphures,,. ][ Clear Buffer on Device ]

< Back Next lF[‘SEhI CU\CdHHﬂ)l

This completes the packet capture procedure.



Step—By-Step Procedure to Configure Packet Capture in ASA/PIX using

CLI

Complee these steps in order to configure Packet capture in ASA/PIX using CLI:

1.

2.

Configure the Inside and Outside interfaces as shown in the network diagram with IP address and
Security-levels.

Configure the access-lists asdm_cap_selector_inside and asdm_cap_selector_outside for capturing
the packets that travel from the inside network to the outside network and outside network to inside
network .

access—list asdm_cap_selector_inside extended permit ip host 10.20.10.2 host 172.16.1.2
access—list asdm_cap_selector_inside extended permit ip host 172.16.1.2 host 10.20.10.2
access—list asdm_cap_selector_outside extended permit ip host 172.16.1.2 host 10.20.10.2
access-list asdm_cap_selector_outside extended permit ip host 10.20.10.2 host 172.16.1.2

. Start the packet capture process using the capture command in privileged EXEC mode. The capture

command should be used after the access-lists have been configured as shown in the ASA
configuration. In this configuration example, the capture named capin is defined. Bind it to the inside
interface, and specify to only capture packets that match the access-list asdm_cap_selector_inside

shown here:

ASA#capture capin interface inside access-list asdm_cap_selector_inside

Similarly, the capture named capout is defined. Bind it to the outside interface, and specify to only
capture packets that match the access-list asdm_cap_selector_outside as shown here:

ASA#capture capout interface outside access-list asdm_cap_selector_outside

The ASA will now start capturing the traffic flow between the interfaces. In order to stop the capture
at anytime, use the no capture command followed by the capture name.

Viewing the Captured Packets on ASA

Viewing the Captured packets on the ASA Device

In order to view the captured packets, use the show capture command
capture buffer contents:

The show capture capin command shows the contents of the capture buf
named capin.

ASA#show capture capin

20 packets captured

:01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
:01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply

1 01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
:01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
:01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
:01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
:01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
:01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
:01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
10: 01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
11: 01:49:26.247042 172.16.1.2 > 10.20.10.2: icmp: echo request
12: 01:49:26.247042 10.20.10.2 > 172.16.1.2: icmp: echo reply
13: 01:49:26.247042 172.16.1.2 > 10.20.10.2: icmp: echo request

OOoOO~NOOUDhWNE

followed by the capture name. These are the show command outputs of the

fer




14: 01:49:26.247042 10.20.10.2 > 172.16.1.2: icmp: echo reply
15: 01:49:26.257051 172.16.1.2 > 10.20.10.2: icmp: echo request
16: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply
17: 01:49:26.257051 172.16.1.2 > 10.20.10.2: icmp: echo request
18: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply
19: 01:49:26.257051 172.16.1.2 > 10.20.10.2: icmp: echo request
20: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply

20 packets shown

ASA#

The show capture capout command shows the contents of the capture buffer
named capout.

ASA#show capture capout

20 packets captured
1: 01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
2:01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
3:01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
4:01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
5:01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
6: 01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
7:01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
8:01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
9: 01:49:24.087474 10.20.10.2 > 172.16.1.2: icmp: echo request
10: 01:49:24.087474 172.16.1.2 > 10.20.10.2: icmp: echo reply
11: 01:49:26.247042 172.16.1.2 > 10.20.10.2: icmp: echo request
12: 01:49:26.247042 10.20.10.2 > 172.16.1.2: icmp: echo reply
13: 01:49:26.247042 172.16.1.2 > 10.20.10.2: icmp: echo request
14: 01:49:26.247042 10.20.10.2 > 172.16.1.2: icmp: echo reply
15: 01:49:26.257051 172.16.1.2 > 10.20.10.2: icmp: echo request
16: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply
17: 01:49:26.257051 172.16.1.2 > 10.20.10.2: icmp: echo request
18: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply
19: 01:49:26.257051 172.16.1.2 > 10.20.10.2: icmp: echo request
20: 01:49:26.257051 10.20.10.2 > 172.16.1.2: icmp: echo reply

20 packets shown

ASA#
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