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Introduction

This document describes how to configure a Lightweight Access Point as a 802.1x supplicant to authenticat
against a RADIUS Server.

Prerequisites

Requirements
Ensure that you meet these requirements before you attempt this configuration:

« Cisco Aironet 1130, 1240, or 1250 Series access point

« WLC that runs 108 Version 5.1

« Cisco Catalyst 3560 Series Switches with Cisco IOS Release 12.2(35)SE5

« Cisco Catalyst 3750 Series Switches with Cisco I0S Release 12.2(40)SE

« Cisco Catalyst 4500 Series Switches with Cisco IOS Release 12.2(40)SG

« Cisco Catalyst 6500 Series Switches with Supervisor Engine 32 that runs Cisco IOS Release
12.2(33)SXH

Components Used

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.



Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.

Background Information

LAPs have factory installed X.509 certificates, signed by a private key, that are burned into the device at the
time of manufacture. LAPs use this certificate to authenticate with the WLC at the join process. For more
information, refer to Securing the LWAPP Control Plane of the document Deploying Cisco 440X Series
Wireless LAN Controllers. This method describes another way to authenticate LAPs. With WLC Version 5.1,
you can configure the 802.1x authentication between a Cisco Aironet access point and a Cisco switch. The
access point acts as the 802.1x supplicant and is authenticated by the switch against a RADIUS Server (AC
that uses EAP-FAST with anonymous PAC provisioning. Once it is configured for 802.1x authentication, the
switch does not allow any traffic other than 802.1x traffic to pass through the port until the device connected
to the port authenticates successfully. An access point can be authenticated either before it joins a WLC or
after it has joined a WLC, in which case you configure 802.1x on the switch after the LAP joins the WLC.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Toaokgistered customers odlyo find more information on the commands
used in this document.

Network Diagram

This document uses this network setup:

WLC Switch LAP

Configurations
This document uses these IP addresses:
* |P address of the switch is 10.77.244.210

* |P address of the ACS server is 10.77.244.196
* |P address of the WLC is 10.77.244.204



Configure the LAP
In this section, you are presented with the information to configure the LAP as a 802.1x supplicant.
Complete these steps:

1. Make sure that the access point is loaded with a Lightweight Recovery image.

2. Connect the LAP to the switch.

3. The LAP goes through the join process and registers with the WLC. This can be checked from the

Wireless menu of the WLC as shown in Figure 1.
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. Click the access point, and click the Credentials tab.

.Under the 802.1x Supplicant Credentials heading, check the Over-ride Global credentials box to set
the 802.1x username and password for this access point. You can also set the username and passw
in common to all the access points that join a WLC with the Global Configuration menu. Figure 2
shows how to set the 802.1x credentials for an access point.
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Note: You can also set the 802.1x username and password for an access point with the WLC CLI
command config ap dotlxuser add username <user> password <password> Cisco_AP (AP
Name).
. Click Apply to commit your changes.
. Click Save configuration to save the credentials.

~N O

Note: Once saved, these credentials are retained across WLC and AP reboots. They change only
when the LAP joins a new WLC. The LAP assumes the username and password that were configure
on the new WLC.

8. If the access point has not joined a WLC yet, you must console into the LAP to set the credentials ar
use this CLI command in the enable mode:

LAP#lwapp ap dotlx username <username> password <password>



Note: This command is available only for access points that run the 5.1 recovery image.

Configure the Switch

The switch acts as an authenticator for the LAP and authenticates the LAP against a RADIUS server. If the
switch does not have the compliant software, upgrade the switch. On the switch CLI, enter these commands
enable the 802.1x authentication on a switch port:

switch#configure terminal
switch(config)dotlx system-auth—control
switch(config)aaa new—-model
switch(config)aaa authentication dotlx default group radius
switch(config)radius server host 10.77.244.196 key cisco

1-—— configures the radius server with shared secret
switch(config)interface gigabitEthernet 1/0/43
1-—— 43 is the port number on which the access point is connected.

switch(config—if)switchport mode access
switch(config-if)dotlx pae authenticator

1-—— configures dot1x authentication

switch(config—if)dotlx port—control auto

I-—— With this command switch initiates the 802.1x authentication.

Configure the RADIUS Server

LAP is authenticated with EAP-FAST. Make sure that the RADIUS server you use supports this EAP
method. In this example, the ACS server is used for authentication. Complete these steps on the ACS serve

1. Launch the ACS admin screen.
2. Configure the username and password of the LAP in the ACS database. In order to add a user accol
in the ACS, refer to the User Management section of the document User Guide for Cisco Secure

Access Control Server 4.2.
3. Configure the Switch as an AAA client to the ACS server. On the ACS admin screen, click the

Network Configuration menu.
4. Under the AAA client section, click Add New Entry. Enter these parameters:

a.Enter the IP address of the switch in the AAA Client IP Address field.

b. Enter the shared secret of the switch. This must be exactly the same on the switch and ACS
server.

c. Choose a RADIUS Protocol in the Authenticate Using field. By default, it is TACACS+.
Note: Check the ACS server for a description of the RADIUS Protocols.

See Figure 3.
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5. Click Submit + Apply to save the AAA client.
6. EAP-FAST has to be enabled on the RADIUS server. Click the System Configuration menu in the
left—hand side. Click the Global Authentication Setup option.

Figure 4
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.Click EAP —FAST Configuration as shown in Figure 4.
.On the EAP-FAST Settings page, check the Allow EAP-FAST box. LAP uses EAP-FAST with

anonymous PAC provisioning. Check the Allow Anonymous in—band PAC provisioning box. For
more information, refer to the document EAP—-FAST Authentication with Wireless LAN Controllers
and External RADIUS Server Configuration Example.

Figure 5



(it 0% e ALS - M ronaft bk comeet Dagdores N e NI I alelx
e LR Yow fportes Joh b : L
Qe « O« o 3] 4l ) Sewth 2 Fovortes € G e 3
Addess [ @) e (327,001 1068

el System conﬂgufaﬁon

Cisco
CEAP-FAST Settings
g
e re——
ACtve master bey TTL Ix IP\(_ﬂ'h‘ OI Vre s page %0 carhpre LAR-FALT shenticonen
e g
Retered master boy TTL l) |—-cr.'.m 'l
* LAP AN Settevgs
8 Turnel PAC TY ] Lt T R
o EEEE e
- Clant vl message ® fararety 10 Infe
Surtom . M band AL
— Authonty 10 iInfo !A-:s-c.sco O AL gov 2
Saniror @ Ale mecthen b s b b P A€ pruviemeng
ly u-v-'_l [ W aliow anonymous m-band PAC provisonng l Ak b Rt e
T Allow authenticated m-band PAC provionng O Al ytoteloss sosei reimm.
-
[SRIESER | -, ot ciom on avthantcates rovisionng etz et
* (erafuete (smparoen
MR ot aetiouin for saniiveing ® (APT\S soveien Gumasel fvanies)
7 Allow Machre Authentic aton * LAR FALE snaster server
ghn— .
Wabtohen Machee PAC TTL I: |.~H -l ® Al SAD I AYY sevver stotes
I Allow Stateless 505500 resume CAP FALT Sathngs
Athonzaton PAC TTL I) |'w1 'I
ell”a"ul O Alow TAP FAMT=To anadle LA FALT stbantcation,
— Allowod winer mathods e B ek bas
@|u- P Eap-GrC —
R v e . * Actve Master Kay TIL=Eater & valun for the amaunt of
EAP-MSOHAPV2 e Mt & marter hay i wied 1 generite Aaw Pratesed
r P Acseis Cradernals (PACH) Whan e time W lee (TTY)
EAP-TLS Ao nad for tha Maites Fay wopirns, ha mater ey i
Solect one or more of the following EAP-TLS companson NG00 Wl 008 b v MaNe hay ¥ S0n0riied
methods
o Ratrnd s tor hay TIL=00ter & wabon fir B amaunt of
™ Centficate SAN companson < None Aot ALY genarstad wing & setead martes hey s
socegtetle for LAD -FALT L mhartcatan. Whan an end uier
[ Submit | Submt o Pestart | Cancet | o O S8%e et inss vens 8 PAC Based o & ..urir']
. »
T et Doa bee bec o [k D Deseet o cears

9. Make sure that EAP-GTC and EAP-MSCHAPvV2 are checked under Allow inner methods. Figure 5
shows a sample configuration of steps 8 and 9.

Verify

Use this section to confirm that your configuration works properly.

The Output Interpreter Tookggistered customers olyOIT) supports certain show commands. Use the OIT to
view an analysis of show command output.

Once 802.1x is enabled on the switch port, all the traffic except the 802.1x traffic is blocked through the port
The LAP, which is already registered to the WLC, gets disassociated. Only after a successful 802.1x
authentication is other traffic allowed to pass through. Successful registration of the LAP to the WLC after th
802.1x is enabled on the switch indicates that the LAP authentication is successful.

You can also check this from ACS. From the ACS main screen, click the Reports and Authentication menu.
Click the Failed Attempts option. If the authentication is successful, you find an Authentication failed

message with the code EAP-FAST user was provisioned with a new PAC with IP address of the switch in tf
NAS-IP-Address field as shown in Figure 6. You can also confirm with the Date and Time of authentication

Figure 6
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Troubleshoot

Use this section to troubleshoot your configuration.

1. Use the ping command and check if the ACS server is reachable from the switch.

2. Make sure that the switch is configured as a AAA client on the ACS server.

3. Ensure that the shared secret is the same between switch and the ACS server.

4. Check if EAP-FAST is enabled on the ACS server.
5. Check for the software compliance on the devices.

6. Check if the 802.1x credentials are configured for the LAP and are same on the ACS server.

Note: The username and password are case sensitive.
Troubleshooting Commands

There are currently no debug commands available for this feature.
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and information about networking solutions, products, and technologies. The featured links are some of the

most recent conversations available in this technology.
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