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Introduction

This document describes how to configure the authentication on the Clean Access Manager (CAM) with
Cisco Secure Access Control Server (ACS).

Prerequisites

Requirements

This configuration is applicable to CAM version 3.5 and later.
Components Used

The information in this document is based on CAM version 4.1.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Tookgistered customers ollyo obtain more information on the commands



used in this section.

Network Diagram

This document uses this network setup:
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Steps to Configure Authentication on CCA with ACS
Complete these steps:

1. Add New Roles
a.Create an Admin Role

¢ In the CAM, choose User Management > User Roles > New Role.
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¢ Enter a unique name, admin, for the role in the Role Name field.

¢ Enter Admin User Role as an optional Role Description.

¢ Choose Normal Login Role as the Role Type.

¢ Configure the Out-of-Band (OOB) user role VLAN with the appropriate VLAN.
For example, choose the VLAN ID and specify the ID as 10.

0 When finished, click Create Role. In order to restore default properties on the form,
click Reset.

O The role now appears in the List of Roles tab as shown in the Tag VLANs for OOB
Role—-based mappings section.

b. Create a User Role

¢ In the CAM, choose User Management > User Roles > New Role.
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¢ Enter a unique name, users, for the role in the Role Name field.

¢ Enter Normal User Role as an optional Role Description.

¢ Configure the Out-of-Band (OOB) user role VLAN with the appropriate VLAN.
For example, choose the VLAN ID and specify the ID as 20.

O When finished, click Create Role. In order to restore default properties on the form,
click Reset.

O The role now appears in the List of Roles tab as shown in the Tag VLANs for OOB
Role-based mappings section.

2.Tag VLANSs for OOB Role-based mappings

In the CAM, choose User Management > User Roles > List of Roles in order to see the list of roles
so far.

Usur Managument > User Rolus 8
List of Roles New Role Troffic Control Bandwidth Schedule
Inowtherd coked Role dony demy Rale For unauthontiatnd usses &F z

Temporars Roke Yerre fmiy Rods for asers b doanked regarements &F z & x

Quaradine Role deny deny Rale for quarantined users & I & x

allow_% deny deny & b4 e X

adirin dean deny 10 Adria User Rale Q 3 ) x

uzers Jaav damy bLo Morr ! User Role &y 2 £ x

3. Add RADIUS Auth Server (ACS)

a.Choose User Management > Auth Servers > New.



@ser Management > Auth Servers)

Auth Servers Lookup Servers Mapping Rules Ruth Test ficcounting
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b. From the Authentication Type drop—down menu, choose Radius.

c. Enter the Provider Name as ACS.

d. Enter the Server Name as auth.cisco.com.

e.Server Port The port number 1812 on which the RADIUS server is listening.

f. Radius Type The RADIUS authentication method. Supported methods include EAPMD5,
PAP, CHAP, MSCHAP and MSCHAP?2.

g. Default Role is used if mapping to ACS is not defined or set correctly, or if the RADIUS
attribute is not defined or set correctly on the ACS.

h. Shared Secret The RADIUS shared secret bound to the specified client's IP address.

i. NAS-IP-Address This value to be sent with all RADIUS authentication packets.

j- Click Add Server.

L Providernamo | Authenticationfype | Descripten | Mapping | Edit | Doloto]
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4. Map ACS Users to CCA User Roles

a.Choose User Management > Auth Servers > Mapping Rules > Add Mapping Link in
order to map admin user in ACS to the CCA admin user role.
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b. Choose User Management > Auth Servers > Mapping Rules > Add Mapping Link in
order to map normal user in ACS to the CCA user role.

(}lwr Management -= Auth Servers )

List of Servers New Server

Mapping Redes Auth Test Accounting
Provider Name &S Proe ity 2
’ Role Name | JEare 'I Daserytion
—Rule-Expresscs (-3 05 P-a0
Save Wapring
Condton Type Antibize = araee Ianmk 'I
ventor Syrea -I
Atridete Meme Cats 2
" J Arbuwe Yalne sors
Dake Troe Sting j'
[ SswmCoion | Concal |
T lenoperans | Opewer | woweoperans | Gén | Dot |
1 Anbue 0232 =que's Users ) %
c. Here is the user role mapping summary:
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5. Enable Alternate Providers on User Page

Choose Administration > User Pages > Login Page > Add > Content in order to enable alternate
providers on the user login page.
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ACS Configuration

1. Choose Interface Configuration in order to make sure that the RADIUS (IETF) Class attribute [025]
is enabled.

Interface Configuration

RADIUS (IETF)
User  Group
| @ W [006] Serwice-Type
| W [007] Erataed-Protocel
r W [002] Framed-TP -17chmask
r W [070] Eramed-Routng
L]
[ v [124] State
| r [¥ [025] Class
- ¥ [027] Session-Tanzout
- ¥ [028] Idle-Taneout

2.Add RADIUS Client to ACS Server

a.Choose Network Configuration in order to add the AAA client CAM as shown:



Network Configuration

AAA Client Setup For

CAM
. 17216116 =
AAA Client IP Address
.4
Key |cisco123
Authenticate Using [FADIUS (ETF) =]

™ Single Connect TACACTS+ AA A Clent (Record stop m accounting on fadure).
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Submhl Submit + Restart ] Delete] Delete + Restan l Cancell

Click Submit + Restart.
Note: Make sure that the RADIUS key matches with the AAA client and uses RADIUS

(IETF).
b. Choose Network Configuration in order to add the AAA client CAS as shown:

Network Configuration

Edit
AAA Client Setup For
CAS
10.60.3.2 =
AsA Clent TP Address
=
Hey Icis col23
Autheaticaze Using |RADIUS (IETF) |
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Click Submit + Restart.

Note: For VPN gateway RADIUS accounting, CCA policy must allow RADIUS accounting

packets (UDP 1646/1813) from the CAS IP address to pass unauthenticated to the ACS serv
IP address.



c. Choose Network Configuration in order to add the AAA client ASA as shown:

Network Configuration

Edit
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O User near—side PIX/ASA interface address (typically inside interface)
O Set type to RADIUS (Cisco IOS/PIX).
3. Add /Configure Groups on ACS Server

a.Create Admin group
Group Settings : Admin
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.
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¢ Set the IETF RADIUS Class attribute [025] to appropriate group value.
¢ The value must match that configured on CAS mapping.
b. Create User group

Group Settings : Users

.
IETF RADIUS Attributes ?|
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.
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Add/configure group for each Clean Access User Role to be mapped.
c. Add/Configure Users on ACS Server

~ User Setup

User: chyps
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FPassword l---.-.------..
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CHAP password for a token card user allows CHAP authenbcaton
This iz especially useful when toloen caching 12 enabled.

Greup to which the user te assigned
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¢ Add/configure ACS user for each Clean Access user to be authenticated by ACS.
¢ Set ACS Group membership.

O ACS also supports proxy authentication to other external servers.
Verify
Use this section to confirm that your configuration works properly.
In the ACS monitoring section, you can see the information on the passed authentications as shown:

Passed Authentications active,csv

[ ‘ : lication- | System- |
« . N , |Application- | System-
Date ¥ | Time —“ooede Lser Qo oy g FA% AR | Fosure:  Fosturs: Reason
: ‘ R [ , |7 | Toeken | Token
08022005 (13:1539 (SIS0 ook [Users 110 60.100.201 ’1'7,9 10.6010.3

OK

I

CAM (AAA client) IP address

Remote Authenticated User IP address
(address as seen by CAS—assigned by VPN gateway)

Similarly, you can see the screenshot for RADIUS accounting:

RADIUS Acconnting active.csy
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|y Erey | SERNSS gEVeS | 33U | PSSR | SSOSC
Date %  Time .ﬁ%’t S&t}d States- Session- Session- Scmr&Fm:lm Output- Irgut- Output-  [P- ;AS—'NAS;
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Real IP address of Remote Authenticated User

CAM (AAA client) IP address
Remote Authenticated User IP address

(address as seen by CAS—assigned by VPN gateway)

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.
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