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Introduction

This document describes how to configure the Lightweight Directory Access Protocol (LDAP) over SSL on
the Clean Access Manager (CAM).

Prerequisites

Requirements

This configuration is applicable to the CAM version 3.5 and later.

Components Used

The information in this document is based on the Clean Access Manager version 4.1.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to the Cisco Technical Tips Conventions for more information on document conventions.

Configure

In this section, you are presented with the information to configure the features described in this document.

Note: Use the Command Lookup Tookgistered customers ollyn order to obtain more information on the
commands used in this section.



Steps to Configure LDAP over SSL on CAM

Complete these steps:

1. Obtain the root certificate of the untrusted CA which has issued the certificate to the Domain
Controller and place it on your desktop.

a.Choose Administrator > CAM > SSL certificate, and then browse and upload the Root CA
certificate as Trust Non—-Standard CA .

Administration > Clean Access Manager

Network & Failoverf] System Time SSL Certificate  System Upgrade Licensing

Support Logs

Choosa an action: |Import Certificate |

Fila Type | Trust Nor-Stendard CA =l .

Uploaded Certificate List:

Private Kay Vlewl

CA-Signed Cerbficate VIEWI Details I
Root/Intarmediate Ca VIeWI Details | Delete I
Verify and Install Uploaded Cerfificates |

(* "Trust Non-Standard CA" is for SSL communication batwean the Claan Access Manager and some authentication servers, a.9. LDAP
Sarvar.)

b. Click Verify and install the Root CA certificate.
2. Configure the LDAP server on the CAM.

a.Choose User Management > Auth Servers and choose New.

b. Choose LDAP as the Authentication type.

c. Choose Idaps://ip.address:636 as the Server URL.

d. Choose SSL as the Security Type.

e.Choose Handle (Follow)! as the Referral. This option is set for the Partition Domain
Environment, for example, Root and Child Domains.

f. Admin privilege user and password is required to successfully bind the CAM (Idap client) to
the LDAP server.



User Management > Auth Servers
Auth Servers Lookup Servers Mapping Rules Auth Test Accounting
List - Edit
Authentication Type [LDaP ~| Provider Name |RocHdaps
Server URL Ildnps:ffl 92.168.137 8563 Server yersion Auto hd
Searchiadmin) Full DN {CN=root1 23, CN=users. Search(&dmin) Password |uuouooooo
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Referral IHandIe (Follow) 'I Dereflink ION 'l
Derefalias |Amays 'I Sacurity Type |SSL 'I
Default Role IAIImu All :]
Description [
Update Server I Cancal |

3. Obtain the certificate on the Domain Controller (DC).

When you request a certificate for DC, make sure to put the CN as Active Directory fully qualified
domain name. LDAPS certificate is located in the personal certificate store of the local computer.

Refer to How to enable LDAP over SSL with a third—party certification authority for more
information.

4. Configure the Domain Controller for SSL.

a.0On your DC, choose Start > All Programs > Administrative Tools > Active Directory
Users and Computer.

b. In the Active Directory Users and Computers window, right—click on your domain name and
choose Properties.

c. In the Domain Properties dialog box, choose the Group Policy tab.

d. Choose the Default Domain Policy group policy and then click Edit.

e.Choose Computer Configuration > Windows Settings.

f. Choose Security Settings and then choose Public Key Policies.

g. Choose Automatic Certificate Request Settings.

h. Use the wizard in order to add a policy for Domain Controllers as in this example:
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5. Verify the Domain Controller for LDAP over SSL.

On your DC, choose Start > Run and type Idp.exe. From the Connection Menu, click Connect and
fill in the values for the server and port. This verifies that the LDAP over SSL is configured correctly
on DC.
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( Carnestian Rrowse  View Optore LeRtias 2alf
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' K3-SERVER.cca.cisco.com; A
; 1> IdapServiceName:
.cisco.com:w2k3-serverS@CCA.CISCO.COM;
1> serverName:
N=W2K3-SERVER,CN=Servers,CN=Default-First-Sit
ame,CN=Sites,CN=Configuration,DC=cca,DC=cis
,DC=com;
3> supportedCapabilities:
1.2.840.113556.1.4.800; 1.2.840.113556.1.4.1670;
1.2.840.113556.1.4.1791;
1> isSynchronized: TRUE;
1> isGlobalCatalogReady: TRUE;
1> domainFunctionality: 0 = {
DS_BEHAVIOR_WIN2000 );
1> forestFunctionality: 0 = |
DS _BEHAVIOR_WIN2000 };
1> domainControllerFunctionality: 2 = |
DS_BEHAVIOR _WIN2003 J;

6. Choose User Management > Auth Servers > AUTH Test tab in order to verify the CAM LDAPS
configuration.

User Management > Auth Servers

Auth Servers Lookup Server Mapping Rules Auth Test Accounting
Provider I Root-ldeps 'I
User Name feita
Password |

Managed Network VLAN |

(optional)
Submit |

Result Successful
Role: Unawthentcated Role




Verify

There is currently no verification procedure available for this configuration.

Troubleshoot

There is currently no specific troubleshooting information available for this configuration.
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