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I ntr od u c ti on  
A f t e r  i s s u i n g  a  s h ow  p roce s s e s  cp u c o m m a n d ,  t h e  C a t a l y s t  f i x e d  c o n f i g u r a t i o n  
s w i t c h e s  29 0 0 X L  a n d  350 0 X L  r e p o r t  a  h i g h  v a l u e  f o r  C P U  u t i l i z a t i o n  a t  i d l e . 
W i t h  o t h e r  C i s c o  d e v i c e s ,  h i g h  C P U  u t i l i z a t i o n  a t  i d l e  i s  c a u s e  f o r  c o n c e r n ;  h o w e v e r ,  i t  i s  n o r m a l  f o r  t h e  
29 0 0 X L  a n d  350 0 X L .  
T h i s  d o c u m e n t  e x p l a i n s  t h e  r e a s o n  f o r  t h e  h i g h  C P U  u t i l i z a t i o n  v a l u e  a n d  g i v e s  s o m e  s u g g e s t i o n s  f o r  
m o n i t o r i n g  a n d  t r o u b l e s h o o t i n g  e x c e s s i v e l y  h i g h  C P U  u t i l i z a t i o n .  
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Com p onents U sed   
T h i s  d o c u m e n t  i s  n o t  r e s t r i c t e d  t o  s p e c i f i c  s o f t w a r e  a n d  h a r d w a r e  v e r s i o n s . 

B a c k g r ou nd   
T h e  29 0 0 X L / 350 0 X L  s w i t c h e s  h a v e  t w o  s e p a r a t e  h a r d w a r e  s u b s y s t e m s ,  t h e  s w i t c h i n g  s u b s y s t e m  a n d  
t h e  i n t e r n a l  C P U  e n g i n e . E a c h  i s  d e s c r i b e d  b e l o w :   

� T h e  s w i t c h i n g  s u b s y s t e m  c o n t r o l s  t h e  r e c e i v i n g  a n d  f o r w a r d i n g  o f  d a t a  t r a f f i c .  
� T h e  i n t e r n a l  C P U  e n g i n e  i m p l e m e n t s  h i g h e r -l e v e l  p r o t o c o l s  t o  c o n t r o l  a n d  m o n i t o r  s w i t c h  
b e h a v i o r .  

A s  a  r e s u l t ,  29 0 0 X L / 350 0 X L  C P U  u t i l i z a t i o n  d o e s  not r e f l e c t :   
� T h e  n u m b e r  o f  p a c k e t s  b e i n g  s w i t c h e d .  
� T h e  t o t a l  l o a d  o n  t h e  s w i t c h .  

C P U  u t i l i z a t i o n  d o e s  r e f l e c t  t h e  s w i t c h  C P U  p r o c e s s i n g ,  w h i c h  i n c l u d e s  t h e  f o l l o w i n g :   
� s p a n n i n g -t r e e  p r o c e s s i n g   
� p o r t  s t a t u s   
� L E D  i n d i c a t o r s   

I n  c o m p a r i s o n ,  C i s c o  r o u t e r s  s u c h  a s  t h e  C i s c o  360 0  p r o c e s s  a n d  r o u t e  p a c k e t s  u s i n g  s o f t w a r e ;  t h e r e f o r e ,  
t h e  o u t p u t  o f  t h e  s h ow  p roce s s e s  cp u c o m m a n d  p r o v i d e s  i n s i g h t  i n t o  t h e  o v e r a l l  l o a d  o n  t h e  r o u t e r . T h e  
C P U  u t i l i z a t i o n  i s  l i n e a r  f o r  t h e  a m o u n t  o f  p a c k e t  p r o c e s s i n g  a n d  r o u t i n g  b e i n g  p e r f o r m e d  o n  t h e  C i s c o  
360 0  r o u t e r .  
T h e  c o m m o n  o b s e r v a t i o n  i s  t h a t  t h e  C P U  u t i l i z a t i o n  o u t p u t  f o r  t h e  s h ow  p roce s s e s  cp u c o m m a n d  o n  t h e  
29 0 0 X L / 350 0 X L  s w i t c h  s h o w s  a  f a i r l y  h i g h  v a l u e  w h e n  t h e  s w i t c h  i s  i d l e  a n d  h a s  n o  a c t i v e  p o r t s . W h e n  
v i e w i n g  t h e  o u t p u t  o f  t h e  s h ow  p roce s s e s  cp u c o m m a n d ,  t h e  h i g h e s t  p e r c e n t a g e  p r o c e s s e s  a r e  Port 
S ta tu s  Proc  ( P o r t  S t a t u s  P r o c e s s )  a n d  L E D  C on trol  Proc  ( L E D  C o n t r o l  P r o c e s s ) . I t  i s  n o r m a l  
b e h a v i o r  f o r  t h e s e  p r o c e s s e s  t o  b e  a  h i g h  p e r c e n t a g e  o f  t h e  t o t a l  C P U  u t i l i z a t i o n . T h e s e  p r o c e s s e s  r u n  
c o n s t a n t l y  t o  m a i n t a i n  a n d  m o n i t o r  t h e  s t a t u s  o f  t h e  p o r t s  a n d  t h e  d i f f e r e n t  L E D s  a v a i l a b l e  o n  t h e  p a n e l  
o f  t h e  s w i t c h . 

B a sel i ne CP U  U ti l i z a ti on  
T h e  t a b l e  b e l o w  s u m m a r i z e s  t y p i c a l  C P U  u t i l i z a t i o n  s e e n  b y  350 0 X L  s w i t c h e s  a t  i d l e  a n d  u n d e r  l o a d . I t  
i s  n o t e w o r t h y  t h a t  C P U  u t i l i z a t i o n  d o e s  n o t  i n c r e a s e  l i n e a r l y  w i t h  i n c r e a s e d  l o a d .  

S w itch  C P U  U til iz a tion 
C P U  U til iz a tion a t 5 0  P e rce nt 
W rite  S p e e d U s ing  U nica s t 
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T h e r e f o r e ,  i t  i s  n o r m a l  f o r  a  29 0 0 X L  o r  350 0 X L  s w i t c h  t o  i n d i c a t e  a  C P U  u t i l i z a t i o n  v a l u e  o f  30  p e r c e n t  
t o  50  p e r c e n t ,  e v e n  u n d e r  m i n i m a l  l o a d .  

T r ou b l esh oot H i g h  CP U  U ti l i z a ti on  
T h e  C P U  i s  r e s p o n s i b l e  f o r  t h e  f o l l o w i n g :  

� p r o c e s s i n g  b r o a d c a s t s   
� s p a n n i n g -t r e e  B r i d g e  P r o t o c o l  D a t a  U n i t s  ( B P D U s )   
� a d d r e s s  l e a r n i n g   
� p o r t  s t a t u s   
� L E D  o p e r a t i o n s   

T h e  p r o c e s s e s  l i s t e d  a b o v e  m a y  c o n t r i b u t e  t o  e x c e s s i v e  C P U  u t i l i z a t i o n . I f  t h e  C P U  u t i l i z a t i o n  i s  
e x t r e m e l y  h i g h  ( a r o u n d  80  p e r c e n t  t o  9 9  p e r c e n t ) ,  o r  i f  t h e  C P U  u t i l i z a t i o n  i s  h i g h e r  t h a n  n o r m a l ,  f o l l o w  
t h e s e  r e c o m m e n d a t i o n s .  
1. C r e a t e  a  b a s e l i n e  C P U  u t i l i z a t i o n  a t  n o  l o a d .  
2. N o t e  w h i c h  p r o c e s s e s  a r e  g e n e r a t i n g  t h e  m o s t  l o a d .  
3. C h e c k  f o r  c o n s i s t e n t  M A C  a d d r e s s  c l e a r i n g  o r  s p a n n i n g -t r e e  i n s t a b i l i t y . U s e  t h e  s h ow  s p a nning -

tre e  v l a n vlan-i d  c o m m a n d  t o  g a t h e r  t h i s  i n f o r m a t i o n . 
4. C h e c k  f o r  n e t w o r k  b r o a d c a s t  s t o r m .  

a t ID L E  T ra f f ic 

3512 
X L  

5 s e c o n d s  ( 32 
p e r c e n t / 2 p e r c e n t )   
1 m i n u t e  ( 32 
p e r c e n t )   
5 m i n u t e s  ( 32 
p e r c e n t )   

5 s e c o n d s  ( 32 p e r c e n t / 2 
p e r c e n t )   
1 m i n u t e  ( 33 p e r c e n t )   
5 m i n u t e s  ( 32 p e r c e n t )   

3548 
X L  

5 s e c o n d s  ( 44 
p e r c e n t / 6 p e r c e n t )   
1 m i n u t e  ( 44 
p e r c e n t )   
5 m i n u t e s  ( 32 
p e r c e n t )   

5 s e c o n d s  ( 46 p e r c e n t / 7 
p e r c e n t )   
1 m i n u t e  ( 33 p e r c e n t )   
5 m i n u t e s  ( 33 p e r c e n t )   
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5. C r e a t e  a  S e r v i c e  R e q u e s t  w i t h  C i s c o  T e c h n i c a l  S u p p o r t ,  i f  n e c e s s a r y . 

Ch ec k  U ti l i z a ti on of  2 9 0 0 X L  a nd  3 5 0 0 X L  S w i tc h es  
T h e  s h ow  control l e r s w itch  c o m m a n d  p r o v i d e s  i n d i c a t i v e  i n f o r m a t i o n  r e g a r d i n g  t h e  t o t a l  s w i t c h  
u t i l i z a t i o n . T h i s  i s  a n  e x a m p l e :   

Switch# s h ow  c on trol l e r s w i tc h  
Switch r e g is te r s :  
 
D e v ice  T y p e  :  0 x 0 0 0 4 0 2 7 3  
C o n g e s tio n  T hr e s ho l d  :  0 x 0 0 0 0 0 E 9 5  
P e a k  T o ta l  A l l o ca tio n  :  0 x 0 0 0 0 0 0 1 A  
T o ta l  A l l o ca tio n  :  0 x 0 0 0 0 0 0 0 0  
P e a k  T o ta l  B a n d wid th :  0 x 0 0 0 0 0 0 2 0  
T o ta l  B a n d wid th :  0 x 0 0 0 0 0 0 0 0  
T o ta l  B a n d wid th L im it :  0 x 0 0 0 0 0 3 D E  
L o we r  B a n d wid th L im it :  0 x 0 0 0 0 0 3 D E  
Switch M o d e  :  0 x 0 0 0 4 0 0 0 0  
 
Switch# 
 

T h e  T ota l  B a ndw idth  L im it v a r i e s  b e t w e e n  d i f f e r e n t  29 0 0 X L  a n d  350 0 X L  m o d e l s . W h e n  t h e  T ota l  
B a ndw idth  r e a c h e s  t h e  T ota l  B a ndw idth  L im it v a l u e ,  t h e  s w i t c h  h a s  r e a c h e d  i t s  f u l l  b a n d w i d t h  
c a p a c i t y  a n d  b e g i n s  t o  d r o p  p a c k e t s . T h e  P e a k  T ota l  B a ndw idth  i s  t h e  h i g h e s t  v a l u e  a t t a i n e d  b y  t h e  
T ota l  B a ndw idth  s i n c e  t h e  l a s t  t i m e  t h e  s h ow  control l e r s w itch  c o m m a n d  w a s  e x e c u t e d . N o t e ,  t h e  
v a l u e s  f o r  t h e  a b o v e  p a r a m e t e r s  a r e  i n  h e x a d e c i m a l .  
T h e  C ong e s tion T h re s h ol d v a l u e  i s  u s e d  a s  c o n s e r v a t i v e  v a l u e  f o r  t h e  m a x i m u m  g l o b a l  b u f f e r  
u t i l i z a t i o n . W h e n  t h e  b u f f e r  u t i l i z a t i o n  n o t e d  b y  T ota l  A l l oca tion r e a c h e s  t h i s  v a l u e ,  t h e  s w i t c h  m a y  
d r o p  f r a m e s . T h e  P e a k  T ota l  A l l oca tion v a l u e  s h o w s  t h e  h i g h e s t  v a l u e  a t t a i n e d  b y  t h e  T ota l  A l l oca tion 
s i n c e  t h e  l a s t  t i m e  t h e  s h ow  control l e r s w itch  c o m m a n d  w a s  e x e c u t e d . I t  i s  p o s s i b l e  f o r  t h e  P e a k  T ota l  
A l l oca tion a n d / o r  t h e  T ota l  A l l oca tion t o  b e  g r e a t e r  t h a n  C ong e s tion T h re s h ol d. I f  t h e  T ota l  
A l l oca tion r e a c h e s  o r  i s  o v e r  t h e  C ong e s tion T h re s h ol d a m o u n t ,  t h e  s w i t c h  i s  e x p e r i e n c i n g  
c o n s i d e r a b l e  n e t w o r k  a c t i v i t y  n e a r  i t s  f u l l  c a p a c i t y .  
T h e  g l o b a l  b u f f e r  u t i l i z a t i o n  m a y  b e  a d v e r s e l y  a f f e c t e d  b y  s e v e r a l  c o n f i g u r a t i o n  i s s u e s ,  d e s c r i b e d  h e r e :   
1. S p e e d  m i s m a t c h  b e t w e e n  a n  i n g r e s s  a n d  e g r e s s  p o r t ;  f o r  e x a m p l e ,  s e v e r a l  10 0  M b  c l i e n t s  

t r a n s f e r r i n g  f i l e s  t o  a  s e r v e r  c o n n e c t e d  t o  t h e  s w i t c h  a t  10  M b ,  h a l f -d u p l e x .  
2. M u l t i p l e  i n p u t  p o r t s  f e e d i n g  a  s i n g l e  o u t p u t  p o r t .  
3. D u p l e x  m i s m a t c h  o n  m u l t i p l e  p o r t s .  
4. N u m e r o u s  p o r t s  t h a t  a r e  e x p e r i e n c i n g  c o l l i s i o n s  a n d / o r  o u t p u t  e r r o r s  d u e  t o  h a l f -d u p l e x  

c o n f i g u r a t i o n  o r  o v e r s u b s c r i p t i o n  o f  a  s l o w  l i n k .  

S a m p l e sh ow  p r oc esses c p u  Com m a nd  O u tp u t  
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B e l o w  i s  s a m p l e  o u t p u t  f r o m  t h e  s h ow  p roce s s e s  cp u c o m m a n d .  
Switch# s h ow  p roc e s s e s  c p u  
C P U  u til iz a tio n  f o r  f iv e  s e co n d s  3 5 % / 4 % ;  o n e  m in u te  3 5 % ;  f iv e  m in u te s  3 5 %  
 P I D   R u n tim e ( m s )   I n v o k e d   u Se cs     5 Se c   1 M in    5 M in  T T Y  P r o ce s s  
   1           1 5      4 4 3 4 9       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  L o a d  M e te r  
   2           1 8         3 1     5 8 0    0 . 2 4 %   0 . 0 2 %   0 . 0 0 %    0  E x e c 
   3        9 0 9 4 5      2 2 5 1 4    4 0 3 9    0 . 0 0 %   0 . 0 1 %   0 . 0 0 %    0  C he ck  he a p s  
   4            3          1    3 0 0 0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C hu n k  M a n a g e r  
   5            2          3     6 6 6    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  P o o l  M a n a g e r  
   6            0          2       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  T im e r s  
   7            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  E n tity  M I B  A P I  
   8          4 5 1       3 7 4 2     1 2 0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  A R P  I n p u t 
   9            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  R A M  A cce s s  ( d m  0  
  1 0            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C r itica l  B k g n d  
  1 1         1 2 0 2      8 9 7 5 8      1 3    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  N e t B a ck g r o u n d  
  1 2            0         5 3       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  L o g g e r  
  1 3         2 4 1 0     2 2 1 0 8 1      1 0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  T T Y  B a ck g r o u n d  
  1 4       3 5 2 9 6 7     7 6 7 3 4 8     4 5 9    0 . 0 4 %   0 . 0 9 %   0 . 0 8 %    0  P e r -Se co n d  J o b s  
  1 5          7 0 8       9 2 2 3      7 6    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  N e t I n p u t 
  1 6           7 0      4 4 3 5 0       1    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C o m p u te  l o a d  a v g  
  1 7        3 7 6 9 7       3 6 9 7   1 0 1 9 6    0 . 0 0 %   0 . 0 1 %   0 . 0 0 %    0  P e r -m in u te  J o b s  
  1 8       8 7 7 1 6 6   1 7 9 1 1 1 4 5      4 8    0 . 3 2 %   0 . 2 1 %   0 . 2 0 %    0  L E D  C o n tr o l  P r o c 
  1 9        1 1 9 1 5     2 2 1 0 8 5      5 3    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  F r a n k  A g in g  
  2 0     2 3 4 9 9 0 6 1   2 6 5 0 8 0 1 5     8 8 6    5 . 7 3 %   5 . 5 4 %   5 . 5 5 %    0  P o r t Sta tu s  P r o c 
  2 1            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  V M  P r u n e  E v e n ts  
  2 3      1 5 5 4 6 2 7     7 4 1 1 8 9    2 0 9 7    0 . 3 2 %   0 . 4 1 %   0 . 4 3 %    0  G D S F r a m e  A g e r  
  2 4            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  R A M  A cce s s  ( g i0 /  
  2 5            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  I P  N A T  A g e r  
  2 8            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  R A M  A cce s s  ( g i0 /  
  3 0      2 5 6 8 1 7 8    5 8 9 0 7 4 5     4 3 5    0 . 6 5 %   0 . 7 3 %   0 . 7 4 %    0  B r o a d ca s t Sto r m  
  3 1            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  P o r t G r o u p  C ha n g  
  3 2         2 2 6 5       5 9 5 2     3 8 0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  I P  I n p u t 
  3 3          6 2 7        3 9 2    1 5 9 9    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  A d d r e s s  L e a r n in g  
  3 4            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  R A M  A cce s s  ( d m  1  
  3 5            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  R A M  A cce s s  ( d m  2  
  3 6       3 6 9 3 2 3     6 6 3 8 4 7     5 5 6    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  E n e t A g in g  
  3 7         3 0 7 3      2 6 5 8 8     1 1 5    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C D P  P r o to co l  
  3 8          8 0 5         7 0   1 1 5 0 0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  A d d r e s s  D e l e tio n  
  3 9           7 1         3 5    2 0 2 8    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  Switch C G M P  P r o t 
  4 0            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  T C P  T im e r  
  4 1            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  T C P  P r o to co l s  
  4 2            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  So ck e t T im e r s  
  4 3            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  H T T P  T im e r  
  4 4            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C G M P  F o r wa r d in g  
  4 5          1 2 1      2 2 1 7 6       5    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C l u s te r  R A R P  
  4 6          1 8 4      2 7 8 0 3       6    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C l u s te r  B a s e  
  4 7          1 0 5        1 1 3     9 2 9    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  Sp a n n in g  T r e e  
  4 8         6 4 3 8      3 6 0 3 2     1 7 8    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  ST P  H e l l o  
  4 9       2 8 3 0 8 8     1 2 8 5 9 7    2 2 0 1    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  ST P  Q u e u e  H a n d l e  
  5 0          1 7 2         9 3    1 8 4 9    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  M a l ib u  ST P  A d j u s  
  5 1            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  T im e  R a n g e  P r o ce  
  5 2            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  SN M P  C o n f C o p y P r o  
  5 3            0          2       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  B r id g e  M I B  tr a p s  
 

K now n I ssu es  
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H ig h  CP U  U til iz a tion D u e to A u toc onf  P r oc ess  
I f  y o u  a r e  e x p e r i e n c i n g  h i g h  C P U  u t i l i z a t i o n  ( u p  t o  9 9  p e r c e n t )  a n d  t h e  s h ow  p roce s s e s  cp u c o m m a n d  
o u t p u t  i n d i c a t e s  a  l a r g e  p o r t i o n  o f  t h i s  a s  t h e  A u t o c o n f  p r o c e s s ,  y o u  a r e  p r o b a b l y  h i t t i n g  a  k n o w n  b u g . 
T h i s  p r o b l e m  i s  f i l e d  a g a i n s t  C i s c o  I O S  S o f t w a r e  R e l e a s e  12.0 ( 5.4) W C 1 a n d  e a r l i e r .  
T h e  p r o b l e m  o c c u r s  w h e n  y o u  b o o t  a  s w i t c h  w h i c h  i s  c o n f i g u r e d  w i t h  V L A N  1 i n t e r f a c e  i n  t h e  
a d m i n i s t r a t i v e l y  d o w n  s t a t e  w i t h o u t  a n  I P  a d d r e s s ,  a n d  a n o t h e r  V L A N  i n t e r f a c e  e x i s t s  w i t h  a n  I P  
a d d r e s s  t h a t  i s  a d m i n i s t r a t i v e l y  u p . W i t h  t h i s  c o n f i g u r a t i o n ,  w h e n  t h e  s w i t c h  b o o t s  u p ,  i t  f i n d s  t h a t  t h e r e  
i s  n o  I P  a d d r e s s  f o r  V L A N  1 a n d  s t a r t s  t h e  D H C P -b a s e d  a u t o -c o n f i g u r a t i o n . T h i s  c a l l s  a  f u n c t i o n  i n  t h e  
s o f t w a r e  w h i c h  c h e c k s  f o r  i n t e r f a c e  V L A N  1 t o  b e  u p  b e f o r e  s t a r t i n g  t h e  D H C P ,  a n d  h e n c e  c o m e s  u p  i n  
a n  i n f i n i t e  l o o p . T h i s  r e s u l t s  i n  t h e  h i g h  C P U  u t i l i z a t i o n .  
T h e  w o r k a r o u n d  i s  t o  c o n f i g u r e  t h e  f o l l o w i n g  c o m m a n d s ,  s a v e  t h e  c o n f i g u r a t i o n ,  a n d  r e l o a d  t h e  s w i t c h :   

� inte rf a ce  v l a n 1   
� no ip  a ddre s s   

N ote :  I f  y o u  h a v e  a n y  o t h e r  i n t e r f a c e  V L A N s  w i t h o u t  I P  a d d r e s s e s ,  y o u  w i l l  h a v e  t o  f o l l o w  t h e  s a m e  
p r o c e d u r e  f o r  a l l  t h o s e  V L A N s .  
T h e  f o l l o w i n g  c o m m a n d  s h o w s  t h e  s a m p l e  o u t p u t  i f  t h e  s w i t c h  i s  h i t t i n g  t h i s  b u g :   

Switch# s h ow  p roc e s s e s  c p u  
C P U  u til iz a tio n  f o r  f iv e  s e co n d s :  9 9 % / 7 % ;  o n e  m in u te :  9 9 % ;  f iv e  m in u te s :  9 9 %  
P I D   R u n tim e ( m s )   I n v o k e d   u Se cs     5 Se c   1 M in    5 M in  T T Y  P r o ce s s  
   1         4 0 3 4     5 3 8 4 3 7       7    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  L o a d  M e te r  
   2            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  I P  N A T  A g e r  
!- - -  O u t p u t  s u p p r e s s e d .  
 
  6 2   1 8 8 8 1 1 2 1 2 3  1 1 7 6 6 0 1 2 9   1 6 0 4 7   2 4 . 7 7 %  4 9 . 8 9 %  5 1 . 4 3 %    0  R ou te r A u toc on f    
  6 3        1 2 5 8 3       1 2 5 4   1 0 0 3 4    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  SN M P  C o n f C o p y P r o  
  6 4           2 0          9    2 2 2 2    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  B r id g e  M I B  tr a p s  
  6 6       5 9 2 2 5 9     5 3 8 6 0 7    1 0 9 9    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  R u n tim e  d ia g s  
  6 7            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  SN M P  T im e r s  
!- - -  O u t p u t  s u p p r e s s e d .  
 
Switch# 
 

T h e  f i x  f o r  t h i s  A u t o c o n f  p r o c e s s  h i g h  C P U  i s s u e  h a s  b e e n  i n t e g r a t e d  i n  c o d e  C i s c o  I O S  S o f t w a r e  
R e l e a s e  12.0 ( 5) W C 2 a n d  l a t e r . R e f e r  t o  C i s c o  b u g  I D  C S C d v 21552  (  r e g i s t e r e d  c u s t o m e r s  o n l y )  i n  t h e  
B u g  T o o l k i t   (  r e g i s t e r e d  c u s t o m e r s  o n l y )  . 

H ig h  CP U  U til iz a tion D u e to E x c ess S T P  I nsta nc es  
Y o u  c r e a t e  a  S p a n n i n g  T r e e  P r o t o c o l  ( S T P )  i n s t a n c e  w h e n  y o u  a s s i g n  a n  i n t e r f a c e  t o  a  V L A N . T h e  S T P  
i n s t a n c e  i s  r e m o v e d  w h e n  t h e  l a s t  i n t e r f a c e  i s  m o v e d  t o  a n o t h e r  V L A N . E a c h  V L A N  i s  a  s e p a r a t e  S T P  
i n s t a n c e . I f  y o u  h a v e  a l r e a d y  u s e d  u p  a l l  a v a i l a b l e  S T P  i n s t a n c e s  o n  a  s w i t c h ,  a d d i n g  a n o t h e r  V L A N  
a n y w h e r e  i n  t h e  V L A N  T r u n k i n g  P r o t o c o l  ( V T P )  d o m a i n  c r e a t e s  a  V L A N  t h a t  d o e s  n o t  r u n  S T P  o n  t h a t  
s w i t c h . F o r  e x a m p l e ,  i f  250  V L A N s  a r e  d e f i n e d  i n  t h e  V T P  d o m a i n ,  y o u  c a n  e n a b l e  S T P  o n  64 o f  t h o s e  
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V L A N s . T h e  r e s t  o f  t h e  V L A N s  m u s t  o p e r a t e  w i t h  S T P  d i s a b l e d . T h e r e  i s  a  l i m i t a t i o n  o n  t h e  n u m b e r  o f  
i n s t a n c e s  o f  S T P  t h a t  a  s w i t c h  c a n  h a n d l e . 
T h e  C a t a l y s t  29 12 X L ,  C a t a l y s t  29 24 X L ,  a n d  C a t a l y s t  29 24C  X L  s u p p o r t  o n l y  64 S T P  i n s t a n c e s  a n d  64 
V L A N s . A l l  o t h e r  C a t a l y s t  29 0 0  X L  s w i t c h e s  a n d  a l l  C a t a l y s t  350 0  X L  s w i t c h e s  s u p p o r t  64 S T P  
i n s t a n c e s  a n d  250  V L A N s . E n s u r e  t h a t  t h e  t o t a l  n u m b e r  o f  l o g i c a l  p o r t s  a c r o s s  a l l  i n s t a n c e s  o f  S T P  f o r  
d i f f e r e n t  V L A N s  d o e s  n o t  e x c e e d  t h e  m a x i m u m  n u m b e r  s u p p o r t e d . I f  y o u  e x c e e d  t h e s e  S T P  i n s t a n c e  
r e c o m m e n d a t i o n s ,  t h e  s w i t c h  e x h i b i t s  h i g h  C P U  u t i l i z a t i o n . T h e  S p a n n i n g  T r e e  A l g o r i t h m  ( S T A )  i s  
g e n e r a l l y  n o t  p r o c e s s o r  i n t e n s i v e  a n d  h a s  p r i o r i t y  o v e r  o t h e r  p r o c e s s e s . Y o u  c a n  s e e  t h e  C P U  u s a g e  f o r  
t h e  S p a n n i n g  T r e e  p r o c e s s  f r o m  t h e  s h ow  p roce s s e s  cp u c o m m a n d  o u t p u t . 

Switch# s h ow  p roc e s s e s  c p u  
C P U  u til iz a tio n  f o r  f iv e  s e co n d s :  9 8 % / 1 0 % ;  o n e  m in u te :  9 6 % ;  f iv e  m in u te s :  9 6 %  
P I D   R u n tim e ( m s )   I n v o k e d   u Se cs     5 Se c   1 M in    5 M in  T T Y  P r o ce s s  
  1          1 1 1     4 1 1 9 4 4       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  L o a d  M e te r  
  2         8 2 5 1       2 6 3 8    3 1 2 7    0 . 9 0 %   0 . 0 7 %   0 . 0 1 %    0  E x e c 
  3       7 5 3 7 8 2     2 0 9 1 5 7    3 6 0 3    0 . 0 0 %   0 . 0 1 %   0 . 0 0 %    0  C he ck  he a p s  
  4            0          1       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C hu n k  M a n a g e r  
   
!- - -  O u t p u t  s u p p r e s s e d  
 
 5 4         9 8 6 2     2 8 2 0 4 6      3 4    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  C l u s te r  B a s e  
 5 5         2 0 5 0     9 5 9 9 7 2    3 7 9 1   3 2 . 6 3 %  3 0 . 0 3 %  1 7 . 3 5 %    0  S p a n n i n g  T re e  
 5 6       1 4 4 6 6 0    6 6 7 3 9 9 6      2 1    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  ST P  H e l l o  
 5 7            0         1 4       0    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  ST P  Q u e u e  H a n d l e  
 5 8          1 6 7        1 9 3     8 6 5    0 . 0 0 %   0 . 0 0 %   0 . 0 0 %    0  M a l ib u  ST P  A d j u s  
  
!- - -  O u t p u t  s u p p r e s s e d  
 

I s s u e  t h e  s h ow  s p a nning -tre e  s um m a ry  c o m m a n d  t o  v e r i f y  t h e  n u m b e r  o f  l o g i c a l  p o r t s  o r  i n t e r f a c e s  
p e r  V L A N  i n  t h e  STP Active c o l u m n . 

Switch# s h ow  s p a n n i n g -tre e  s u m m a ry  
 
U p l in k F a s t is  d is a b l e d  
 
N a m e                  B l o ck in g  L is te n in g  L e a r n in g  F o r wa r d in g  ST P  A ctiv e  
-------------------- -------- --------- -------- ---------- ---------- 
V L A N 1                 1 9        0          0         7           2 6          
V L A N 3                 1 9        0          0         5           2 4          
V L A N 4                 1 9        0          0         5           2 4          
V L A N 5                 1 9        0          0         5           2 4          
V L A N 6                 1 9        0          0         5           2 4          
V L A N 7                 1 9        0          0         5           2 4          
V L A N 9                 1 9        0          0         5           2 4          
V L A N 1 0                1 9        0          0         5           2 4          
V L A N 1 1                1 9        0          0         5           2 4          
V L A N 1 2                1 9        0          0         5           2 4          
V L A N 2 0                1 9        0          0         7           2 6          
V L A N 2 1                1 9        0          0         5           2 4  
 
!- - -  O u t p u t  s u p p r e s s e d  
 
N a m e                  B l o ck in g  L is te n in g  L e a r n in g  F o r wa r d in g  ST P  A ctiv e  
-------------------- -------- --------- -------- ---------- ---------- 
V L A N 1 1 1               1 9        0          0         5           2 4          
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V L A N 2 0 0               1 9        0          0         5           2 4          
V L A N 2 2 2               1 9        0          0         5           2 4          
V L A N 9 0 0               1 9        0          0         5           2 4          
-------------------- -------- --------- -------- ---------- ---------- 
            6 4  V L A N s  1 2 1 7      0          0         3 2 9         1 5 4 6  

R el a ted  I nf or m a ti on  
� C a ta l y s t 2 9 0 0  S e rie s  X L  a nd C a ta l y s t 3 5 0 0  S e rie s  X L  S w itch e s  D ocum e nta tion  
� T roub l e s h ooting  H ig h  C P U  U til iz a tion on C is co R oute rs   
� T e ch nica l  S up p ort - C is co S y s te m s   

  
A l l  c o n t e n t s  a r e  C o p y r i g h t  ©  2 0 0 6 -2 0 0 7  C i s c o  S y s t e m s ,  I n c . A l l  r i g h t s  r e s e r v e d . I m p o r t a n t  N o t i c e s  a n d  P r i v a c y  S t a t e m e n t .  
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