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Introduction

This document lists the Clientless SSL VPN (WebVPN) troubleshooting techniques adopted for ASA versior
7.1, 7.2, and 8.0. There are significant advancements between these releases that require varied
troubleshooting techniques to be adopted.

Prerequisites

Requirements
There are no specific requirements for this document.
Components Used

The information in this document is based on the Cisco 5500 Series ASA that runs software version 7.1 or
higher.

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network is live, make sul
that you understand the potential impact of any command.

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.



Troubleshooting

The prerequisite for troubleshooting clientless SSL VPN connections (WebVPN) on the ASA is to gain
visibility into both the client experience via screenshots and HTML capture tools and then to compare this to
the same information when connected directly to the URL/Application being accessed.

ASA Version 7.1/7.2 Clientless

This section describes the troubleshooting techniques for ASA Versions 7.1/7.2 and all interims up to, but nc
including, the 8.0 release.

In this release if complex Java/Javascript functions have difficulty, other options (such as application access
port forwarding or the use of proxy—bypass) might be considered. Refer to Configuring Application Access
and Using Proxy Bypass for more information about these alternatives.

In most scenarios, if the URL that is accessed through Clientless SSL VPN fails for Internet Explorer, it will
also fail for another browser.

In order to ensure that this is not dependant on the client PC or operating system, use another client from a
different location. The use of an IPsec or SSL VPN client can also be tested.

Ensure that the ASA is included in the browser Trusted Zone as described in Enabling Cookies on Browsers
for WebVPN and that cookies are enabled as described in Enable Cookies.

If the process still fails, complete these steps in order to gather the necessary information, and then open a
TAC case.

1. Clear the browser cache as described in Clear the Browser Cache.

2. Clear the Java cache as described in Clear the Java Cache.

3. Disable the WebVPN cache on the ASA as described in Configuring Caching.

4.If a Java applet is present, use debug level 5 in the applet window as described in Enable Java Appl
Debugging Options.

5. Log into the ASA via Clientless SSL VPN.

6. At the URL just prior to the problematic URL, enable an HTML capture tool in the browser as
described in Enable the HTML Capture Tools.

7. Capture the sequence from this point to the problematic URL.

8. Press Citrl+Print Screen on your keyboard in order to capture a screenshot.

9. Stop the HTML capture tool.

10.Perform the same steps 1 through 9 when you connect directly to the URL via either an IPsec or SSI

VPN session through the ASA or directly connect on the same LAN segment (if possible) and send
the data to TAC for analysis.

ASA Version 8.0 Clientless

This section describes the troubleshooting techniques used for ASA Versions 8.0 and all interims.

In this release if complex URLs or applications have difficulty through clientless SSL VPN, other options
(such as the use of smart tunnels) are a powerful alternative. Refer to Configuring Smart Tunnel Access for
more information about smart tunnels.

You might also consider application access port forwarding or the use of proxy—bypass. Refer to Configuring
Application Access and Using Proxy Bypass for more information about these alternatives.



In most scenarios, if the URL that is accessed through Clientless SSL VPN fails for Internet Explorer, it will
also fail for another browser.

In order to ensure that this is not dependant on the client PC or operating system, use another client from a
different location. The use of an IPsec or SSL VPN client can also be tested.

Ensure that the ASA is included in the browser Trusted Zone as described in Enabling Cookies on Browsers
for WebVPN and that cookies are enabled as described in Enable Cookies.

If an application experiences an issue with the clientless content transformation engine (CTE/rewriter), you
can modify the bookmark for that application in order to enable the Smart Tunnel option as shown in this
image:

IConliguration > Remote Access YPN > Clientless SSL VPN Access > Portal > Bookmarks
Configure bookmark lists that the security appliance displays on the SSL YPM portal page.
% add | [ Edit | [ Delete | & Import | [& Export |
Bookmarks
Template
#5 Edit Bookmark List X|
Bookmark List Name: Test_Sites
Mame URL Add
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Yahoo Mail http: f v, mail.yahoo.com Edit
= Edit Bookmark Entry x|
Bookmark Title: IHotmaiI
URL Yalue: Ihttp LI S lwww.hotmail.com
Advanced Options X
Subtitle: I
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URL Method : (¢ Get ( Post
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Enable Smart Tunnel Option: (% Yes ( Mo

Enabling this option for a bookmark does not require additional configuration. Similar to port forwarding, this
is another convenient option to click a bookmark in order to open a hew window that uses the smart tunnel t
pass application traffic and avoid rewrite issues.

When you use this feature for TCP Winsock 32 applications (such as RDP), the administrator is required to
identify the process(es) to be utilized through smart tunnels. For instance, RDP uses the mstsc.exe process
simple smart tunnel entry can be created for this process.

More complicated applications may spawn multiple processes. From within the WebVPN Portal Page, choo:
the Application Access panel. As soon as it loads, the list of allowed applications are able to connect to the
private side of the network.



If the process still fails, complete these steps in order to gather the necessary information, and then open a
TAC case.

1. Clear the browser cache as described in Clear the Browser Cache.

2. Clear the Java cache as described in Clear the Java Cache.

3. Disable the WebVPN cache on the ASA as described in Configuring Caching.

4.If a Java applet is present, use debug level 5 in the applet window as described in Enable Java Appl
Debugging Options.

5. Log into the ASA via Clientless SSL VPN.

6. At the URL just prior to the problematic URL, enable an HTML capture tool in the browser as
described in Enable the HTML Capture Tools.

7. Capture the sequence from this point to the problematic URL.

8. Press Ctrl+Print Screen on your keyboard in order to capture a screenshot.

9. Stop the HTML capture tool.

10. Perform the steps 1 through 9 when you connect directly to the URL via either an IPsec or Any

Connect SSL session through the ASA or directly connect on the same LAN segment (if possible),
complete these steps, and send the data to TAC for analysis

Procedures

Add the ASA as a Trusted Site

When you access the ASA in Internet Explorer, you will receive a certificate error if the site is not included a
a trusted site.

v | &  https:ffasa.com/ v | 4 Certificate Error | +#

Complete these steps in order to add the ASA as a trusted site:

1.In Interent Explorer, choose Tools > Internet Options.
2. Click the Security tab, and choose Trused sites.



Internet Options B

General | Security |Privacyﬂ Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ € / ©

Internet Local intranet |Trusted sites | Restricted
sites

Trusted sites [ - ]
J This zone contains websites that you 22

trust not to damage your computer or
wour files.

Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom level.
- To use the recommended settings, click Default level,

[ Custom level. .. ][ Default level ]

[ Reset all zones to default level ]

[ oK ][ Cancel ] Apply

3. Click Sites.
4. Add the https:// address of the ASA, and click Add.

Trusted sites 8

‘ou can add and remove websites from this zone. All websites in
3 this zone will use the zone's security settings.

Add this website to the zone:
I https:/fasa.com/ ] [ Add ]

Websites:

Remove

[T]require server verification {https:) for all sites in this zone

Close

5. Once the site is added, the Trusted sites icon appears in the Internet Explorer status bar.

o Trusted sites

|




Note: Refer to Working with Internet Explorer 6 Security Settings for detailed information about this
procedure.

Enable Cookies
Complete these steps in order to enable cookies:

1.In Internet Explorer, choose Tools > Internet Options.
2. Click the Privacy tab, and then click Advanced.

Internet Options

| General | Security| Privacy | Content | Connections | Programs | Advanced |

Settings

8: To set a standard privacy level instead of using custom
g settings, click the Default button,

Custom

- Advanced or imported settings

[ Sites ][ Import ][ Advanced ][ Default ]

Pop-up Blocker

Prevent most pop-up windows from Settings
appearing.

[]Turn on Pop-up Blocker

[ QK ][ Cancel ] Apply

3. In the Advanced Privacy Settings dialog box, check the Override automatic cookie handling check

box, click the Accept radio button, and click OK.




Advanced Privacy Settings [z] ‘

Cookies

f5 You can choose how cookies are handled in the Intermet
= zone. This overides automatic cookie handling.

I Dverride automatic cookie handling I

First-party Cookies Third-party Cookies
(5) Accept () Accept

() Block () Block

() Prompt () Prompt

[ Always allow session cookies

[ Cancel ]

Clear the Browser Cache
Complete these steps in order to clear the cache for Internet Explorer:

1.In Internet Explorer, choose Tools > Internet Options.

Internet Options

General \Security | Privacy | Content | Connections | Programs | Advanced |

Home page

/’ To create home page tabs, type each address on its own line.
M

[ Use current ][ Use default ][ Use blank ]

Browsing history

47| Delete temporary files, history, cookies, saved passwords,
and web Form information.

Delete... ] [ Settings ]

Search :

p Change search defaults.

Tabs - .

- | | Change how webpages are displayed in

tabs.

Appearance

[ Colors ] [ Languages ][ Fonts ] [ Accessibility ]

[ OK ] [ Cancel ] [ Apply ]

2.0n the General tab, click Delete within the Browsing history section.




Delete Browsing History

Temporary Internet Files

Copies of webpages, images, and media that [ Delete files. .. ]
are saved for Faster viewing.

Cookies
Files stored on your computer by websites to [ Delete cookies... ]
save preferences such as login information.

History

List of websites you have visited. [ Delete history... ] ‘
Form data

Saved information that you have typed into [ Delete forms... ]
forms.

Passwords

Passwords that are automatically filled in when [ Delete passwords... ]
you log on to a website you've previously
visited,

p—

Close ]

About deleting browsing history [ Delete all... ]

3. Click Delete All.

Delete Browsing History

¢ Are you sure you want to delete all Internet
u Explorer browsing history?

I Also delete files and settings stored by add-onsl

What does this delete? [ Yes ] [ Mo ]

4. Check the Also delete files and settings stored by add—ons check box, and click Yes.
5. Once the cache is cleared, shut down all instances of the browser, and restart the browser.

Note: In order to clear the cache for other browsers, refer to How do | clear my browser s cache (to improve
its performance)?

Clear the Java Cache
Complete these steps in order to clear the Java cache:

1. Choose Control Panel from the Windows Start menu.
2. Double—click Java.



B Java Control Panel
General | Update | Java | Security | Advanced

~ About

View version information about Java Control Panel.

~ Network Settings

Metwork settings are used when making Internet connections. By default, Java
will use the network settings in your web browser. Only advanced users should
modify these settings.

[ Metwork Settings. .. ]

— Temporary Internet Files

Files you use in Java applications are stored in a special folder For quick execution
later. Only advanced users should delete files or modify these settings.

Settings... Yiew...

[ OK ][ Cancel ] Apply

3. Click Settings.
4, Click Delete Files.

Temporary Files Settings @

[]Keep temporary files on my computer

Location

Select the location where temporary files are kept:

sttings\rdavies\Application Data\suniJava\Deploymenticache Change...
Disk Space

Select the compression level For JAR Files: MNone

Set the amount of disk space for storing tempaorary files:

Delete Files... ] [ Restore Defaults ]

[ OK ][ Cancel ]

Note: Refer to How do | clear my Java cache? for more information about this procedure.



Enable Java Applet Debugging Options
Complete these steps in order to enable the Java applet debugging option:
1. Ensure Java 1.4 or above is enabled:
a.Choose Control Panel from the Windows Start menu.

b. Double—click Java.
c. Click About, and check the version number.

Java Control Panel
General | Update | Java | Security | Advanced |

~ About

View version information about Java Control Panel.

"~ Metwork Settings

Metwork settings are used when making Internet connections. By default, Java
will use the network settings in your web browser. Only advanced users should
modify these settings.

[ Metwork Settings. .. ]

— Temporary Internet Files

Files you use in Java applications are stored in a special folder For quick execution
later. Only advanced users should delete files or modify these settings.

“”E““““ o

[ OK ” Cancel ] Apply




AW

About Java

Java~ Platform,
Standard Edition 6

Version 6 Update 5 (build 1.6.0_05-b13)

1| Copyright 2008 Sun Microsystems, Inc,
&l rights reserved, Use is subject to license terms,

For more information about Java technology and to explore great Java

applications, visit http: ffwww java.com

@Sun.

Note: You can download Java updates from http://java.com/en/ .

. Ensure that Java is configured to enable tracing, to show the console, and to set Microsoft Internet

Explorer as the default browser as shown in this image:

> (0

AVA 1 5 0
Ceneral | Update | Java | Security | Advanced |

Settings

=-De huggiog.
+[¥] Enable tracing
----- Enable logging
-[¥] Show applet lifecycle exceptions
Blava console
-() Hide console
-(C) Do nat start console

EIDEEUMEDLIIMSE_l
-- Microsoft Internet Explorer

~[v] Mozilla Family

. Ensure that the Java cache is cleared as described in Clear the Java Cache.
.In Internet Explorer, choose Tools > Java Console in order to open the Java debug window.



g Java Console E]@

Java Plug-in 1.6.0_05

Using JRE version 1.6.0_05 Java HotSpot{TM) Client ¥M

User home directory = C:\Documents and Settingsirdavies
network: Loading user-defined proxy configuration ...

network: Done,

network: Loading proxy configuration from Internet Explorer ...
network: Done.

network: Loading direct proxy configuration ...

network: Done,

network: Proxy Configuration: Mo proxy

i clear console window
: finalize objects on finalization queue
i garbage collect
. display this help message
 dump classloader list
m: print memory usage
i trigger logging

: reload proxy configuration

: hide console

. reload policy configuration

: dump system and deployment properties

: dump thread list

: dump thread stack

i clear classloader cache

c
f
g
h
|

0
p
q
r
s
t
W
X
0-5: set trace level to <n>

Trace level set to 5: all ... completed.

[ Clear ] [ Copy. ] [ Close ]

5. Once the Java Console debug window is open, press 5 in order to set the trace level

When a URL is accessed that contains a Java Applet, the activity is captured in this window.
6. Click Copy in order to copy the information.

Enable the HTML Capture Tools

A number of different HTML capture tools are available to gather data, some of which have been listed here
Install one of these HTML capture tools onto the client PC that is used for is data gathering exercise:

* HTTPWatch
* |E Inspector
» Debug Proxy
Note: This procedures uses the HTTPWatch application.

Once the application is installed, complete these steps:

1. Press Shift+P+F+2 or click the icon in the browser window in order to enable HTTPWatch.

(. MSN.com - Microsoft Internet Explorer

6A v |\ http:jjweemsn.comf ) [#2][%] |Gooa |6

w o ‘VMSN-com r deh v [y Page v (iTooks - @~ (f b & QiR &




2.0nce the application is enabled, a window appears embedded at the bottom of the browser window
similar to this image:

P @ Record [ & =] view ~ summary Q) Find ~ 7 Fiter ~ [ 2) Help ~

Started Tine Chart Time Sent  Recelved Method

3. Click Record in order to record data; click Stop in order to stop recording.

NetPro Discussion Forums — Featured Conversations

Networking Professionals Connection is a forum for networking professionals to share questions, suggestior
and information about networking solutions, products, and technologies. The featured links are some of the
most recent conversations available in this technology.

NetPro Discussion Forums — Featured Conversations for Security
Security: Intrusion Detection [Systems]

Security: AAA

Security: General

Security: Firewalling
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