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Introduction

This document clarifies the differences between committed access rate (CAR), which is the Cisco legacy
traffic policing feature, and class-based policing, which is the newer Cisco traffic policer. Class-based
policing isimplemented in the modular Quality of Service (QoS) command line interface (CLI) (MQC)
by configuring a service policy. Class-based policing, also known as traffic policing, was introduced in
Cisco |0S® Software 12.1(5)T.

Prerequisites

Requirements

There are no specific requirements for this document.
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Components Used

This document is not restricted to specific software and hardware versions.

The information presented in this document was created from devices in a specific lab environment. All
of the devices used in this document started with a cleared (default) configuration. If you are working in
alive network, ensure that you understand the potential impact of any command before using it.

Conventions

For more information on document conventions, refer to Cisco Technica Tips Conventions.

What Is a Traffic Policer?

Traffic policing controls the maximum rate of traffic sent or received on an interface. Based on the
results of the token bucket measurement, an action can be configured to mark packets and separate
packets into multiple classes or levels of service.

Traffic policers provide two key benefits:

« Bandwidth management through rate limiting - Allows you to control the maximum rate of
traffic sent or received on an interface. Traffic policing is often configured on interfaces at the
edge of a network to limit traffic into or out of the network. Traffic that falls within the rate
parameters is sent, whereas traffic that exceeds the parameters is dropped, or sent with adifferent
priority.

« Packet marking through I P precedence, QoS group, or DSCP value setting - Packet marking
allows you to partition your network into multiple priority levels or classes of service (CoS).

Use traffic policing to set the I P precedence or differentiated services code point (DSCP) values for
packets entering the network. Networking devices within your network can then use the adjusted IP
Precedence values to determine how the traffic should be treated. For example, the VIP-Distributed
Weighted Random Early Detection feature, as described in Congestion Avoidance Overview, uses the IP

precedence values to determine the probability that a packet will be dropped.

Comparing CAR and Class-Based Policing

Cisco recommends using the modular QoS CL 1 features when possible to implement quality of servicein
your network. Use class-based policing through the police command in a service policy to implement
rate limiting without buffering or queuing. Avoid using CAR, for which no new features or functionality
Is planned. Cisco will continue to support CAR for existing implementations using this method.

Thistable lists the functional differences between class-based policing and CAR:
Class-Based |

CAR

Function | e
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Enabled withina |Enabled
Enable method service policy explicitly on an
usingthe MQC |interface
rate-limit
Configuration police command |command on an
command inMQC interface or
subinterface
Not required.
e Supports
cl as_sm cation (into Required per-interface rate
traffic classes) L
limiting for al 1P
traffic
Actionsfor — Two actions:
: Three actions:
conforming and conform and
. conform, exceed,
non-conforming : exceed No
: and violate . :
traffic violate action
Separate token Single token
Token measurement | buckets for bucket for
method burst-normal and | burst-normal and
burst-max burst-max
Support for Request | Yes, asof Cisco
for Comment (RFC) |10S Software No
2697 Release 12.1(5)T

Note: Seethe RFC 2697 and the Violate Action section of this document for more information.

Matching Criteria

CAR and class-based policing support different packet header values on which you can match to classify
your traffic. Traffic matching defines the process of identifying traffic for rate l[imiting and/or packet
marking.

Support Level
Packet Header Value :
Class-Based Policer |CAR
Incoming or outgoing interface | Yes Yes
All IP traffic or IP packets
matching a standard or Yes Yes
extended accesslist
| P precedence value Yes Yes
DSCP Yes —
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QoSgroup ID Yes Yes
MAC address Yes Yes
|P Real-Time Protocol (RTP)

Yes —
port numbers
Layer 2 CoSvaue Yes —
Predefined class-maps Yes —

MPLS experimental value Yes —

Network-based application
recognition (NBAR) protocols

Yes —

Conform and Exceed Actions

Thistable lists the supported actions for conforming and non-conforming traffic for each traffic-policing
mechanism.

Action =upport I_-evel
Class-Based Policer | CAR

continue — Yes
drop Yes Yes
set-clp-transmit Yes Yes
set-dscp-continue — Yes
set-dscp-transmit Yes Yes
set-frde-transmit Yes —

set-mpls-exp-continue — Yes
set-mpls-exp-transmit Yes Yes
Set-prec-continue — Yes
set-prec-transmit Yes Yes
set-gos-continue — Yes
set-qos-transmit Yes Yes
transmit Yes Yes

Asthe above tableillustrates, only CAR supports the continue action. This action configures the router to
forward the packet to the next rate policy in achain of rate-limit commands. CAR and class-based
policing use different algorithms. Class-based policing uses algorithms based on RFCs 2697 and 2698
and does not need a continue statement. See the following section for more information.
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RFC 2697 and the Violate Action

Unlike CAR, class-based policing uses the algorithms specified in the following two RFCs:

« RFC 2697 Bl A Single Rate Three Color Marker" - Cisco |OS Release 12.1(5)T

o RFC 2698 £& "A Two Rate Three Color Marker" - Cisco |0S Release 12.2(4)T

In addition, it isimportant to note that class-policing has used two algorithms depending on the Cisco
|OS release. Cisco |0S Software Release 12.1(5)T introduced a new algorithm and support for a
two-bucket policer using the violate action. The two-bucket mechanism represents a significant
functional difference between CAR and class-based policing.

The token bucket algorithm provides users with three actions for each packet: a conform action, an
exceed action, and a violate action. Traffic entering the interface with traffic policing configured is
placed into one of these categories. Within these three categories, users can decide packet treatments. For
instance, packets that conform can be configured to be transmitted; packets that exceed can be configured
to be sent with a decreased priority; and packets that violate can be configured to be dropped.

When the violate-action option is specified, the token bucket algorithm uses separate token buckets for
the conform and the exceed burst. The following example uses the token bucket algorithm with two
token buckets.
policy-map POLI CE
cl ass twobucket
pol i ce 8000 1000 1000 conformaction transmt exceed-action
set-dscp-transmt 4 violate-action drop

i nterface fastethernet 0/0
servi ce-policy output POLICE

Refer to the Feature Overview section in Traffic Policing for more information on configuring the violate
action.

Related Information

e Committed Access Rate

o Committed Access Rate White Paper
» Class-Based Policing

o QoS Support Page

« |P Routed Protocols Support Page

« |P Routing Support Page
Technical Support - Cisco Systems

file://ID|/paws/10118/cbpcarpdf.html (5 of 6) [11/5/2004 10:48:13 AM]


http://www.ietf.org/rfc/rfc2697.txt
http://www.ietf.org/rfc/rfc2698.txt
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121newft/121t/121t5/dtpoli.htm
http://www.cisco.com/warp/customer/732/Tech/car/
http://www.cisco.com/warp/customer/cc/pd/iosw/tech/carat_wp.htm
http://www.cisco.com/en/US/products/sw/iosswrel/ps1829/products_feature_guide09186a00801b23f8.html
http://www.cisco.com/cgi-bin/Support/browse/index.pl?i=Technologies&f=773
http://www.cisco.com/cgi-bin/Support/browse/psp_view.pl?p=Internetworking:IPv4_IPv6_ICMP_TCP_UDP
http://www.cisco.com/cgi-bin/Support/browse/index.pl?i=Technologies&f=770
http://www.cisco.com/en/US/support/index.html

Cisco - Comparing Class-Based Policing and Committed Access Rate

| Home | How to Buy | Login | Profile | Feedback | Site Map | Help |

All contents are Copyright © 1992-2004 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.

file://ID|/paws/10118/cbpcarpdf.html (6 of 6) [11/5/2004 10:48:13 AM]


http://www.cisco.com/cgi-bin/imagemap/toolbar
http://www.cisco.com/public/copyright.html
http://www.cisco.com/public/privacy.html

	Local Disk
	Cisco - Comparing Class-Based Policing and Committed Access Rate


