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CISCO INCIDENT READINESS ASSESSMENT

The Cisco® Incident Readiness Assessment service provides advanced preparation and planning to help you
minimize the potential effects of network security threats and vulnerabilities.

Service Overview
To help protect your critical assets against security intrusions or disruption, you need to proactively assess the effectiveness of your network
security and operations. Doing so enables you to identify weaknesses in your incident preparedness and to create an action plan for significantly

reducing the costs of security incidents.

The Cisco Incident Readiness Assessment service employs the industry-leading Cisco incident management methodology to assess the
effectiveness of your network to mitigate the effects of computer worm or virus outbreaks or denial-of-service (DoS) attacks. This assessment
can help protect your business by alerting you to network and operational risks that leave your organization ill prepared to respond promptly and

effectively to security intrusions.

The Cisco Advanced Services Network Security team combines expert network security research and industry-leading practices to help you be

better prepared to withstand security intrusions. This offering:

Helps minimize the risk of a successful attack by identifying known vulnerabilities and threats
Provides an actionable plan to improve incident preparedness

Reduces the time to resolution during a security incident by recommending improvements to incident management tools and techniques

Cisco Advanced Services engineers work closely with your staff to evaluate the effectiveness of your network security operations and
infrastructure and then recommend improved practices, technologies, and tools needed to minimize the effects of security threats and

vulnerabilities.

Minimizing the Risk of a Successful Attack

The Cisco Advanced Services Network Security team begins with a review of operational practices and procedures in place to detect and
respond to an incident. The Cisco methodology is based on current industry best practices, accepted security models such as International
Organization for Standardization (ISO) 17799, and practical experience gained through Cisco involvement in securing large network
environments. The team examines operational processes and policies to determine if effective incident detection, containment, and response

procedures are in place.

During an assessment, Cisco engineers review your security network infrastructure to determine if it effectively and efficiently supports your

organization’s security requirements. The analysis performed includes:

A review of overall network design to determine if it effectively isolates trusted internal networks and systems from intruder access and DoS
attacks
An analysis of network security infrastructure to determine how effectively new threat events are detected and controlled

A review of the security design of selected platforms to determine if any functions they utilize might result in undesirable security exposures
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A well-managed set of security management and monitoring tools, combined with well-documented incident response plans and procedures, is

essential for defending against network threats. A review of your organization’s security management procedures and tools can determine if

your operations staff has the necessary tools and procedures for effectively monitoring, detecting, and responding to anomalous traffic that can

indicate the first signs of an attack.

Table 1 details the deliverables, activities, and benefits of the Cisco Incident Readiness Assessment service.

Table 1 Deliverables, Activities, and Benefits of the Cisco Incident Readiness Assessment Service

Deliverables and Activities Benefits

Collect required operational, network, design, and management
information

» Understand the operational procedures used to detect, contain,
and respond to security incidents

» Gather network architecture and device information, including
scans of device configurations

Mitigates network security threats

Finds and eliminates known vulnerabilities

Minimizes the risk of a successful attack

Limits damage caused by viruses , worms, and DDoS
attacks

Helps improve incident readiness and response
procedures

« Understand network monitoring tools and procedures Improves productivity

» Gather information on attack mitigation tools design and
strategy

Perform onsite interviews and design reviews

Analyze data and statistics identifying incident readiness gaps

Improves the ability of network operations teams to
prevent, detect, and respond to future threats

Provides an actionable plan to improve incident readiness
preparedness

Reduces time to resolution with techniques to improve
incident response

» Analyze network operations and procedures for incident Reduces total cost of ownership

readiness and response

» Assess network security infrastructure design for typical
classes of risk (for example, virus outbreaks, DoS attacks, etc.)

» Review device configurations for security vulnerabilities

* Review security management controls for incident monitoring
and management

Identify security gaps in operational processes, security
infrastructure, and network security management tools and
procedures

Provide detailed recommendations for improving incident readiness
and response policy, procedures, architecture, design, and
configuration

Present executive findings and recommendations

Deliver detailed Incident Readiness report with analysis, findings,
and recommendations

Cisco Difference: People, Process, Tools, and Partners

Reduces risk of expensive and embarrassing downtime
Takes advantage of investment in network and security
infrastructure technology

Helps lower operating costs through consistent deployment
of operational policy and procedures

Cisco Advanced Services for Network Security offers certified experts, in-depth technical knowledge, specialized tools and methodologies, and

industry-leading security research labs to deliver high-quality network security services. Cisco consultants and engineers can help you minimize

the risk to valuable business assets by working with your team to assess, design, implement, and help optimize network security solutions that

are critical to managing the evolving information security threat.
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Availability
The Cisco Incident Readiness Assessment service is available globally. To obtain the most current information on how Cisco Advanced

Services can help to improve your incident readiness and response capabilities, contact your Cisco representative.

Cisco Systems® offers various services programs to help accelerate customer success. These innovative services programs are delivered
through a unique combination of people, processes, tools, and partners, resulting in high levels of customer satisfaction. Cisco services help you
to protect your network investment, optimize network operations, and prepare the network for new applications to extend network intelligence
and the power of your business.

For More Information

For more information about the Cisco Incident Readiness Assessment service or other Cisco Advanced Services, visit

WWW.cisco.com/go/securityconsulting or contact your Cisco service account manager.
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