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Because of the exponential growth of Internet services and increasing number of end users, service providers are looking
for new ways for their current network architecture to meet the needs of Internet-ready appliances, new applications, and
services. IPv6 is designed to enable service providers to meet these challenges and provide new services to their customers.
As the number of devices per broadband users exponentially increases worldwide, cable, DSL, Ethernet to the home,
wireless, and other always-on access technologies can benefit from the huge address range of IPv6 (SP6).

In a convergent movement, the development of tk€ IRternet has diversified the ways in which ib ¢e accessed. By working from a campus
or an enterprise network, IPv6 users initially sgyithin the reach of hardwired IP networks. AgdRunctionality and benefits have become
generally accepted and understood, the demanadessing IPv6 Internet, including various accesrtelogies (XDSL, Ethernet, and IEEE
802.11), regardless of the use of Point-to-Pointd®ol (PPP) on shared or dedicated media, fromaration has grown.

At this point, IPv6-based services are seen affexatitiator that enables service providers to tkeantage of the large IPv6 address space and
allows them to better position themselves agalresstbmpetition. The IPv6 deployments can be seam @mpetus to lower service support costs
by eliminating Network Address Translation (NAT)ithvits negative consequences on applications snmbimplex behavior.

Cisco |08 Software has been extended to meet this demanthaadcales for large IPv6 deployments. Thesensiies encompass IPv6
address assignment; authentication, authorizagiot ,accounting (AAA); and RADIUS extensions for 8Pand Dynamic Host Configuration
Protocol (DHCP) Version 6. This document coversdeployment of those features and discusses IRsgsaoperational design choices.

This document focuses on the Cisco IOS Softwaré Brwadband Access feature set, which is availabGsco I0S Software Release 12.3T
and later. The same level of functionality will pevided in a future release of Cisco 10S SoftwRetease 12.2S.

To determine the feature set supported in a giglrase or hardware, please refer to:

« Ciscd Feature Navigatohttp://www.cisco.com/go/fn

¢ Cisco I0S Software documentation: “IPv6 Start Hexe”
http://www.cisco.com/en/US/products/sw/iosswrell&Hproducts configuration gquide chapter09186a0889dd.html

ARCHITECTURE
Deployment of IPv6 highlighted operational requiesnts differs from deployment of IPv4. Because & ttew protocol, the access architecture
needs to be reexamined.

Address Allocation

The principal reason for creation of IPv6 was tovidte more IP addresses to the Internet commuBégause many more IPv6 addresses are
available, IPv6 can offer long-lived address altmra When using IPv6, there is no need to shadeemdes from a pool or to use NAT. Although
with IPv4 end users could be allocated as little ag1gle address, the smallest address blockaibocin IPV6 is for a single link (/64 prefix).
The typical IPv6 allocation is a /48 prefix, whiallows the end site to have 64,000 links in itsvoek.
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Static allocation is a requirement resulting frdra foreseen proliferation of servers, typically leoappliances and game stations. Those servers
must be accessed using a naming service—for examplemain Name System (DNS) entry—which is pradiigaieventing the use of temporary
addresses. This option was also possible with tRgligh the configuration of Dynamic DNS and NATides supporting port mapping, but it
created operational problems.

Technically, IPv4 had no mechanism to automaticafigr more than one address to a remote sited€ployments relying on PPP, IP Control
Protocol (IPCP) suffered from the inability to deeli more than a single address to end customecswiBe of a very conservative distribution
policy for IPv4 addresses, DHCPv4 has never beguined to offer more than one address.

With IPv6, a user receives an address prefix ratieer a single address as with IPv4. Typically,I8f will assign a /64 or a /48 address prefix.
Note also that an IPv6 host can use multiple adésewithin one address prefix (for example, temmyamddresses) or multiple prefixes.

Stateless Address Autoconfiguration
In IPv4, PPP is the preeminent technique to consiagte users or sites to the Internet. A numbdunétions that enable automatic address
assignment occur at the PPP layer.

Similarly, large-scale IPv6 access deployments have able to automatically assign IPv6 addresfixaes to end users, connecting using PPP.
In IPv6, however, address assignment occurs exellysat the network layer, using Internet Contraddage Protocol (ICMP)—-based mechanisms.

As IPCP configures IPv4 over PPP, IPV6CP also gondis IPv6 over PPP, but it negotiates only a unigterface identifier, and all other
functions are performed in Layer 3. With the PRI Bstablished, the address prefix is advertisedegaser in a router advertisement message.
The address prefix advertised in the router adsarient can come from various sources (AAA servanual configuration, or allocation from

a prefix pool). The host receives a /64 addresfixpad automatically configures its address basethe address prefix.

Numbering Sites
IPv6 allocates many more IP addresses to the esrdhen IPv4 does. This can lead to a proliferatibrouters (customer premises equipment
[CPE]) connected to always-on services (for exarpl and cable).

In the IPv6 access model architecture, a primagyirement is to dynamically provide a CPE routehwi variable-length address prefix for its
parts to be assigned to several of its interfatess. prevents mistakes in manual configuration @askes the propagation of addresses changes.
The prefix must meet the following conditions:

¢ It must be shorter than 64 bits. It numbers se\iris.
« It must not be temporary. The customer is not mgiito renumber frequently.
|t must be administratively assigned to a specifistomer in the service provider database.

The CPE will typically receive a /48 address prefind, out of it, will number its interfaces withd/@ddress prefixes. A standard-based solution
is DHCPv6 (RFC 3315) prefix delegation: DHCPV6 pdes variable-length prefixes to CPE routers. Tdheaatage of DHCPV6 is that it can
potentially be used for other services as well BSPdomain names, and NTP (Network Time Protoaiyer discovery. This technique is media
independent, because it operates at Layer 3.

Delegating a prefix to an entire site is commongtateful operation, because the service proviolgirg scheme must always know the topological
location of a site. A packet targeted to a sitetrbesrouted back to that site. This topologicabinfation is reflected in inserted routes in thetiray
table that make the sites reachable.

DHCPvV6 PD (Prefix Delegation) fulfils the requiremte listed above and offers a mechanism to delggafixes larger than /64 to remote sites. The
Cisco 10S Software DHCPv6 function runs in routérss based on the DHCPV6 specification. Prefiledation (RFC 3633) and DNS (RFC 3646)
DHCPvV6 options are supported and allow distributiba prefix as well as a list of DNS servers anthdin names.
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IPv6 RADIUS

Current RADIUS attributes show IPv4 dependenciégyTare encoded to support 32-bit addresses anoverman IPv4 transport. Although
the IPv4 dialup model assigns only IPv4 host addigsiPv6 RADIUS attributes carry IPv6 addresseésnaake room for concepts such as
IPv6 address prefix assignments. To allow the RA®otocol to run over an IPv6 transport is alssirdéle.

The current Cisco 10S Software implementation afdl®n RADIUS supports both Cisco vendor-speciftdlaites (VSAs) and RFC 3162
attributes. RFC 3162 support on the ISP RADIUS eserequires an upgrade of this software. Few widelyloyed RADIUS solutions current
supporting this functionality.

Storing Site Prefixes
In a typical IPv4 PPP deployment, stateful infolioratelated to users is stored in a RADIUS databélisis is particularly convenient because
RADIUS interacts well with PPP.

User authentication already occurs at the PPP,laxel then addressing and routing information eelab the user is logically stored alongside
the authentication data.

This model can be replicated with IPv6: prefix imf@tion related to a site would be stored in theDRAS server and provided to the provider
edge router. Then the provider edge router actsrditly to respond to DHCPV6 requests.

Alternatively, a DHCPvV6 server can be used to dfioeeprefixes assigned to each user. This can inatedyl pose an authentication problem.
The user has been authenticated against the RAB&U&r to get the connectivity, but authenticatias to occur at the DHCPV6 level as well.

Routing

The IPv4 routing architecture relied heavily on Isoaf addresses either stored in routers or cénéhin a RADIUS server. In both cases, address
allocation was network driven and not user basethé IPv6 case, where most if not all addres<ations are static, a bit more care must be taken
to avoid unmanageable routing table deaggregatithinithe ISP or telco networks.

In a wholesale architecture, the user is tunnaatsthome gateway, so if there is a means to textaia given user PPP session on the same
L2TP network server (LNS) at all times, it does pose specific problems. If, for redundancy purgp#iee terminating LNS is not the same, that
will lead to the insertion of a user route in tHe3. This does not scale well, because LNSs wileh@ncontiguous IPv6 prefixes for the users
connecting to them. The same problem appearsdereasio where there is no L2TP and the user caniriate the PPP session on a different
network access server (NAS) at a different timepiievent this, the routing aggregation scheme ieisiarefully planned to aggregate users’
prefixes as much as possible. If the ISP makesthatell users terminates their PPP session osaime router at all times, the long-lived user
IPv6 prefix can be based on the termination rodach terminating router aggregates a user’s @®fix one larger routing announcement.

Access Architecture Models
Two architecture models that offer large scalerhreeaccess are prevalent:

¢ A closed model, based on L2TP and adapted to walelesiented service providers
« An open model without L2TP

They are both based on PPP/RADIUS and do not ieciudedicated DHCPV6 server. If a DHCPvV6 servee&led, its functions are fulfilled by
the router terminating the PPP sessions.
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Figure 1 depicts a wholesale architecture with L2E€Pess concentrator (LAC) and L2TP network sgiividS) elements. The ISP-customer
link supports IPv6 in order to provide an IPv6 $szwvto the end user. L2TP providing the tunnelirechanism between the LAC and the LNS
is operated over IPv4. The RADIUS dialog betweanltNS and the AAA server is done over an IPv4 fpanisas well.

Figure 1. Broadband Access Wholesale Architecture
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In Figure 1, the RADIUS dialog between the NAS #mel AAA server occurs over an IPv4 transport.

Figure 2 depicts ISP-operated broadband accesteamtcine with a NAS element. The ISP-customer Bngports IPv6 in the same manner as

in Figure 1.

Figure 2. ISP-Operated Broadband Access Architecture
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Both scenarios are PPP based. This is the most oammy to offer an IPv4 Internet service, and mseryice providers initially chose it to

offer IPv6 connectivity. Connecting users to theetnet with dedicated Ethernet (VLAN) or Wi-Fi liskan lead to deployment models not based
on PPP. In those scenarios, DHCPv6 (RFC 3315) amtldt the central point of concentration of usefsrmation. At this time, this solution is
not as technically mature as the PPP-based scebatistudies are under way to close this gap.

Figure 3 depicts possible ISP-operated broadbacesa@rchitecture with a NAS element. There isiB Bn the CPE-NAS link. Each provider
edge router acts as a DHCPV6 relay, and the DH@hdion is centralized on a server. The CPE prisfixcquired using DHCPV6.

DHCPv6 Server

Figure 3. Deployment with DHCPv6 Relay/Server Not Based on PPP
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Customer Link Encapsulation

Point-to-Point Protocol over Ethernet (PPPoE), RmrPoint Protocol over ATM (PPPoA), and routedige encapsulation (RBE) access
methods are good encapsulation candidates to|Bfé&r connectivity in a variety of access servicE &signs. Those methods can leverage the
IPv6 extensions to the AAA function. Offering IPu6 top of Ethernet (or an Ethernet-like technoleggh as Wi-Fi) without PPP is certainly a
model that will be explored by many ISPs in therrfature.

This section focuses on DSL-based accesses: PHRIZ9E, and RBE.
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PPPOA Access

PPP over ATM adaptation Layer 5 (AAL5) (RFC 236&tused between the CPE and the access concentiaouser’s PC IPv6 traffic, which

flows over Ethernet to the CPE, is encapsulated B to flow between the CPE and the access coatan Unlike the PPPOE approach, this
one necessitates a Layer 3—aware (and thus IPvER@®RE. After a PPP session is established, thlieaPi the access concentrator must allocate
the resources for a PPP virtual interface and gandi IPv6 over it. Figure 4 depicts the global #ecture for PPPoA.

Figure 4. Architecture for PPPoA Access
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PPPOE Access

The PPPOE feature defined in RFC 2516 is useddapsulate and transmit IPv6 traffic between theaR@the access concentrator through the
CPE. The CPE is Layer 3 unaware and consequentb/uRaware. After a PPP session is establishetl,thethost and the access concentrator
must allocate resources for a PPP virtual interéameconfigure IPv6 over that interface. Figureepidts this architecture.

Alternatively, the CPE can be the PPPoE sessiopant] which eliminates the need to install spedfftware on the customer’s PC, but makes
the CPE Layer 3 aware.

Figure 5. Architecture for PPPoOE Access
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RBE Access

The RBE feature routes IPV6 traffic received in Abkidged (RFC 2684) encapsulation. An ATM interféeat is configured in IPv6 route-
bridged mode recognizes the IPv6 packets basedeotyppe and routes them. Such interfaces use tiraateristics of a stub LAN topology,
which is commonly used for DSL access and offecseiased performance and flexibility over integratmating and bridging (IRB). Unlike in
the IPv4 scheme, each user gets a different subigeire 6 depicts the global architecture for RBE.

Figure 6. Architecture for RBE Access
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DEPLOYMENT SCENARIOS
When creating an IPv6 access service, the ISP maist decisions in several areas, which sometimasndieon each other.

Most commonly, a /48 prefix will be delivered toegy remote site with more than one subnet. A /@ipwill be assigned to a customer with
only one subnet or a host. As a last resort, a fit28x might be assigned to individual remote PCs.

The customer address allocation will be eitheiicstatdynamic:

 Static: when the customer network is always nuntbeii¢h the same address prefix
« Dynamic: when the assigned address prefix changhsach connection
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Connecting a Single Host

Permanent /64 Prefix
One addressing option is the assignment of a pamtd64 address prefix to a single PC: the provédigre router will send a router advertisement
along the PE-CPE link. (See Figure 7.)

There are two options available for a single PC:

< Upon reception of the router advertisement, thecBf@ipletes the 64 least significant bits of the IRd6ress on its own.

« Before reception of the router advertisement, aifv6CP level, an interface identifier is giverthe PC. The “Interface-1d” attribute in the user
profile is used to provide a fixed interface idéatito the PC.

Figure 7. Permanent /64 Prefix Assignment
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RADIUS Configuration
This is an example of the user configuration indhse where a /64 prefix is assigned permanently:

Auth-Type = Local, Password = “foo”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,

cisco-avpair = “ipv6:prefix#1=2001:db8:1:1::/64",

Interface identifier attributes can be specified:

Interface-Id = “0:0:0:1",
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Short-Lived /64 Prefix

It is possible to assign a short-lived /64 prefixatsingle PC. A different /64 prefix router adig@iment is sent every time. This approach limits
the capabilities of the user because it does hmivahe PC to keep a long-lived address and provaigent. If there is a requirement (for example,
a tracking purpose) for a permanent interface hientthe Interface-ld RADIUS attribute can be starethe RADIUS profile.

RADIUS Configuration
The RADIUS profile references a shared pool onNAS:

Auth-Type = Local, Password = “foo”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,

cisco-avpair = “addr-pool=foo-shared-64"

Provider Edge Configuration
The NAS is configured with a prefix pool, distring /64 prefixes:

ipv6 prefix-pool foo-shared-64 2001:db8:e::/48 64

Short-Lived /128 Prefix

Assigning a /128 address prefix to a single PCpessible addressing option. This solution candg@ayed in environments where the connection
is temporary; however, IPv6 does not bring anytltingop of a classical IPv4 remote access schergsitase. The same /64 prefix is advertised
in router advertisements out of all interfacesoAte is installed only for the /128 prefix.

RADIUS Configuration
The user configuration in the case of a temporasisigned /128 prefix is the following:

Auth-Type = Local, Password = “foo”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,

cisco-avpair = “addr-pool=foo-shared-128"

Provider Edge Configuration
The NAS is configured with a shared pool, distribgt/128 prefixes:

ipv6 prefix-pool foo-shared-128 2001:db8:f::/64 128 shared

Connecting a Home or a Small Business

A service provider that offers connectivity to ramaites is likely to deploy a network in topolagignilar to the one depicted in Figure 8. The CPE
is a Layer 3—capable device. In this case, whel€ iER Layer 2 device, the solution is similarte issignment of a /64 prefix to a host (see the
previous section). Figure 8 generically descrilbesaccess part of the service provider networkdmed not assume the use of a particular link-
layer technology.
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DHCPvV6 Prefix Delegation
This scenario will need to deal with several depiewt issues:

1.

2.

Numbering of the PE-CPE link with global addresdiek-local addresses can be used, but do notietywork management)
Authentication of the connecting CPE

CPE prefixes database

Injection of the downstream link network and detegacustomer prefixes in the ISP routing

Delegation of a shorter than /64 prefix to the GBler

Autoconfiguration of hosts on links attached to @RE router: IPv6 addresses, Internet parameters

Figure 8. Primary Deployment Issues and Their Location in a Service Provider Edge Network

ISP RADIUS Provider
Server/_f—a\_ Edge Router 1 CPE

DHCPvV6 PD is the solution to aforementioned deplegnissues 3, 4, and 5. DHCPv6 PD delegates psdfiigen the provider edge router to
the CPE and operates on the PE-CPE link.

Either the provider edge router or the RADIUS databcan store the DHCPv6 PD delegated prefixedolfal database is maintained on the
provider edge router for all the connecting CPEs,dtored DHCP unique identifier (DUID) of the CirHexes the binding between a given
prefix and the corresponding CPE. In the other,ch®e/48 prefixes are stored as prefix attribiiebe RADIUS server along with the other
user’s attributes.

The ISP-maintained RADIUS database performs CPé&r) asithentication. This RADIUS database contasename/password pairs,
corresponding /64 prefixes numbering the PE-CPIE And delegated prefixes. This provides a solutiodeployment issues 1, 2, and 3.

Standard autoconfiguration mechanisms as wellasless DHCPV6 solve deployment issue 6.
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In order to implement the proposed solution (Figdixethe following must happen:

Figure 9. Proposed Solution for Prefix Delegation in a Service Provider Edge Network
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A PPP session must be established over a Layak bétween the CPE and the provider edge routées CPE router authenticates itself with
username “userl” in the PPP authentication phatieeaiegotiation:

From the username contained in the PPP negotiaiB®DIUS request is sent to the service providéDRJS server. If the
username/password pair is validated, the resuttisfrequest returns a /64 prefix to the providigeerouter. This prefix is then included in
the router advertisement messages sent on thedimikected to the CPE. The corresponding /64 prefite is injected into the service
provider routing system.

When the link between the CPE and the provider edger comes up, the CPE issues a DHCPv6 SOLI@&3sage to discover DHCPv6
servers on the link.

The provider edge router, acting as a DHCPVv6 sesesrds a DHCPv6 ADVERTISEMENT message.

The CPE router uses this piece of information saésa DHCPv6 REQUEST message to acquire a /4& frefin the provider edge router.
Note that a shorter sequence of message exchaagailable in order to quicken the process.

The provider edge receives the DHCPv6 REQUEST mesziad issues a RADIUS request for the user (“udbcpve”).
The RADIUS server responds with the /48 prefixdeign it to the CPE.

The provider edge responds with a DHCPv6 REPLY agssincluding the /48 prefix assigned to thisipatar CPE. This response can
include Internet configuration items (for exam@S addresses, domain list). A /48 static routui®matically inserted in the provider
edge routing table. An alternative is to store DM€Bindings (between CPE identifiers and prefixeghe provider edge router.

To assign /64 prefixes to connected interfaces, @&tlves (by configuration) them from the DHCPvBigred /48 prefix.

CPE interfaces configured with the /64 prefixes\atstart sending router advertisement messagdseoriinks. Hosts on these links
autoconfigure their respective IPv6 interface asgsies based on the received router advertisements.

Note that this procedure is simplified if the PEECIhk is not numbered with global addresses. Is tlse, the “userl-dhcpv6” profile does not
exist, and the delegated prefix is stored in treefd” profile.

1 PPP is not mandatory (Ethernet could also be)ubatit does offer client authentication.
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Stateless DHCPv6

From the address assignment perspective DHCPv& B2 iprimary element of an easy IPv6 deploymeawéver, in order to offer a fully
functional IPv6 service, hosts behind the CPE riedzk provided with DNS server addresses and pgssiher parameters (for example,
domain lists). This additional information shoulel frovided automatically.

Following the Figure 9 scenario, after the CPEreasived its /48 prefix and assigned /64 prefixeisstinterfaces, it begins to send router
advertisements with the corresponding prefixess Way hosts on the link can autoconfigure theiresises. DHCPv6 can be used to provide
other parameters in a stateless manner. This afdaé more steps to the process depicted in Figure 9

11. The O bit can be set in the router advertisemessages sent by the CPE, so hosts on the link mélthat other configuration parameters
should be retrieved statelessly. They can thereiadDHCPv6 INFORMATION-REQUEST message to retrigdfditional parameters (for
example, DNS addresses, domain list).

12. The CPE or an external DHCPV6 server builds a DHEOREPLY message with the responses to the parasnetguested by the hosts.

Figure 10. Stateless DHCPv6 Message Exchange
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RA with O bit set
| | | :
3 REPLY l | INFORMATION-REQUEST
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DNS Server: 2001:db8:8:1
Domain List: cisco.com

PPPoA CPE Configuration
In the case of a PPPoA deployment, the CPE a&d.ager 3 device. It receives a /48 prefix from BB and acquires Internet information
(domain name, DNS addresses, and so on) from tHeFYA ISP server.

A PPP session is built over ATM. The DHCPvV6 clisntonfigured over the dialer interfaces. The CBer is configured to send DHCPv6
SOLICIT messages on interface Dialerl. This intafs configured to accept router advertisements the provider edge in order to configure
its own IPv6 address.

Through the use of the “general-prefix” concepéfpr“PREFIX1” is used to number interfaces Fas#fttet 0 and FastEthernet 1. The first 48
bits are coming from a prefix named “PREFIX1”; thet 16 bits are statically specified under theriaice itself to build a complete /64 prefix.
The prefix received using DHCPVv6-PD is called “PREF by the CPE.
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The FastEthernet interfaces are relaying the Pt€lets DHCPV6 requests to a DHCPV6 server in tRenk&work:

ipv6 unicast-routing

!

ip cef

ipv6 cef

!

interface AtmO

pvc <vpi/vci>

encapsulation aal5mux ppp dialer
dialer pool-member 1

!

interface Dialerl

encapsulation ppp

dialer pool 1

ipv6 address autoconfig

ipv6 dhcp client pd PREFIX1

ppp authentication chap foo

ppp chap hostname user@domain.net
ppp chap password 7 1111111111

|

interface FastEthernetO

ipv6 address PREFIX1 ::1:0:0:0:1/64
ipv6 dhcp relay 2001:db8:4::1

!

interface FastEthernetl

ipv6 address PREFIX1 ::2:0:0:0:1/64
ipv6 dhcp relay 2001:db8:4::1

!

ipv6 route ::/0 Dialerl

|
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RBE CPE Configuration

The following configuration (not IPv6 specific) digs to DSL access with RBE encapsulation. Ther®i®PP session to authenticate the user and
to allow storing the /48 delegated prefix in th& IBADIUS server. The CPE is a pure bridge. A roathrertisement received on the ATM interface
is bridged to the interface FastEthernet 0 to aflewPC autoconfiguration. Prefix delegation doesaccur:

no ip routing

!

interface ATMO
bridge-group 1

pvc <vpi/vci>
encapsulation aal5snap
!

interface FastEthernetO
bridge-group 1

|

bridge 1 protocol ieee

RADIUS Configuration with DHCPv6 PD
When the PE-CPE link is numbered with global adsrestwo user profiles are stored in the RADIUSeser'userl” and “userl-dhcpv6pd.”
The "userl” profile stores the PE-CPE link prefind “userl-dhcpv6” stores the /48 delegated prefix:

“userl”

Auth-Type = Local, Password = “foo”
User-Service-Type = Framed-User,

Framed-Protocol = PPP,

cisco-avpair = “ipv6:prefix#1=2001:db8:4567:1234::/64"

“userl-dhcpv6”

Auth-Type = Local, Password = “foo”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,

cisco-avpair = “ipv6:prefix#1=2001:db8:aaaa::/48"

When the PE-CPE link is not numbered with globalradses, only one user profile is stored in the RADserver: the “userl” profile stores the
/48 delegated prefix:

“userl”

Auth-Type = Local, Password = “foo”
User-Service-Type = Framed-User,
Framed-Protocol = PPP,

cisco-avpair = “ipv6:prefix#1=2001:db8:aaaa::/48"
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PPPoA Infrastructure Configuration
As mentioned earlier, PPP0oA can be deployed withithrout L2TP. This section gives these two basiafigurations.

NAS Configuration (Without L2TP)
This NAS numbers the link with the CPE. User autivation is provided by a RADIUS server. PE-CPE detkgated prefixes are stored in
the RADIUS server.

When the PE-CPE link is not numbered with globalradses;no ipv6 nd prefix framed-ipv6-prefix” is added under
“interface Virtual-Templatel”

ipv6 unicast-routing

!

ip cef

ipv6 cef

!

aaa new-model

aaa authentication ppp default group radius
aaa authorization network default group radius
aaa authorization configuration PRELIST group radius
aaa accounting network default start-stop group radius
!

interface ATMO0/0/0.1 point-to-point

no ip directed-broadcast

pvc <vpi/vci>

encapsulation aals5mux ppp Virtual-Templatel
!

interface Virtual-Templatel

ipv6 enable

no ipv6 nd suppress-ra

ipv6 dhcp server SRV-P1

ppp authentication chap

!

ipv6 dhcp pool SRV-P1

prefix-delegation aaa method-list PRELIST

!

radius-server host 192.168.2.20

radius-server key radius-password
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LAC Configuration (with L2TP)
This LAC configuration is not IPv6 specific. Itasclassical LAC configuration:

aaa new-model

aaa authentication ppp default group radius
aaa authorization network default group radius
aaa accounting network default start-start group radius
!
vpdn enable

!
vpdn-group 1

request-dialin

protocol 12tp

domain domain.net

initiate-to ip 192.168.1.27

local name lac

!

interface ATMO0/0/0.1 point-to-point

pvc <vpi/vci>

encapsulation aal5mux ppp Virtual-Templatel
!

interface Virtual-Templatel

ppp authentication chap

!

radius-server host 192.168.2.20

radius-server key radius-password

LNS Configuration (with L2TP)
This LNS delegates /48 prefixes, numbers the liitk the CPE, terminates the L2TP tunnels, and sfflev6 connectivity. The IPv6 prefixes
are stored in a RADIUS server.

When the PE-CPE link is not numbered with globalradses;no ipv6 nd prefix framed-ipv6-prefix” is added under
“interface Virtual-Templatel”

ipv6 unicast-routing

!

ip cef

ipv6 cef

!

aaa new-model

aaa authentication ppp default group radius

aaa authorization network default group radius

aaa authorization configuration PRELIST group radius
aaa accounting network default start-stop group radius
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1
vpdn enable

!
vpdn-group 1

accept-dialin

protocol 12tp

virtual-template 1

terminate-from hostname lac

local name Ins

!

interface Virtual-Templatel

ipv6 enable

no ipv6 nd suppress-ra

ipv6 dhcp server SRV-P1

ppp authentication chap callin

|

ipv6 dhcp pool SRV-P1
prefix-delegation aaa method-list PRELIST
1

radius-server host 172.22.66.16
radius-server key radius-password

RBE Infrastructure Configuration
The following configuration applies to DSL accestwiRBE encapsulation. Unlike IPv4 RBE deploymehg ATM interface is numbered.

NAS Configuration

ipv6 unicast-routing

!

ip cef

ipv6 cef

!

interface ATM1/0.57 point-to-point
atm route-bridged ipv6

ipv6 address 2001:db8:6:6::1/64
pvc <vpi/vci>

encapsulation aal5snap

|
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CONCLUSION
Cisco 10S Software currently enables the deployroéfdrge-scale IPv6 access solutions. The IPv4ogemnt models are able to support the
addition of IPv6 in a dual-stack fashion. This isnarily achieved by DHCPv6, IPv6 RADIUS, and AAAtensions.

The introduction of these features is included isc@ I0S Software releases and is a primary mitesto the broad adoption of IPv6. More tools
are provided to service providers to simplify tlepkbyment of value-added IPv6 features and tollftitfe basic needs of all Internet deployments.

Furthermore, Cisco Systefhis committed to broadening the support for Inteaueess methods that benefits of IPv6 support.
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