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Overview
For network infrastructure, you must consider deployment characteristics and provisioning requirements of
the Unified CVP network. This chapter provides provisioning guidelines are presented for network traffic
flows between remote components over theWAN, including the application of proper quality of service (QoS)
to WAN traffic flows.

This chapter provides more information on network considerations, see the sections on deployment models,
bandwidth, and QoS presented inCisco Unified Contact Center Enterprise Solution Reference Network Design
(SRND), at http://www.cisco.com/en/US/products/sw/custcosw/ps1844/products_implementation_design_
guides_list.html.

Bandwidth Provisioning and QoS Considerations
SomeUnified CVP deployments have all the components centralized. Those deployments use a LAN structure,
so WAN network traffic is not an issue. Consider the following scenarios when a WAN network structure is
in a Unified CVP environment:

• In a distributed Unified CVP deployment when the Ingress Gateways are separated from the Unified
CVP servers by a WAN.

• In Unified CVP deployments where the Ingress Gateway and the agent are separated over a WAN. The
agent can be a TDM ACD agent or a Unified CCE agent.

Unified CVP considers QoS in the following way:
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• CVP has no privateWAN network structure. When required, WAN activity is conducted on a converged
WAN network structure.

• CVP does not use separate IP addresses for high- and low-priority traffic.

Adequate bandwidth provisioning is important for Unified CVP deployments. This chapter provides bandwidth
guidelines to help you plan your deployment.

Resource Reservation Protocol (RSVP) is used for call admission control. It is also used by the routers in
the network to reserve bandwidth for calls. RSVP is not qualified for call control signaling through the
Unified CVP Call Server in SIP. For Call admission Control, the solution is to employ Locations
configuration on Unified CVP and Cisco Unified Communication Manager. See Enhanced Location Call
Admission Control.

Note

Unified CVP Network Architecture
In a Unified CVP environment, group WAN and LAN traffic into voice traffic, call control traffic, and data
traffic.

Voice Traffic
Voice calls consist of Real-Time Transport Protocol (RTP) packets. These packets contain voice samples that
are transmitted into the following:

• Between the PSTN Ingress Gateway or originating IP phone and one of the following:

◦Another IP phone, such as an agent
The destination phone may or may not be collocated (located on the same LAN) with the Ingress
Gateway or calling IP phone, and the connection can be over a WAN or LAN.

◦An front-end Egress Gateway for a TDM ACD (for legacy ACDs or IVRs). The Egress Gateway
may or may not be collocated with the Ingress Gateway, and the connection can be over a WAN
or LAN.

◦A VoiceXML Gateway that performs prompt-and-collect treatment The VoiceXML Gateway can
be the same or a different Ingress Gateway. In either case, both the Ingress and VoiceXMLGateways
are collocated. The connection can be over a LAN or a WAN.

• Between the VoiceXML Gateway and the ASR or TTS Server. The RTP stream between the VoiceXML
Gateway and ASR/TTS server must be G.711.

G.729 versus G.711 Codec Support
CVP supports mixed G.711 and G.729 codecs in Standalone and Comprehensive SIP deployments with Cisco
Unified Border Element Enterprise Edition and Cisco Unified CommunicationsManager (Unified CM). Calls
that are ingressed through a SIP trunk from the carrier to a Cisco Unified Border Element Enterprise Edition
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require Cisco Release IOS 15.1(2)T or later T for mixed codec support. You can use any combination of
codecs on the legs of a call.

For more information on use of mixed codecs in a Unified CVP deployment, see Mixed G.729 and G.711
Codec Support.

Table 1: Benefits and Drawbacks of G.729 and G.711 Codecs

DrawbacksBenefitsCodec

The solution requires more bandwidth over the
WAN link.

This is the default codec shipped andworks
as is.

G.711

• Conversion of prompts to G.729 is required.

• Audio quality of G.729 prompts is inferior
to that of G.711 prompts.

• ASR/TTS cannot be used.

Bandwidth consumption is less.G.729

Call Control Traffic
A Unified CVP solution has several types of call control traffic. Call control functions are to set up, maintain,
tear down, or redirect calls.

SIP

Unified CVP works in Call Control mode or Signaling mode with three types of VoIP endpoints: Cisco IOS
Voice Gateways, Cisco Unified CommunicationsManager, and Peripheral Gateway. Call Control traffic flows
between the following endpoints:

• Ingress Gateway and the Call Server
The Ingress Gateway can be a Peripheral Gateway, Unified CommunicationManager, a Cisco IOSVoice
Gateway, or another SIP device. The connection can be over a WAN or a LAN.

• Call Server and Egress Gateway
The Egress Gateway can be Unified Communication Manager or a Cisco IOS Voice Gateway. The
Egress Gateway is either a VoiceXML Gateway that is used to provide prompt-and-collect treatment to
the caller, or it is the target of a transfer to an agent (Unified CCE or TDM) or a legacy TDM IVR. The
connection can be over a WAN or LAN.

Deployment designs do not support SIP for interoperability between the Peripheral
Gateway and Unified CVP. If your design requires this functionality, contact the Cisco
Assessment to Quality (A2Q) team.

Note
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GED-125

The Call Server and the Unified ICM VRU Peripheral Gateway communicates using the GED-125 protocol.
The GED-125 protocol includes the following features:

• Notification messages, that control the caller experience when a call arrives.

• Instructions to transfer or disconnect the caller.

• Instructions that control the IVR treatment the caller experiences.

The VRU Peripheral Gateway connects to Unified CVP over a LAN connection. However, in deployments
that use clustering over theWAN, Unified CVP can connect to the redundant VRU Peripheral Gateway across
the WAN.

At this time, no tool exists that specifically addresses communications between the VRU Peripheral Gateway
and Unified CVP. However, the bandwidth that is consumed between the Unified ICM Central Controller
and VRU Peripheral Gateway is similar to the bandwidth that is consumed between the VRU Peripheral
Gateway and Unified CVP.

The VRU Peripheral Gateway to ICM Central Controller Bandwidth Calculator tool, which is accessible
through your credentials, is available through the Cisco Steps to Success Portal at http://www.cisco.com/c/
en/us/support/unified-communications/unified-communications-manager-callmanager/
products-implementation-design-guides-list.html

You can also access the Bandwidth Calculator directly (with proper login authentication) at:

http://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/
products-implementation-design-guides-list.html

If the VRU Peripheral Gateway are split across the WAN, the total bandwidth that is required is double of
what the calculator tool reports: one for Unified ICM Central Controller to VRU Peripheral Gateway and
other for VRU Peripheral Gateway to Unified CVP.

Media Resource Control Protocol

The VoiceXML Gateway communicates with ASR/TTS Servers using Media Resource Control Protocol
(MRCP) v1.0 and v2 as well. This protocol currently works with Real-Time Streaming Protocol (RTSP) to
help establish control connections to the ASR/TTS Server, such as Nuance. The connection can be over LAN
or WAN.

Cisco does not test or qualify speech applications inWAN environment. For guidelines on design, support
over WAN and associated caveats, see the vendor-specific documentation. TAC will provide limited
support (as in the case of any third-party interoperability certified products) on issues related to speech
applications.

Note

ICM Central Controller to Unified CVP VRU Peripheral Gateway

No tool exists that specifically addresses communications between the Unified ICM Central Controller and
the Unified CVP VRU Peripheral Gateway. However, testing shows that the tool for calculating bandwidth
that is needed between the Unified ICM Central Controller and the IP IVR Peripheral Gateway also produces
accurate measurements for Unified CVP, if you perform the following substitution in one field.

For the Average number of RUN VRU SCRIPT nodes field, substitute the number of Unified ICM script
nodes that interact with Unified CVP. Nodes that can interact with Unified CVP are Run External Script,
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Label, Divert Label, Queue to Skill Group, Queue to Agent, Agent, Release, Send to VRU, and Translation
Route to VRU.

This bandwidth calculator tool is available (with proper login authentication) at:

http://www.cisco.com/c/en/us/support/customer-collaboration/unified-contact-center-enterprise/
products-implementation-design-guides-list.html

The connection can be over a WAN or a LAN.

Data Traffic
Data traffic includes VoiceXML documents and prerecorded media files that are returned as a result of HTTP
requests. VoiceXML Gateway executes the following requests the following:

• Media files in an HTTP request to a Media File Server—The Media File Server response returns the
media file in the body of the HTTP message. The VoiceXML Gateway then converts the media files to
Real-Time Transport Protocol (RTP) packets and plays them to a caller. The connection can be over a
WAN or a LAN.

• VoiceXML documents from the CVP Server—In this case, the connection can be over a WAN or a
LAN.

CVP Server includes VXML Server and CVP IVR service.Note

The data flows and bandwidth are used between a remote Ingress Gateway and the components for which
bandwidth is required. These components are listed as follows:

• VXML Server

• Call Server IVR service

• Call Server SIP service

• IP phones

• Media Servers

• Egress Gateways

• ASR or TTS Servers

Bandwidth Sizing
Generally, the distributed Unified CVP topology requires most of the bandwidth in a Unified CVP solution.
This requirement occurs because the Ingress Gateway and VoiceXML Gateway is separated from the servers
that provide it with media files, VoiceXML documents, and call control signaling.

Assume that all calls to a branch begin with 1 minute of IVR treatment. This call is followed by a single
transfer to an agent that also lasts 1 minute. Each branch has 20 agents, and each agent handles 30 calls per
hour for a total of 600 calls per hour per branch. The call average rate is 0.166 calls per second (cps) per
branch.
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A change in these variables can have a large impact on sizing. Remember that 0.166 calls per second is
an average for the entire hour. There is no uniform pattern for calls coming across an hour, and there are
usually peaks and valleys within the busy hour. Try to find the busiest traffic period and calculate the call
arrival rate based on the worst-case scenario.

Note

VoiceXML Document Types
A VoiceXML document is generated for every prompt that is played to the caller. This document is generated
based on voice application scripts that you write using either Unified ICM scripts or Cisco Unified Call Studio,
or both. A VoiceXML document varies in size, depending on the type of prompt being used. For example,
menu prompts with multiple selections are larger in size than prompts that play announcements only.

The approximate size of a VoiceXML document for a Call Server or a VXML Server and the gateway is
7 kilobytes.

Note

You can calculate bandwidth in the following ways:

• Estimated bandwidth—Calculate the estimated bandwidth for the number of prompts that are used per
call per minute. For example, consider a VoiceXML document of 7 kilobytes and perform the following
calculation:

7,000 bytes * 8 bits = 56,000 bits per prompt

(0.166 calls/second) * (56,000 bits/prompt) * (Number of prompts / call) = bps per branch

• Exact Bandwidth—Use the VoiceXML document sizes listed in the following table to calculate the
required bandwidth. The document sizes in the following table are measured from the VXML Server to
the VoiceXML Gateway.

Table 2: Approximate Size of VoiceXML Document Types

VoiceXML Document Size (approximate)VoiceXML Document Type

19,000 bytesRoot document (one required at beginning of call)

700 bytesSubdialog_start (at least one per call at beginning
of call)

1300 bytesQuery gateway for Call-ID and GUID (one
required per call)

1000 bytes + 2000 bytes per menu choiceMenu (increases in size with number of menu
choices)

1100 bytesPlay announcement (simple .wav file)

4000 bytesCleanup (one required at end of call)
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You can calculate exact bandwidth of VoiceXML document types if you use a complex
application that uses multiple menu prompts.

Note

Media File Retrieval
You can store media files also referred as prompts, locally in flash memory on each router. Storing them
locally eliminates bandwidth considerations. However, it is difficult to maintain these prompts because a
prompt that requires changes must be replaced on every router. If these prompts are stored locally on an HTTP
media server (or an HTTP cache engine), the gateway can locally cache voice prompts after it retrieves the
prompts. AnHTTPmedia server can cachemultiple prompts, depending on the number and size of the prompts.
The refresh period for the prompts is defined on the HTTP media server. The utilized bandwidth is limited
to the initial load of the prompts at each gateway, including the periodic updates after the expiration of the
refresh interval.

Not caching prompts at the VoiceXML Gateway causes significant Cisco IOS performance degradation, 35
percent to 40 percent approximately, in addition to the extra bandwidth usage. For information on configuring
gateway prompt caching, see Configuration Guide for Cisco Unified Customer Voice Portal at http://
www.cisco.com/en/US/products/sw/custcosw/ps1006/products_installation_and_configuration_guides_
list.html.

For 50 prompts with an average size of 50 KB and a refresh interval of 15 minutes, the bandwidth usage is:

(50 prompts) * (50,000 bytes/prompt) * (8 bits/byte) = 20,000,000 bits

(20,000,000 bits) / (900 second) = 22.2 average kbps per branch

SIP Signaling
SIP is a text-based and signaling communications protocol that is used to control multimedia communication
sessions, such as voice and video calls over Internet Protocol (IP) networks. It is also used to create, modify,
and terminate sessions consisting of one or several media streams. These sessions include Internet telephone
calls, multimedia distribution, andmultimedia conferences. SIP can be used for two-party (unicast) or multiparty
(multicast) sessions.

A typical SIP call flow uses about 17,000 bytes per call. Using the previous bandwidth formulas based on
calls per second, the average bandwidth usage is:

(17,000 bytes/call) * (8 bits/byte) = 136,000 bits per call

(0.166 calls/second) * (136 kilobits/call) = 22.5 average kbps per branch

Automatic Speech Recognition and Text-to-Speech Server
ASR and TTS in WAN Configurations
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Cisco does not test or qualify speech applications in a WAN environment. For guidelines on design,
support over WAN, and associated caveats, see the vendor-specific documentation.

The Cisco Technical Assistance Center provides limited support (as in the case of any third-party
interoperability-certified products) on issues related to speech applications.

Note

Limiting the Maximum Number of ASR or TTS-Enabled Calls

You can limit the number of calls enabled for ASR or TTS so that as soon as the limit is reached, regular
DTMF prompt-and-collect can be used instead of rejecting the call altogether. In the following example,
assume 5559000 is the ASR or TTS DNIS and 5559001 is the DTMF DNIS. You can configure the Ingress
Gateway to do the ASR load limiting for you by changing the DNIS when you exceed maximum connections
allowed on the ASR or TTS VoIP dial peer.
voice translation-rule 3 rule 3 /5559000/ /5559001/
!
voice translation-profile change
translate called 3
!
!Primary dial-peer is ASR or TTS enabled DNIS in ICM script
dial-peer voice 9000 voip
max-conn 6
preference 1
destination-pattern 55590..
...
!
!As soon as 'max-conn' is exceeded, next preferred dial-peer will change
the DNIS to a DTMF prompt & collect ICM script
dial-peer voice 9001 voip
translation-profile outgoing change
preference 2
destination-pattern 55590..
...
!

80 kbps is the rate for G.711 full-duplex with no Voice activity detection, including IP/RTP headers and
no compression. The rate for G.729 full-duplex with no VAD is 24 kbps, including IP/RTP headers and
no compression. For information on VoIP bandwidth usage, see Voice Codec Bandwidth Calculator at
http://tools.cisco.com/Support/VBC/do/CodecCalc1.do.

Note

G.711 and G.729 Voice Traffic
Unified CVP supports both G.711 and G.729 codecs. However, both call legs and all IVRs on a given call
must use the same voice codec. To use ASR/TTS for speech recognition, use G.711 codec because ASR/TTS
server supports G.711 only. For information on voice RTP streams, seeCisco Unified Communications SRND
Based on Cisco Unified Communications Manager, at http://www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/
products-implementation-design-guides-list.html.
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Port Usage and QoS Settings
The Call Server marks only the QoS DSCP for SIP messages. If QoS is needed for Unified CVP signaling
and data traffic across a WAN, configure network routers for QoS using the IP address and ports to classify
and mark the traffic, as described in the following table.

Neither the CVP-Data queue nor the Signaling queue is a priority queue as described in Cisco IOS router
terminology. The priority queue is used for voice or other real-time traffic, while call signaling and Unified
CVP traffic are reserved for a certain amount of bandwidth based on the call volume.

Table 3: Port Usage and QoS Settings

Maximum
Latency (Round
Trip)

DSCPPHBQueuePortComponent

1 s10AF11CVP-DataTCP 80Media Server

200 ms24CS3Call
Signaling

TCP or UDP
5060

Unified CVP Call Server,
SIP

1 s10AF11CVP-DataTCP 8000Unified CVP IVR Service

1 s10AF11CVP-DataTCP 7000Unified CVP
VXML Server

200 ms24CS3Call
Signaling

TCP or UDP
5060

Ingress Voice Gateway,
SIP

200 ms24CS3Call
Signaling

TCP or UDP
5060

VoiceXML Gateway, SIP

200 ms24CS3Call
Signaling

TCP or UDP
5060

SIP Proxy Server

200 ms24CS3Call
Signaling

TCP 554MRCP

Network Latency
After the proper application bandwidth and QoS policies are in place, consider the network latency in a
distributed CVP deployment. With sufficient network bandwidth, the primary contributor to latency is the
distance between the VoiceXML Gateway and the Call Server or VXML Server. In distributed CVP
deployments, minimize the latency and understand its effect on solution performance.

Network latency affects the distributed CVP deployment in the following ways:

• Affects the end-user calling experience when the network latency is between CVP components. Call
signaling latency with SIP between the Call Servers and voice gateways affects the call setup time, and
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may add a period of silence during this setup. It includes the initial call setup and subsequent transfers
or conferences that are part of the final call flow.

• Affects the VoiceXML application document download time significantly, and has a pronounced effect
on the ultimate caller experience.

The following system configuration changes can help to minimize the effect of geographic separation of the
VoiceXML Gateway from the VXML Server which results in WAN delays:

1 Provide audio to the caller during periods of silence.

The following settings provide ringback and audio during times of dead air so that the caller does not
disconnect:

• To add a ringback tone during longer than normal call setup times with IVR, on the survivability
service, keep the wan-delay-ringback setting at 1.

• Add the IVR subsystem settings for IVR.FetchAudioDelay and IVR.FetchAudioMinimum. These
WAN Delay settings are required when root document fetch is delayed over the WAN link.

• Specify the value for IVR.FetchAudio as follows: IVR.Fetchaudio= flash:holdmusic.wav. Leave
the default empty so that nothing is played in a normal scenario.

Note • Retain the default setting of 2 to avoid a blip sound in a normal network scenario.

• Set WAN Delay to zero to play holdmusic.wav immediately for a minimum of 5 seconds.

• Use ECC variables, such as user.microapp.fetchdelay, user.microapp.fetchminimum, and
user.microapp.fetchaudio, to override ECC variable values in between invocations of
getSpeechExternal microapps.

2 Enable Path MTU Discovery on the IOS Voice Gateways.

On the IOS Voice Gateways, add the ip tcp path-mtu-discovery command.

Path MTU Discovery method is used to maximize the use of available bandwidth in the network between
the endpoints of a TCP connection.

3 Minimize round trips between the VXML Server and the ICM script.

When control is passed from a running VXML Server application back to the ICM script, you incur a
significant WAN delay.

Aftter the VXML Server application starts to run, minimize the number of trips back to the ICM script.
Each round trip between the VXML Server and the ICM script incurs a delay because it establishes two
new TCP connections and HTTP retrieval of several VoiceXML documents, including the VXML Server
root document.

4 Decrease the size of the VXML Server root document.

On the VXML Server, in your gateway adapter plugin.xml file change:

<setting name="vxml_error_handling">default</setting>

To:

<setting name="vxml_error_handling">minimal</setting>

For example, the location of the plugin.xml file for the CISCO DTMF 1 GW adapter is:
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Cisco\CVP\VXMLServer\gateways\cisco_dtmf_01\6.0.1\plugin.xml

HTTP transfers VoiceXML documents and other media files that are played to the caller. For the best
end-user calling experience, treat the HTTP traffic with a priority higher than that of normal HTTP traffic
in an enterprise network. If possible, treat this HTTP traffic the same as CVP call signaling traffic. As a
workaround for latency issues , you can move the VXML Server to the same local area as the VoiceXML
Gateway, or use Wide Area Application Service (WAAS).

Note

TCP/UDP Ports Used by Unified CVP, Voice, and VoiceXML
Gateways

When configuring network security using firewalls or access control lists (ACLs), see the following table for
information about TCP/UDP ports that are used by Unified CVP, voice gateways, and VoiceXML gateways.
For a complete list of ports that Unified CVP uses, see the Port Utilization Guide for Cisco Unified Customer
Voice Portal at http://www.cisco.com/en/US/partner/products/sw/custcosw/ps1006/prod_technical_reference_
list.html.

The Operations Console Server uses dynamic ports for communication with other components, so it cannot
be deployed outside of a firewall while all other Unified CVP components reside inside the firewall.

Note

Table 4: TCP/UDP Ports Used by Unified CVP, Voice Gateways, and VoiceXML Gateways

Destination PortSource and Destination Component

TCP 80VoiceXML Gateway to Media Server

TCP or UDP 5060VoiceXML Gateway to Unified CVP Call Server SIP

TCP 8000 (non-SSL); TCP 8443 (SSL)VoiceXML Gateway to Unified CVP Call Server

TCP 7000 (non-SSL); TCP 7443 (SSL)VoiceXML Gateway to Unified CVP VXML Server

TCP 554VoiceXML Gateway to MRCP V1 (RTSP) Server

TCP 5060IOS Voice Gateway to MRCP V2 (SIP) Server

TCP or UDP 5060Unified CVP Call Server to Egress Voice Gateway SIP

TCP or UDP 5060Unified CVP Call Server to VoiceXML Gateway SIP

TCP or UDP 5060Unified CVP Call Server to SIP Proxy Server
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