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Installation Prerequisites

When you deploy the Learning Network License system, obtain or configure the following:

« open ports for system functionality

« an ESXi host for the controller

» a Network Element capable of running the agent as a virtual service (container)
« the proper licensing for your Network Element

« the controller and agent OVA files

Learning Network License and Licensing

To properly deploy your Learning Network License system, you must obtain the proper 10OS Licenses for
your ISRs, as well as the proper Smart Licenses for Learning Network License.
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To run an agent on an ISR, you must activate an IP Base (ipbasek9) 10S license, and a Data (datak9) or App
(appxk9) 10S license. See http://www.cisco.com/c/en/us/td/docs/routers/access/sw_activation/SA_on_ISR.html

A

for more information on activating the licenses.

You must also obtain the appropriate Smart License entitlement for each controller and agent you deploy.

Table 1: Smart License Entitlement Types

Learning Network License
Component

License Entitlement and
Description

Associated File Downloads and
Description

controller

L-SW-SCA-K9 - SCA Virtual
Manager

sIn-sca-k9-<ver>_ova - single
controller OVA

agent deployed as a virtual service
on an ISR 43XX

L-SW-LN-43-1Y-K9 - Cisco
Stealthwatch Learning Network
License for 4300 Series 1 Yr Term

L-SW-LN-43-3Y-K9 - Cisco

Stealthwatch Learning Network
License for 4300 Series 3 Yr Term

sindla-isrk-aot=150Cs-3Gr-k9<er>.0va
- agent deployed as a virtual
service to the ISR's NIM-SSD

sin-dla-isrdk-cont=-22Vs-Lr-ko<ver>.ova
- agent deployed as a virtual
service to the ISR's bootflash

agent deployed as a virtual service
on an ISR 44XX

L-SW-LN-44-1Y-K9 - Cisco
Stealthwatch Learning Network
License for 4400 Series 1 Yr Term

L-SW-LN-44-3Y-K9 - Cisco

Stealthwatch Learning Network
License for 4400 Series 3 Yr Term

sindla-isrk-aot=150Cs-3Gr-k9<er>.0va
- agent deployed as a virtual
service to the ISR's NIM-SSD

sin-dla-isrdk-cot=220Vs-Lr-ko<ver>.ova
- agent deployed as a virtual
service to the ISR's bootflash

Note

After you download a file from cisco.com, generate an MD5 or SHA512 checksum, and make sure it
matches the MD5 or SHA512 checksum provided on cisco.com. If the checksums do not match, redownload
the file. If the checksums still do not match, contact Cisco Support.

For more information on Smart Licensing, see http://www.cisco.com/web/ordering/smart-software-manager/
smart-accounts.html.

In addition, you must generate a registration token in the Cisco Smart Software Manager (http://www.cisco.com/
web/ordering/smart-software-manager/index.html), then use this to register your controller. Each time you
manage and enable an agent with the controller, the controller automatically requests a license entitlement
for the agent.

For more information about the Cisco Smart Software Manager, see the Cisco Smart Software Manager User
Guide.

- Cisco Stealthwatch Learning Network License Virtual Service Installation Guide, Version 1.1


http://www.cisco.com/c/en/us/td/docs/routers/access/sw_activation/SA_on_ISR.html
http://www.cisco.com/web/ordering/smart-software-manager/smart-accounts.html
http://www.cisco.com/web/ordering/smart-software-manager/smart-accounts.html
http://www.cisco.com/web/ordering/smart-software-manager/index.html
http://www.cisco.com/web/ordering/smart-software-manager/index.html

| Installation Prerequisites
ISE Server Requirements .

ISE Server Requirements

If you want to configure pxGrid integration and populate anomalies with Identity Services Engine (ISE) user
identity information, your ISE server must run Release 1.3 or greater. For more information on ISE, see http:/
/www.cisco.com/c/en/us/support/security/identity-services-engine/products-user-guide-list.html.

Controller Host Requirements

You can host a controller virtual appliance on a VMware ESXi Version 5.5 hosting environment. You can
also enable VMware tools on all supported ESXi versions. For information on the full functionality of VMware
Tools, see the VMware website (http://www.VMware.com). For help creating a hosting environment, see the
VMware ESXi documentation.

Virtual appliances use Open Virtual Format (OVF) packaging. Cisco provides the controller and agent virtual
appliances in Open Virtual Appliance (OVA) format, an archive version of the OVF file.

The computer that serves as the controller ESXi host must meet the following requirements:

« It must have a 64-bit CPU that provides virtualization support, either Intel® Virtualization Technology
(VT) or AMD Virtualization™ (AMD-V™) technology.

« Virtualization must be enabled in the BIOS settings.

« To host virtual devices, the computer must have network interfaces compatible with Intel 1000 drivers
(such as PRO 1000MT dual port server adapters or PRO 1000GT desktop adapters).

« This host must have network connectivity to all Network Elements where you will install your agents.

« Users such as administrators and analysts should be able to establish a connection to this host, to access
the controller user interface.

For more information, see the VMware website: http://www.vmware.com/resources/guides.html.

A

Note Installing the controller on a Network Element is not supported.

Controller Installation Prerequisites

Controller Download

Cisco provides the controller as an OVA file: sIn-sca-k9-<ver>.ova. Download the file at http://
www.cisco.com/c/en/us/support/security/stealthwatch-learning-network-license/
tsd-products-support-series-home.html.

Note  After you download a file from cisco.com, generate an MD5 or SHA512 checksum, and make sure it
matches the MD5 or SHA512 checksum provided on cisco.com. If the checksums do not match, redownload
the file. If the checksums still do not match, contact Cisco Support.
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You must also download and install the latest version of VMware vSphere Client to install the virtual machine.
Cisco recommends you also download and install VMware ESXi version 5.5 to run the virtual machine.
Download the files at https://my.vmware.com/web/vmware/downloads.

Controller Virtual Appliance Settings

Each virtual appliance you create requires a certain amount of memory, CPUs, and hard disk space on the
ESXi host. Do not decrease the default settings, as they are the minimum required to run the system software.
The following table lists the default settings.

Table 2: Default Controller Virtual Appliance Settings

Setting Default

memory 24576 MB (24 GB)
virtual CPUs (vCPU) 4

virtual NICs

« vNIC 0 - Main Network

* VNIC 1 (disconnected) - Altl
Network

» VNIC 2 (disconnected) - Alt2
Network

hard disk provisioned size 200 GB

When you start the VM, the controller determines the amount of physical RAM available, and updates the
configuration to allow use of up to half of that RAM.

Cisco recommends you increase VM settings, depending on the size of your Learning Network License
deployment. See the following table for recommendations.

Table 3: Recommended Controller VM Settings

Learning Network License Deployment Size Recommended VM Settings
1 to 50 agents 24576 MB (24 GB) of RAM
8 vCPU

400 GB of hard disk provisioned size

51 to 1000 agents 65536 MB (64 GB) of RAM
16 vCPU
4 TB of hard disk provisioned size
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Note

The number of vCPUs is determined by multiplying the number of virtual sockets by the number of cores

per socket.

If you increase the memory, number of vCPUs and cores/socket (default is 4), or the hard disk size, see http:/
/www.vmware.com/ for more information and best practices.

Information Needed During Installation

When you run the setup script, provide the following information to configure the controller:

Table 4: Controller Installation Settings

Setting

Description

etho interface IPv4 address, netmask, and gateway

transfer management traffic with agent, and provide
access to controller web Ul

etho interface hostname

hostname for the controller

etho interface DNS servers and DNS search suffixes

DNS context for anomalies

NTP server IPv4 addresses

synchronize time in Learning Network License system

The setup script allows you the option of generating self-signed certificates. If you generate a certificate for
the controller web Ul server, you can define the following subject distinguished name components:

Table 5: Self-Signed Certificate Subject Distinguished Name Options

Option Description

Country Name

A two-letter ISO 3166-1 country code

State or Province Name

Full name of the state or province where your organization is located

Locality Name

The city where your organization is located

Organization Name

Your organization's name

Organizational Unit Name

Your organization's division's name

Common Name

A host and domain name associated with the certificate

Email Address

A contact email address

Learning Network License requires a server certificate to encrypt controller/agent communications, and a
server certificate to encrypt user connections to the controller web user interface.
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ISR Platform Requirements

Several 4000 Series ISRs support hosting an agent in a service container. You can optionally install a solid
state drive (SSD) carrier and SSD network interface module (NIM-SSD) for the agent. For more information
on the 4000 Series ISRs, see http://www.cisco.com/c/en/us/td/docs/routers/access/4400/roadmap/

isr4400roadmap.html.

ISR 4000 Series Platform Requirements

Table 6: ISR 4000 Series Platform Requirements

Installation Prerequisites

ISR Component Required
Model
ode » Cisco 4331
» Cisco 4351
» Cisco 4431
» Cisco 4451

Control Plane DRAM

8192 MB (8 GB)

Disk Storage for Service Container Hosting

If you deploy your virtual service to bootflash, no
additional equipment is required.

If you want to deploy your virtual service to a hard
disk, to achieve much larger storage capacities, you
must install:

* NIM-SSD(=) - NIM carrier card for SSD drives
» SSD-SATA-200G(=) - 200 GB SATA solid
state disk for NIM-SSD, 155 GB free

See Agent Installation Prerequisites, on page 13 for
more information.

Complex Programmable Logic Device

Version 15010638 or greater

Image

10S-XE Release 15.4(3)S1 through 15.5(3)Sx

Note I0S-XE Release 15.4(3)S2 and prior do not
support deploying a virtual service to
bootflash. You must deploy a virtual service
to a NIM-SSD for these releases, or upgrade
to Release 15.5(3)S to deploy the virtual
service to bootflash.
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ISR Component

Required

NBAR?2 Protocol Pack

Version 15.0.0 or greater (I0S-XE 15.4(3)S1 through
15.5(3)S)

Version 17.0.0 or greater (I0S-XE 15.5(3)S, rebuild
2 or greater

Licenses

Cisco 4331:
* SL-4330-1PB-K9 - IP Base license, and

 SL-4330-APP-K9 - AppX license

Cisco 4351:
* SL-4350-1PB-K9 - IP Base license, and

 SL-4350-APP-K9 - AppX license

Cisco 44XX:
e SL-44-1PB-K9 - IP Base license, and

e SL-44-DATA-K9 Or SL-44-APP-K9 - Data license
or AppX license

See http://www.cisco.com/c/en/us/products/collateral/
routers/4000-series-integrated-services-routers-isr/
guide-c07-732797.html#_Toc424288435 for more
information.

Verifying ISR Platform Requirements

Before You Begin

« Log into the ISR console.

SUMMARY STEPS

enable

show version

show platform

show ip nbar protocol-pack active

exit

RN =
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DETAILED STEPS

Command or Action Purpose

Step 1 enable Enable privileged EXEC mode.

Example:
Router> enable

Step 2 show version Show version information, including image version,
installed ISR licenses, and control plane DRAM.

Example:
Router# show version

Step 3 show platform Show the Complex Programmable Logic Device version.

Example:
Router# show platform

Step 4 show ip nbar protocol-pack active Show the NBAR?2 protocol pack version.

Example:
Router# show ip nbar protocol-pack active

Step 5 exit Exit privileged EXEC mode.

Example:
Router# exit

Example ISR Platform Requirements

Issuing the show version command to your ISR allows you to view your image version, installed licenses,
and the total control plane DRAM on the ISR. These are italicized below. Note that appxk9 corresponds to
the AppX license, and ipbasek9 corresponds to the IP Base license.

Router> enable

Router# show version

Cisco 10S XE Software, Version 2016-05-16_22.05.paj

Cisco 10 Software, ISR Software (X86_64 LINUX_I0SD-UNIVERSALK9-M), Version 15.5(3)s2, RELEASE
SOFTWARE (fc2)

Technology Package License Information:

Technology Technology-package Technology-package
Current Type Next reboot

appxk9 appxk9 RightToUse appxk9 [AppX license]

uck9 None None None

securityk9 None None None

ipbase ipbasek9 Permanent ipbasek9 [IP Base license]

cisco 1SR4431/K9 (1RU) processor with 7799569K/6147K bytes of memory.
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Issuing the show platform command to your ISR allows you to view the Complex Programmable Logic
Device (CPLD) version, italicized below.

Router# show platform
Chassis type: 1SR4431/K9

Slot Type State Insert time (ago)
Slot CPLD Version Firmware Version

0 15010638 15.4(2r)s

RO 15010638 15.4(2r)S

FO 15010638 15.4(2r)s

Issuing the show ip nbar protocol-pack active command to your ISR allows you to view the NBAR2
protocol pack version, italicized below.

Router# show ip nbar protocol-pack active

Active Protocol Pack:

Name: Advanced Protocol Pack
Version: 17.0
Publisher: Cisco Systems Inc.

ISR Configuration Prerequisites

Information Needed for ISR Configuration

When you configure the ISR's NTP servers and flexible NetFlow, provide the following information:

Table 7: ISR Configuration Settings

Setting Description

loopback interface IPv4 address or router management | configure NTP server connectivity. Use a loopback
interface interface if you have one configured, or the router
management interface if you do not.

NTP server IPv4 addresses synchronize time in Learning Network License system

agent etho IPv4 address for NetFlow exporter pass NetFlow packets from the ISR to the agent and
traffic between the controller and the agent
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ISR License Installation

To run an agent on an ISR 4000 Series, you must activate an IP base (ipbasek9) 10S license, and an App
(appxk9) 10S license, on the ISR. See http://www.cisco.com/c/en/us/td/docs/routers/access/sw_activation/
SA_on_ISR.html for more information on activating the licenses.

Agent and ISR Interaction

The following diagram illustrates the interaction between an agent and its host ISR.

Figure 1: ISR and Agent Deployed as a Virtual Service

You configure the instal I.yaml properties file, and run the installation_auto.py install script, to deploy
agents to your ISRs. For detailed information about the diagram, and how the install script deploys agents,
see Install Script Deployment. For more information on the installation process, see Deploying Agents Using
the Install Script.
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