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Introduction
Introduction 
This document describes important information for Release 1.3.0 of Cisco Physical Access Control. 
Release 1.3.0 includes the Cisco PAM appliance, the Cisco Physical Access Manager, the Cisco Physical 
Access Gateway, and other optional expansion modules.

New Features
The following sections briefly describe the new features in Release 1.3.0:

• Windows 7 and Internet Explorer 8 Support, page 2

• Edge Policy Triggers and URL Actions, page 2

• Anti-Passback Improvements, page 2

• Multiple Language Support, page 3

• Optical Scanner and Proximity Card Enrollment Readers, page 3

• Improved Serviceability Allows Quicker Troubleshooting and Higher Uptime, page 4

Windows 7 and Internet Explorer 8 Support
Cisco Physical Access Manager Client supports the Windows 7 Workstation 64 bit operating system and 
the 32-bit Internet Explorer (IE) 8 browser. This allows for more flexible computer environments.

See the “System Requirements” section on page 7 for more information.

Edge Policy Triggers and URL Actions
Edge Policies trigger URL actions directly from Gateway modules, eliminating delays caused by a slow 
or unavailable network connection with the Cisco PAM appliance. For example, if a truck driver accesses 
a Point of Service station using their access control badge, and the facility is isolated from the 
Cisco PAM appliance over a Wide Area Network, Edge Policies can be instantly triggered from the local 
Gateway module even if the server appliance is unavailable. For example, when a driver swipes their 
badge at a card reader next to the filling station, the local Gateway can instantly trigger an Edge Policy 
that contacts an external system for authorization. Additional Edge Policies can notify an operator of the 
event, or cause a Cisco Video Surveillance camera to record video. 

Anti-Passback Improvements
The improved Anti-Passback feature works even when the network goes down.

• Soft Anti-passback—improved tracking when users forget to badge out upon exit, or when a 
Gateway temporarily loses connectivity to the Cisco PAM server.

• First In/Last Out tracking—new triggers track the first user to occupy an Anti-passback area and the 
last to leave an Anti-passback area. These events can be associated with a set of actions. 
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New Features
Note An anti-passback area is a secure area where you want to prevent someone from badging into without 
badging out. This prevents someone from badging in and then passing their badge back to another person 
who can use it again to gain access. To create an anti-passback area, configure a door with two readers: 
one as an entry reader (to gain entry into the anti-passback area) and one as an exit reader (to leave the 
anti-passback area). Once a badge is inside the anti-passback area, it must be used to exit the 
anti-passback area before it can be used to enter the area again.

Multiple Language Support 
The Cisco PAM desktop client can display menus and other text in languages other than English. System 
integrators and partners can create custom translations and upload those language packs to the Cisco 
PAM appliance. End users can then choose the language when they log in to the Cisco PAM client 
application. Users can also select dual-language mode to display English and a second language at the 
same time.

Language packs also support Unicode character sets, which allows users to enter data using characters 
for the selected language. For example, names and descriptions of objects (such as personnel and 
credential records) can be entered using the selected language.

Note • The language option is only available on the Cisco PAM desktop client. The Cisco PAM Server 
Administration utility text and menus are displayed in English only.

• The Cisco PAM desktop client must be reinstalled after a language pack is uploaded to the server. 
The new language is not available until the desktop client is reinstalled. You may need to uninstall 
the existing client software before installing the new version.

• To update an existing translation, download and edit the language pack, and then re-import it to the 
server.

For instructions see the Localization section of the Cisco Physical Access Manager User Guide.

Optical Scanner and Proximity Card Enrollment Readers
Support for the Snapshell optical scanner allows users to scan government issued drivers license ID 
cards. Data from the cards is extracted to automatically create new personnel records.  

Support for the Prox Card Enrollment reader provides similar creation of personnel records using USB 
based proximity readers. 

For more information, see the following product web sites:

• Snapshell IDR scanner (ID reader):
http://www.scanshell-store.com/driver_license_scanner.htm

• Snapshell FDA scanner (Fraud Detection and Authentication): 
http://www.scanshell-store.com/snapshell_fda.htm

• Badge Enrollment using PcProx RFID USB Readers:
http://www.trossenrobotics.com/pcprox-usb-rfid-reader.aspx
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New Features
Improved Serviceability Allows Quicker Troubleshooting and Higher Uptime
Serviceability enhancements include the following:

• High Availability Enhancements , page 4

• Event Management Enhancements, page 4

• Camera Enhancements, page 4

• Event Policy Enhancements, page 4

• Robust Database Enhancements, page 5

• NTP Enhancements, page 5

• EDI Enhancements, page 5

High Availability Enhancements 

Enhanced HA synchronization and status information is displayed in the Cisco PAM Server 
Administration utility (if redundant appliances are configured).

Event Management Enhancements

• Events can be excluded from system backups to reduce the backup file Cisco PAM appliance 
significantly. Excluding events also allows support engineers to quickly create backups.

• Pruning and archiving of old historical events is now configured during the initial server setup, and 
can be updated using the Event configuration page in the Cisco PAM Server Administration utility. 
Event management is now simplified and a mandatory part of system setup and administration.

Camera Enhancements

• Camera arrangements—Operators can now right-click an event in the Event and Alarm monitoring 
modules to view a pop-up window that displays the camera arrangements for the related camera. For 
example, when an Alarm occurs, an operator can right-click the event and choose Show Camera 
Arrangement. The sub-menu displays all camera arrangements that include the associated camera. 
The operator can then select an arrangement to open the pop-up window.

• Self-association of cameras—Cameras are now automatically associated with themselves.  This 
allows operators to click on motion detection events to and quickly view live or recorded video for 
that event. Cisco PAM cameras can now be used like armed motion sensors, similar to those 
available in a home security system. 

• Camera location support—Cameras can now be assigned a location. 

Event Policy Enhancements

• Advanced search—Event policies can be searched by policy name and description.

• Descriptive event policies— Event policies can use plain text names.  For example instead of an 
event named “duress alarm”, operators can specify plain text names such as “duress alarm building 
12 lobby”.
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New Features
• Camera event policies—Event policies for video can be configured to include a camera alarm (such 
as motion detection), the camera location, and any other relevant attributes (such as a schedule). For 
example, an education customer can create different event policies for different schools. Each policy 
can include the alarm type (such as motion detection) together with the cameras assigned to a 
specific school’s location. A schedule an also be associated with the event policy so events are 
logged only after normal working hours. If each school has different working hours, then the user 
can create multiple schedules and assign them to the event policy for each school. 

• Intuitive camera viewing—IP camera motion detection events are displayed as events in Cisco PAM. 
By creating one policy for a group of cameras, multiple device instance selection happen on a single 
event policy.

Robust Database Enhancements

Large numbers of records (including .jpg photographs) can now be imported from external systems into 
the Cisco PAM database using the Cisco EDI tool. Records are imported in groups of 1,000 and a status 
indicator estimates of the operation’s progress. Error table entries are also periodically pruned from the 
database. 

This enhancement also includes the following:

• Credential/Personnel service enhancements. 

• Image files are compressed when importing personnel records using EDI. 

• Enhanced credential service logging for better troubleshooting.

NTP Enhancements

The network time protocol (NTP) server can be configured for all Gateway modules, or for selected 
Gateway modules, over the network using Cisco PAM. We strongly recommend using the same NTP 
setting for the Gateways and for the Cisco PAM appliance to ensure that events and messages between 
the server and the Gateway modules are in sync. If the time and date are not synchronized, inconsistent 
system behavior can occur.

Usage Notes

• To set the appliance NTP address, see “Configuring and Monitoring the Cisco PAM Server” in the 
Cisco Physical Access Manager User Guide.

• To set the Gateway NTP server addresses, see “Upgrading and Configuring Gateway Modules” in 
the Cisco Physical Access Manager User Guide. 

• Other systems that are integrated with Cisco PAM, such as the Video Surveillance Manager (Cisco 
VSM), should use the same NTP server setting.

• If the Gateway is configured to receive an NTP server setting from DHCP, then the Set NTP Server 
command in Cisco PAM will not change the NTP server setting on that Gateway. 

EDI Enhancements

Large volumes of personnel and badge data can be imported using the EDI module without impacting 
system performance.
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New Features
Server and Client Can Be in Different Time Zones

Beginning with Release 1.3.0, the Cisco PAM appliance and desktop client can be in different time 
zones. Although all events are stored on the appliance using the appliance time zone, the events are 
displayed using the desktop client’s time zone. This clarifies when the event occurred relative to where 
it is being viewed. 

Resetting the Server to the Factory Defaults

The Cisco PAM appliance can be restored to the original factory state by entering the following URL in 
a web browser:

https://server-ip-address/cmd/reset

Caution The reset command permanently deletes all system configurations and data and restores the appliance 
to the original factory state. To preserve configurations and data, perform a system backup before 
invoking the reset command. After the reset operation is complete, you can enter the initial setup 
configuration to bring the appliance back online, and then restore the system backup, if necessary. See 
the Cisco Physical Access Manager User Guide for instructions. 

Note This command can be entered on a standalone appliance, or on a single appliance in a redundant HA 
configuration. System downtime will occur while a standalone appliance is resetting.
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System Requirements
System Requirements 
Table 1 describes the minimum requirements for a Cisco PAM appliance, workstation, and Gateway 
module.

Table 1 Cisco PAM Release 1.3.0 Requirements

Requirement Description

Workstation software requirements • Windows XP or Vista and Internet Explorer 
6.0 or higher, or 
Windows 7 (64-bit only) and Internet 
Explorer 8.0 (32-bit only) 

• Java 6.0 or higher (JDK 1.6 or higher)

Workstation hardware requirements • 2.8 GHz Intel Pentium IV processor or 
higher.

• 2GB RAM or more.

• 100 MB hard disk space available for the 
application, and an additional 20 GB or more 
disk space for data storage.

Cisco PAM appliance software requirements Release 1.3.0

Cisco PAM appliance hardware requirements See the Cisco Physical Security Multiservices 
Platform Series User Guide. The Specifications 
section includes details on general features and 
power supplies.

Cisco Physical Access Gateway Firmware 
Requirements

Firmware Release 1.3.0 is required on all 
Gateway modules. 

Note Upgrade the Gateway firmware after 
upgrading the Cisco PAM software to 
Release 1.3.0. See Cisco Physical Access 
Gateway Firmware Installation, page 10 
for instructions.
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Obtaining Software, Documentation and Related Information
Obtaining Software, Documentation and Related Information
• Obtaining Software Images and Other Tools, page 8

• Related Documentation, page 8

• Data Sheets and Other Information, page 9

• Submitting a Service Request and Additional Information, page 9

Obtaining Software Images and Other Tools
To access the self-service portal and obtain software, documents, and tools, do the following:

1. Go to the following URL:
http://www.cisco.com/en/US/partner/products/ps9688/tsd_products_support_series_home.html

2. Click the Download Software link.

3. Log in to the Cisco Support Center. You must be a registered user of Cisco.com to access this page. 
You must have a current Cisco support contract that is linked to your Cisco.com account to download 
software and obtain help from the Cisco Technical Assistance Center.

4. Click the link for the correct release, or use the search function to locate the software release.

5. Follow the onscreen instructions.

Tip You can also log in to the Cisco Support Center at http://www.cisco.com/support/. 

Related Documentation
1. Go to one of the following URLs:

• Cisco Physical Access Manager Documentation
http://www.cisco.com/en/US/products/ps9688/tsd_products_support_series_home.html

• Cisco Physical Access Gateway
http://www.cisco.com/en/US/products/ps9687/tsd_products_support_series_home.html

2. Click the link for the appropriate guide.

For example: Install and Upgrade Guides or End-User Guides.

3. Use these publications to learn how to install and use the Cisco Physical Access Control.

For example, this page includes links to the following documentation:

• Cisco Physical Access Control API Reference Guide

• Cisco Physical Access Manager User Guide

• Cisco Physical Access Manager Quick Start Guide

• Cisco Physical Access Gateway Quick Start Guide

• Cisco Physical Access Gateway User Guide

• Cisco Physical Security Multiservices Platform Series User Guide

• Release Notes for Cisco Physical Access Control
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Data Sheets and Other Information
To obtain data sheets and other important information about the Cisco Physical Access Gateway, Cisco 
Physical Access Manager and other optional modules, do the following: 

1. Go to the following URL:
http://www.cisco.com/go/physicalsecurity

2. Click the Products link.

3. Click the Cisco Physical Access Control link.

4. Select Cisco Physical Access Control Hardware or Cisco Physical Access Control Software.

Submitting a Service Request and Additional Information
For information on obtaining documentation, submitting a service request, and gathering additional 
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and 
revised Cisco technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed 
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free 
service and Cisco currently supports RSS version 2.0. 
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Installation Notes
Installation Notes 
Review the following notes before installing the Cisco PAM software.

• Cisco Multi Services Platform Server Installation, page 10

• Cisco PAM Server and Desktop Software Installation, page 10

• Cisco Physical Access Gateway Firmware Installation, page 10

• Cisco PAM Hardware Module Installation, page 10

• Part Numbers for the Optional Feature Licenses, page 11

Cisco Multi Services Platform Server Installation
For instructions to physically install the Cisco PAM appliance supported in Release 1.2.0 and higher, see 
the Cisco Physical Security Multi Services Platform User Guide.

Note For information on the Cisco Physical Access 1125 Appliance installed with Cisco PAM Release 1.0.0 
through Release 1.2.0, see the Cisco Physical Access 1125 Appliance User Guide.

Cisco PAM Server and Desktop Software Installation
For instructions to install and upgrade the Cisco PAM software and firmware, see the Cisco Physical 
Access Manager User Guide. This guide includes instructions to install and upgrade the following 
software components:

• Cisco PAM appliance server software 

• Cisco PAM desktop client software

• Cisco VSM Video Player

• EDI Desktop Studio application 

Cisco Physical Access Gateway Firmware Installation
If a Cisco Physical Access Gateway is running a firmware version earlier than Release 1.3.0, an alarm 
indicates the version mismatch. Upgrade the Gateway to firmware Release 1.3.0. 

For instructions to upgrade the Cisco Physical Access Gateway firmware, see the Cisco Physical Access 
Manager User Guide and the Cisco Physical Access Gateway User Guide.

Cisco PAM Hardware Module Installation
For instructions to install the Cisco Physical Access Control hardware modules, see the Cisco Physical 
Access Gateway User Guide. This guide includes instructions to install the following hardware modules:

• Cisco Physical Access Gateway 

• Cisco Input Module 

• Cisco Output Module 
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Installation Notes
• Cisco Reader Module 

Part Numbers for the Optional Feature Licenses
To enable optional features, or additional capacity, purchase and install the Cisco licenses listed in 
Table 1-2. 

Table 1-2 Optional Feature Licenses and Part Numbers

Part Optional Feature Licence

CIAC-PAME-M64= Cisco Physical Access Manager 64-module capacity upgrade license

CIAC-PAME-M128= Cisco Physical Access Manager 128-module capacity upgrade license

CIAC-PAME-M512= Cisco Physical Access Manager 512-module capacity upgrade license

CIAC-PAME-M1024= Cisco Physical Access Manager 1024-module capacity upgrade license

CIAC-PAME-BD= Cisco Physical Access Manager Badge Designer and Enroller

CIAC-PAME-HA= Cisco Physical Access Manager High Availability License

CIAC-PAME-EDI= Cisco Physical Access Manager Enterprise Data License

CIAC-PAME-WSAPI= Cisco Physical Access Manager Web Services API License
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Upgrade Notes
Upgrade Notes
Review the following notes and instructions before upgrading the Cisco PAM server software, desktop 
client software, or Gateway firmware.

• Event Archive Settings Are Required, page 12

• Localization Feature Requires Database Upgrade, page 13

• Gateway Module Firmware Must Be the Same Version as Cisco PAM, page 14

• Credential Download Frequency Must be 60 Minutes or Higher, page 14

• Enabling the Password Recovery Feature, page 15

• Upgrading From Release 1.0.3 to Release 1.3.0, page 16

• Split Holiday Schedule Configurations By Month, page 16

• Select the Following Options When Upgrading Gateway Firmware, page 17

• Browser Time-out, page 17

• Upgrade the Cisco PAM Desktop Client Software, page 17

• Java Requirements, page 17

• Stop EDI Projects Before Upgrading Cisco PAM, page 18

• Database Password Change Message, page 18

Event Archive Settings Are Required
If upgrading from Release 1.2.0 or earlier to Release 1.3.0, you are automatically redirected to the Events 
configuration page of the Cisco PAM Server Administration utility (Figure 1). 

Figure 1 Initial Setup: Event Pruning and Archiving
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Use this page to enter the required event prune and archive settings. You cannot start the server or 
perform other activities until the event archiving is successfully configured.

The following additional conditions apply:

• If you are upgrading redundant HA servers, the historical event archive settings are only required 
on the primary appliance.

• If the appliance being upgraded has existing automation rules configured for historical events, the 
following occurs during the upgrade: 

– Commands to copy, prune or archive events are removed. If the automation rule only includes 
these commands, then the entire rule is removed. The system will use the new event pruning and 
archiving settings you are prompted to enter during the upgrade. 

– If the automation rule also includes action to create reports, the automation rule is upgraded and 
the reports rules are saved in the upgraded system. 

For instructions and more information, see the Cisco Physical Access Manager User Guide and the Cisco 
Physical Access Manager Quick Start Guide.

Localization Feature Requires Database Upgrade
If the Cisco PAM appliance is upgraded from release 1.2.0 or lower to release 1.3.0 or higher, the system 
database must also be upgraded to support localization. This is a one-time process performed by clicking 
an Enable Localization button the first time you access the localization feature (Figure 2). 

Figure 2 Enabling Localization 

Note • This procedure is also required if you restore a data backup from release 1.2.0 or lower to release 
1.3.0 or higher. 

• This process can take up to one hour (or more) to complete for large databases. 

• For more information, see the Language Pack instructions in the Cisco Physical Access Manager 
User Guide.
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Gateway Module Firmware Must Be the Same Version as Cisco PAM
Gateway modules must have the same firmware version as the Cisco PAM appliance server software. 
This includes the major version, minor version, maintenance version, and the build number. If any 
difference in versions exists between the Gateway and the appliance, then only a restricted set of 
operations (such as image upgrade) can be performed.

For instructions to upgrade firmware on an individual mode, see the Cisco Physical Access Gateway 
User Guide. For instructions to upgrade the firmware on multiple Gateway modules, see the Cisco 
Physical Access Manager User Guide.

Credential Download Frequency Must be 60 Minutes or Higher
The Credential download frequency cannot be set lower than 60 minutes. If a number less than 60 is 
entered, the setting will be reset to 60.

Note The Credential download frequency defines how often (in minutes) credential information is 
downloaded to the Gateways.

To access the Credential download frequency, do the following:

Step 1 Select System Configuration from the Admin menu. 

Step 2 Select the Cisco Settings tab, as shown in Figure 3.

Figure 3 Cisco Settings Tab in the System Configuration Window

Step 3 Enter a number 60 or higher in the Credential download frequency (mins) field.

Step 4 Click Save. 

Step 5 Restart the Cisco Physical Access Manager (exit and relaunch the application).
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Note Changes to system configuration settings do not take effect until the Cisco PAM desktop application is 
restarted (exit and re-launch the application).

Enabling the Password Recovery Feature
If upgrading from Release 1.1.0 or earlier, you can enable the Cisco PAM Server Administration utility 
password recovery feature. The following fields must be configured (if not already set):

• Email Address

• SMTP Server Address

• SMTP Email Address from

Note The Forgot Password? link appears on the login page only if the server email settings are configured. 

To configure the Email and SMTP fields, do the following: 

Step 1 Log in to the Cisco PAM Server Administration utility.

Step 2 Enter the email address that will receive Forgot Password? emails.

a. Select the Setup tab and then select the User menu, as shown in Figure 4.

Figure 4 Email Recipient for Forgot Password

b. Enter an Email Address that will receive Forgot Password emails.

c. Click Update.
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Upgrade Notes
Step 3 Enter the SMTP settings used to send the Forgot Password emails. 

a. In the Setup tab, click the Email menu, as shown in Figure 5.

Figure 5 Send Email Settings for Forgot Password

b. Enter the SMTP Server Address used to send outgoing messages. Outgoing messages also include 
event and other alarm information. 

c. Enter an email address in SMTP Email Address from. This address appears in the From field for 
messages sent by the Cisco PAM appliance. This email address is also the Reply To address.

d. Click Test to verify the settings.

e. Click Update to save the settings.

Upgrading From Release 1.0.3 to Release 1.3.0
To upgrade to Cisco PAM Release 1.3.0 from Release 1.0.3, you must first upgrade to Cisco PAM 
Release 1.1.0. For more information see the caveat CSCte56355.

Split Holiday Schedule Configurations By Month 
Holiday schedules that span two months (for example, December 25 through January 4) do not operate 
correctly. Although Cisco PAM Release 1.2.0 prevents this configuration, in Release 1.1.0 and earlier 
you must manually change any existing Holiday configurations that span more than one month. To do 
so, split the Holiday into two entries: one that covers the first month and the second that covers the 
following month. 

For example, if a holiday configuration is made for December 25 through January 4, it will not operate 
correctly. Create one entry for December 25 through December 31, and a second entry for January 1 
through January 4.

For more information, see the caveat CSCsq04020.
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Upgrade Notes
Select the Following Options When Upgrading Gateway Firmware
When upgrading Gateway firmware images to Cisco PAM Release 1.3.0 from any Release 1.1.0 or 
earlier, select the following options:

– Set as active image: (checked by default) make the firmware file new active image.

– Delete configuration: delete the module configuration. The configuration is automatically 
reloaded when the module established communication with the Cisco PAM appliance.

– Delete events: delete all events stored on the module.

– Reset Gateway: (checked by default) perform a soft reset to powercycle the module. Changes 
to the active image are applied only after the Gateway is reset.

Note When all options are selected, wait approximately 10-15 minutes for the firmware upgrade to complete.

See the instructions in the Cisco Physical Access Gateway User Guide or the Cisco Physical Access 
Manager User Guide for more information. 

Browser Time-out
When upgrading, the web browser may display an error such as “Page Not Found” while the upgrade is 
in process. Wait approximately five minutes for the upgrade to complete, then refresh the browser to 
display the login page.

Upgrade the Cisco PAM Desktop Client Software
Always upgrade the Cisco PAM desktop client when the server software is upgraded. If the versions are 
not the same, an error will occur when launching the desktop client. See the Cisco Physical Access 
Manager User Guide for instructions.

Note If the download fails, check your Java Web Start network settings. The Cisco PAM client launches using 
Java Web Start.

Java Requirements
Before upgrading the Cisco PAM server, upgrade your PC to Java 6.0 or higher (JDK 1.6 or higher), if 
necessary.

• To install Java 1.6, log on to the Cisco PAM appliance, select Downloads, and then select JRE 1.6 
(Windows).

• To download the latest Java, go to http://www.java.com/en/download/manual.jsp
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Upgrade Notes
Stop EDI Projects Before Upgrading Cisco PAM
Stop any running EDI projects before upgrading the Cisco PAM appliance software. After the upgrade, 
re-import the project to EDI Administration and start it again. See Cisco Physical Access Manager User 
Guide for instructions to stop, start and import EDI projects.

If EDI projects are not stopped before a Cisco PAM upgrade, the project execution (or run) will not be 
successful. If this occurs, contact your Cisco support representative for assistance.

Database Password Change Message
After an upgrade, if the server is started using the Start command in the Commands menu of the Cisco 
PAM Server Administration utility, a message appears asking if you want to change the database 
password. Click Cancel. This password is a security measure used for troubleshooting and technical 
support. It does not impact user operation.
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Caveats
Caveats 
• Using the Bug Toolkit, page 19

• Open Caveats, page 20

Using the Bug Toolkit
You can search for problems by using the Cisco Software Bug Toolkit. To access the Bug Toolkit, you 
need the following items:

• Internet connection

• Web browser

• Cisco.com user ID and password

To use the Software Bug Toolkit, follow these steps:

Procedure

Step 1 To access the Bug Toolkit, go to 
http://tools.cisco.com/Support/BugToolKit/action.do?hdnAction=searchBugs.

Step 2 Log on with your Cisco.com user ID and password.

Step 3 To look for information about a specific problem, enter the bug ID number in the “Search for bug ID” 
field, then click Go.

Step 4 To look for information if you do not know the bug ID number:

a. Select Product Category: Select Security.

b. Select Product: Select Cisco Physical Access Control.

c. Software Version menu: (Optional) Select the version number. 

d. Advanced Options: Select Use default settings or Use custom settings. The default settings search 
for severity 1, 2 and 3 bugs, open and fixed bugs, and bugs containing bug details. Use the custom 
settings to change the severity and status parameters, or to search for keywords within the bug 
headline and description. 

Tip For information about how to search for bugs, create saved searches, create bug groups, etc., click Help 
in the Bug Toolkit page.
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Caveats
Open Caveats
Table 3 lists known issues and limitations with Cisco PAM Release 1.3.0. Click the link to view the 
workaround for each issue.

Table 3 Unresolved Caveats for Cisco Physical Access Control Release 1.3.0

Identifier Headline and Bug Toolkit

CSCth56458 Access Control Gateway CPUs can become unsynchorized, and then automatically resolve after 8 
seconds. This can result in a card down & card up event. 

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugI
d=CSCth56458

CSCtn17280 Collection of ALL LOGS fails on the Gateway when log files become too large. The log files can be 
collected individually using Cisco PAM.

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugI
d=CSCtn17280

CSCtn31580 If the same Language Pack if uploaded to both Cisco PAM appliances in a redundant configuration, the 
Cisco PAM Server Administration utility can become unresponsive. Language packs should only be 
uploaded and managed on the Active appliance in an HA pair.

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugI
d=CSCtn31580

CSCtl50908 If upgrading two redundant appliances (HA configuration), complete the upgrade on one appliance 
before beginning the upgrade on the second appliance. If the second appliance is upgraded before the 
first appliance upgrade is complete, unrecoverable conditions may occur, forcing a restore from a 
backup file. The recommended steps are:

1. Stop the Standby appliance

2. Stop the Active appliance

3. Upgrade the Active appliance

4. Start the Active appliance and verify that the system is up

5. Upgrade the Standby appliance

6. Start the Standby appliance and verify the system status is Standby

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugI
d=CSCtl50908

CSCtn14112 If communication is lost between the Active and Standby appliances in an HA server pair, but 
appliances can assume the Active state. When communication is reestablished, both appliances remain 
in Active state, resulting in a split-brain scenario. This causes Cisco PAM to display all Gateways in 
the Down state. To resolve this state, wait until network connectivity is reestablished and then use the 
Cisco PAM Server Administration utility to stop the secondary server.

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugI
d=CSCtn14112
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This document is to be used in conjunction with the documents listed in the “Related Documentation” section.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks 
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word 
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and 
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and 
coincidental.

© 2008-2011 Cisco Systems, Inc. All rights reserved.
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