
Before You Begin

Read the following information carefully, and record these configurations (back up, export, obtain screen
shots) wherever possible before you begin an upgrade:

• Supported Upgrade Paths, on page 1
• Cisco Secure ACS to Cisco ISE Migration, on page 2
• Time Taken for Upgrade, on page 2
• Firewall Ports that Must be Open for Communication, on page 2
• Export Certificates and Private Keys, on page 2
• Create Repository and Copy the Upgrade Bundle, on page 2
• Check the Disk Space, on page 3
• Back Up Cisco ISE Configuration and Operational Data from the Primary Administration Node, on page
3

• Back Up System Logs from the Primary Administration Node, on page 4
• Obtain Active Directory and Internal Administrator Account Credentials, on page 4
• Activate MDM Vendor Before Upgrade, on page 5
• Record Profiler Configuration, on page 5
• Check Load Balancer Configuration, on page 5

Supported Upgrade Paths
You can directly upgrade to Cisco ISE, Release 2.0, from any of the following releases:

• Cisco ISE, Release 1.3

• Cisco ISE, Release 1.3 patch 1 or later

• Cisco ISE, Release 1.4

• Cisco ISE, Release 1.4 patch 3

If you are on a version earlier than Cisco ISE, Release 1.3, you must first upgrade to one of the releases listed
above and then upgrade to Release 2.0.
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Cisco Secure ACS to Cisco ISE Migration
You can directly migrate to Cisco ISE, Release 2.0 only from Cisco Secure ACS, Releases 5.5 and 5.6. For
information about migrating from Cisco Secure ACS, Releases 5.5 and 5.6 to Cisco ISE, Release 2.0, see the
Cisco Identity Services Engine Migration Tool Guide.

You cannot migrate to Release 2.0 from Cisco Secure ACS 4.x or earlier versions, Cisco Secure ACS 5.1,
5.2, 5.3, or 5.4, or from Cisco Network Admission Control (NAC) Appliance. From Cisco Secure ACS,
Releases 4.x, 5.1, 5.2, 5.3, and 5.4, you must upgrade to ACS, Release 5.5 or 5.6 and then migrate to Cisco
ISE, Release 2.0.

Time Taken for Upgrade

Firewall Ports that Must be Open for Communication
If you have a firewall that is deployed between your primary Administration node and any other node, the
following ports must be open before you upgrade:

• TCP 1521—For communication between the primary administration node and monitoring nodes.

• TCP 443—For communication between the primary administration node and all other secondary nodes.

• TCP 12001—For global cluster replication.

• TCP 7800 and 7802—(Applicable only if the policy service nodes are part of a node group) For PSN
group clustering.

For a full list of ports that Cisco ISE uses, see the Cisco Identity Services Engine Hardware Installation Guide.

Export Certificates and Private Keys
We recommend that you export:

• All local certificates (from all the nodes in your deployment) along with their private keys to a secure
location. Record the certificate configuration (what service the certificate was used for).

• All certificates from the Trusted Certificates Store of the Primary Administration Node. Record the
certificate configuration (what service the certificate was used for).

Create Repository and Copy the Upgrade Bundle
Create a repository to obtain backups and copy the upgrade bundle. We recommend that you use FTP for
better performance and reliability. Do not use repositories that are located across slow WAN links. We
recommend that you use a local repository that is closer to the nodes.

Download the upgrade bundle from Cisco.com.
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http://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Cisco_SNS_3400_Series_Appliance_Ports_Reference.html
https://software.cisco.com/download/release.html?mdfid=283801620&flowid=26081&softwareid=283802505&release=2.1.0&relind=AVAILABLE&rellifecycle=&reltype=latest


For upgrade, you can copy the upgrade bundle to the Cisco ISE node's local disk using the following command:

copy repository_url/path/ise-upgradebundle-1.3.x-and-1.4.x-to-2.0.0.291.x86_64.tar.gz disk:/

For example, if you want to use SFTP to copy the upgrade bundle, you can do the following:

1. (Add the host key if it does not exist) crypto host_key add host mySftpserver

2. copy sftp://aaa.bbb.ccc.ddd/ise-upgradebundle-1.3.x-and-1.4.x-to-2.0.0.291.x86_64.tar.gz disk:/

aaa.bbb.ccc.ddd is the IP address or hostname of the SFTP server and
ise-upgradebundle-1.3.x-and-1.4.x-to-2.0.0.291.x86_64.tar.gz is the name of the upgrade bundle.

Having the upgrade bundle in the local disk saves time during upgrade. Alternatively, you can use the
application upgrade prepare command to copy the upgrade bundle to the local disk and extract it.

• Ensure that you have a good bandwidth connection with the repository. When you download the upgrade
bundle from the repository to the node, the download times out if it takes more than 35 minutes to
complete.

• If you are using a local disk to store your configuration files, the files will be deleted when you perform
the upgrade. Hence, we recommend that you create a Cisco ISE repository and copy the files to this
repository.

Note

Check the Disk Space
Verify the the available disk size with Disk Requirement Size. If you need to increase the disk size, you will
need to reinstall ISE and restore a config backup.

Back Up Cisco ISE Configuration and Operational Data from the
Primary Administration Node

Obtain a backup of the Cisco ISE configuration and operational data from the Command Line Interface (CLI)
or the GUI. The CLI command is:

backup backup-name repository repository-name {ise-config | ise-operational} encryption-key {hash |
plain} encryption-keyname

When Cisco ISE runs on VMware, VMware snapshots are not supported for backing up ISE data.

VMware snapshot saves the status of a VM at a given point of time. In a multi-node Cisco ISE deployment,
data in all the nodes are continuously synchronized with the current database information. Restoring a snapshot
might cause database replication and synchronization issues. Cisco recommends that you use the backup
functionality included in Cisco ISE for archival and restoration of data.

Using VMware snapshots to back up ISE data results in stopping Cisco ISE services. A reboot is required to
bring up the ISE node.

Note
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https://www.cisco.com/c/en/us/td/docs/security/ise/2-0/installation_guide/b_ise_InstallationGuide20/Installing_ISE_on_a_VMware_Virtual_Machine.html#ID-1417-000000d9


You can also obtain the configuration and operational data backup from the Cisco ISE Admin Portal. Ensure
that you have created repositories for storing the backup file. Do not back up using a local repository. You
cannot back up the monitoring data in the local repository of a Remote Monitoring node. The following
repository types are not supported: CD-ROM, HTTP, HTTPS, or TFTP. This is because these repository types
are all either read-only or their protocol does not support the file listing.

1. Choose Administration > Maintenance > Backup and Restore.

2. Click Backup Now.

3. Enter the values as required to perform a backup.

4. Click OK.

5. Verify that the backup completed successfully.

Cisco ISE appends the backup filename with a timestamp and stores the file in the specified repository.
In addition to the timestamp, Cisco ISE adds a CFG tag for configuration backups and OPS tag for
operational backups. Ensure that the backup file exists in the specified repository.

In a distributed deployment, do not change the role of a node or promote a node when the backup is
running. Changing node roles will shut down all the processes and might cause some inconsistency in
data if a backup is running concurrently. Wait for the backup to complete before you make any node role
changes.

Cisco ISE allows you to obtain a backup from an ISE node (A) and restore it on another ISE node (B), both
having the same hostnames (but different IP addresses). However, after you restore the backup on node B,
do not change the hostname of node B because it might cause issues with certificates and portal group tags.

Note

Back Up System Logs from the Primary Administration Node
Obtain a backup of the system logs from the Primary Administration Node from the Command Line Interface
(CLI). The CLI command is:

backup-logs backup-name repository repository-name encryption-key { hash | plain} encryption-key
name

Obtain Active Directory and Internal Administrator Account
Credentials

If you use Active Directory as your external identity source, ensure that you have the Active Directory
credentials and a valid internal administrator account credentials on hand. After upgrade, you might lose
Active Directory connections. If this happens, you need the ISE internal administrator account to log in to
the Admin portal and Active Directory credentials to rejoin Cisco ISE with Active Directory.
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Activate MDM Vendor Before Upgrade
If you use the MDM feature, then before upgrade, ensure that the MDM vendor status is active.

Otherwise, the existing authorization profiles for the MDM redirect are not updated with the MDM vendor
details. After upgrade, you must manually update these profiles with an active vendor and the users will go
through the onboarding flow again.

Record Profiler Configuration
If you use the Profiler service, ensure that you record the profiler configuration for each of your Policy Service
nodes from theAdmin portal (Administration > System>Deployment > <node> >ProfilingConfiguration).
You can make a note of the configuration or obtain screen shots.

Check Load Balancer Configuration
If you are using any load balancer between the Primary Administration Node (PAN) and the Policy Service
node (PSN), ensure that the session timeout that is configured on the load balancer does not affect the upgrade
process. If the session timeout is set to a lower value, it might affect the upgrade process on the PSNs located
behind the load balancer. For example, if a session times out during the database dump from PAN to a PSN,
the upgrade process may fail on the PSN.
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