Cisco Secure ACS to Cisco ISE Migration Tool
This chapter provides information about the Cisco Secure ACS to Cisco ISE Migration Tool that is used for
data migration from a Cisco Secure ACS, Release 5.5 or 5.6 database to a Cisco ISE, Release 2.0 system.
• Data Migration from Cisco Secure ACS to Cisco ISE, page 1
• Cisco Secure ACS to Cisco ISE Migration Tool, page 2
• Software Requirements, page 4

Data Migration from Cisco Secure ACS to Cisco ISE
The only supported direct migration process that uses the Cisco Secure ACS to Cisco ISE Migration Tool is
from a Cisco Secure ACS, Release 5.5 or 5.6 to a Cisco ISE, Release 2.0 system.
There are three steps in the migration process:
1 Exporting the Cisco Secure ACS, Release 5.5 or 5.6 data from its database
2 Persisting the data by using the migration tool
3 Importing the persisted data into the Cisco ISE, Release 2.0 system

Data Migration Time Estimate
The Cisco Secure ACS (Cisco SNS 3415) to Cisco ISE Migration Tool may run for approximately 21 hours
to migrate 4 LDAPs, 1,000 identity groups, 20 network device locations, 25 access services, 50 SSPs, 100
DACLs, 320 authorization rules, 600 authorization profiles, 20 command sets and shell profiles (each command
contains 100 commands), 30,000 network devices, 25,000 users, and 150,000 hosts.
The migration tool may run for approximately 52 hours to migrate the following configurations:
• 4 LDAPs
• 1,000 identity groups
• 500 user identity groups
• 20 network device locations
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• 100 network device groups
• 25 access services
• 50 SSPs
• 600 downloadable access control lists (DACLs)
• 320 authorization rules
• 600 authorization profiles (with or without policy sets)
• 20 command sets and shell profiles (each command contains 100 commands)
• 40 policy sets (limited by max rules)
• 20 custom user dictionaries
• 100,000 network devices
• 300,000 users
• 150,000 hosts

Cisco Secure ACS to Cisco ISE Migration Tool
Before running the migration tool, ensure that you have upgraded to Cisco ISE, Release 2.0, and have installed
the latest patches for Cisco Secure ACS, Release 5.5 or 5.6 .
The migration tool helps you to migrate the data from Cisco Secure ACS, Release 5.5 or 5.6 to Cisco ISE,
Release 2.0 system. The design of the tool addresses the inherent migration problems that result from differences
in the underlying hardware platforms and systems, databases, and data schemes.
The migration tool runs on Linux-based and Windows-based systems. The migration tool works by exporting
the Cisco Secure ACS data files, analyzing the data, and making the required data modifications that are
necessary for importing the data into a format that is usable by the Cisco ISE, Release 2.0 system.
• The migration tool requires minimum user interaction, and full set of configuration data.
• The migration tool provides you a complete list of unsupported objects.
The Cisco Secure ACS, Release 5.5 or 5.6 and Cisco ISE, Release 2.0 applications may or may not run on
the same type of physical hardware. The migration tool uses the Cisco Secure ACS Programmatic Interface
(PI) and the Cisco ISE representational state transfer (REST) application programming interfaces (APIs). The
Cisco Secure ACS PI and the Cisco ISE REST APIs allow the Cisco Secure ACS and Cisco ISE applications
to run on supported hardware platforms or VMware servers. Because Cisco Secure ACS is considered a closed
appliance, running the migration tool directly on a Cisco ACS appliance is not permitted. Instead, the Cisco
Secure ACS PI reads and returns the configuration data in a normalized form. The Cisco ISE REST APIs
perform validation and normalize the exported Cisco Secure ACS data to persist it in a form usable by Cisco
ISE software.

Minimum Data Configuration Required to Start Migration
A minimal amount of configuration data is needed at the beginning of the migration process before the
application proceeds to migrate the full set of configuration items. However, as the migration progresses,
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some data may not be mapped automatically between the two applications. The administrator handling the
migration is notified of this type of data, which must be resolved before the migration is complete.

Migration Tool Monitors Progress of Data Migration
As the migration proceeds, you can monitor the real-time migration status along with the progress of activities.
In case of troubleshooting, detailed logs are available and accessible in the migration tool.

Checkpoints to Continue Migration in the Migration Tool
You can perform export and import operations individually or in sequence. Exporting and importing may take
a long time and depends on the amount of data being migrated. Therefore, the migration tool periodically
displays checkpoints with the status of the activity being performed. You can restart the migration process
from a checkpoint in case of a failure.

Export Configuration Data from Cisco Secure ACS
You can start the export process after you are authenticated by the Cisco Secure ACS system and request for
the data to be exported.
A direct upgrade from Cisco Secure ACS to Cisco ISE is not supported. The migration tool assists you if you
want to uninstall Cisco Secure ACS, Release 5.5 or 5.6 software and reimage the physical hardware with
Cisco ISE, Release 2.0 software.

Analyze Configuration Data
During the export phase, the migration tool reads and analyzes the data to confirm that it can be created
correspondingly on the Cisco ISE system. Because the Cisco Secure ACS and Cisco ISE policy models are
not the same, some of the data might not be supported by Cisco ISE. The migration tool reports any data
issues that may require an administrator intervention at the end of the export phase.

Data Persistence
The migration tool persists the Cisco Secure ACS data while the re-image process is completing and before
the import stage begins.

Import Configuration Data into Cisco ISE
During this step, the migration tool imports configuration data into Cisco ISE.

Cisco Identity Services Engine, Release 2.0 Migration Tool Guide
3

Cisco Secure ACS to Cisco ISE Migration Tool
Software Requirements

Software Requirements
Table 1: Software Requirements for the Cisco Secure ACS to Cisco ISE Migration Tool

Operating System

The migration tool runs on Windows and Linux machines. The
machine should have JAVA installed on it.

Minimum disk space

The minimum disk space required is 1 GB.
This space is required not only for the installation of the
migration tool, but also because the migration tool will store
the migrated data and will generate reports and logs.

Minimum RAM

The minimum RAM required is 2 GB.
If you have about 300,000 users, 50,000 hosts, 50,000 network
devices, then we recommend that you have a minimum of 2
GB of RAM.
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