	Security Configuration Guide: Access Control Lists, Cisco IOS XE Gibraltar 16.11.x (NCS 4200 Series)
	Contents
	IP Access List Overview
	Finding Feature Information
	Information About IP Access Lists
	Benefits of IP Access Lists
	Border Routers and Firewall Routers Should Use Access Lists
	Definition of an Access List
	Access List Rules
	Helpful Hints for Creating IP Access Lists
	Named or Numbered Access Lists
	Standard or Extended Access Lists
	IP Packet Fields You Can Filter to Control Access
	Wildcard Mask for Addresses in an Access List
	Access List Sequence Numbers
	Access List Logging
	Alternative to Access List Logging

	Additional IP Access List Features
	Where to Apply an Access List

	Additional References

	Creating an IP Access List and Applying It to an Interface
	Finding Feature Information
	Restrictions for Creating an IP Access List and Applying It to an Interface
	Information About Creating an IP Access List and Applying It to an Interface
	Helpful Hints for Creating IP Access Lists
	Access List Remarks
	Additional IP Access List Features

	How to Create an IP Access List and Apply It to an Interface
	Creating a Standard Access List to Filter on Source Address
	Creating a Named Access List to Filter on Source Address
	Creating a Numbered Access List to Filter on Source Address

	Creating an Extended Access List
	Creating a Named Extended Access List
	Creating a Numbered Extended Access List

	Applying an Access List to an Interface

	Configuration Examples for Creating an IP Access List and Applying It to an Interface
	Example: Filtering on Host Source Address
	Example: Filtering on Subnet Source Address
	Example: Filtering on Source and Destination Addresses and IP Protocols
	Example: Filtering on Source Addresses Using a Numbered Access List
	Example: Preventing Telnet Access to a Subnet
	Example: Filtering on TCP and ICMP Using Port Numbers
	Example: Allowing SMTP E-mail and Established TCP Connections
	Example: Preventing Access to the Web by Filtering on Port Name
	Example: Filtering on Source Address and Logging the Packets
	Example: Limiting Debug Output

	Additional References Creating an IP Access List and Applying It to an Interface

	Creating an IP Access List to Filter IP Options, TCP Flags, Noncontiguous Ports
	Finding Feature Information
	Prerequisites for Creating an IP Access List to Filter IP Options TCP Flags Noncontiguous Ports
	Information About Creating an IP Access List to Filter IP Options, TCP Flags, Noncontiguous Ports
	IP Options
	Benefits of Filtering IP Options
	Benefits of Filtering on TCP Flags
	TCP Flags
	Benefits of Using the Named ACL Support for Noncontiguous Ports on an Access Control Entry Feature

	How to Create an IP Access List to Filter IP Options TCP Flags Noncontiguous Ports
	Filtering Packets That Contain IP Options
	What to Do Next

	Filtering Packets That Contain TCP Flags
	Configuring an Access Control Entry with Noncontiguous Ports
	Consolidating Access List Entries with Noncontiguous Ports into One Access List Entry
	What To Do Next


	Configuration Examples for Filtering IP Options, TCP Flags, Noncontiguous Ports
	Example: Filtering Packets That Contain IP Options
	Example: Filtering Packets That Contain TCP Flags
	Example: Creating an Access List Entry with Noncontiguous Ports
	Example: Consolidating Some Existing Access List Entries into One Access List Entry with Noncontiguous Ports

	Additional References

	IPv6 Access Control Lists
	Finding Feature Information
	Information About IPv6 Access Control Lists
	Access Control Lists for IPv6 Traffic Filtering
	IPv6 Packet Inspection
	Access Class Filtering in IPv6


	Restrictions for IPv6 Access Control Lists
	How to Configure IPv6 Access Control Lists
	Configuring IPv6 Traffic Filtering
	Creating and Configuring an IPv6 ACL for Traffic Filtering
	Applying the IPv6 ACL to an Interface

	Controlling Access to a vty
	Creating an IPv6 ACL to Provide Access Class Filtering
	Applying an IPv6 ACL to the Virtual Terminal Line


	Configuration Examples for IPv6 Access Control Lists
	Example: Verifying IPv6 ACL Configuration
	Example: Creating and Applying an IPv6 ACL
	Example: Controlling Access to a vty

	Additional References


