
 

Configuring LLDP
This chapter describes how to configure the Link Layer Discovery Protocol (LLDP) and LLDP Media Endpoint Discovery 
(LLDP-MED) service on the Cisco 910 Industrial Routers (hereafter referred to as the router).
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Understanding LLDP and LLDP-MED
To support non-Cisco devices and to allow for interoperability between other devices, the router supports the IEEE 
802.1AB Link Layer Discovery Protocol (LLDP). LLDP is a neighbor discovery protocol that is used for network devices 
to advertise information about themselves to other devices on the network. This protocol runs over the data-link layer, 
which allows two systems running different network layer protocols to learn about each other. 

LLDP-MED
LLDP for Media Endpoint Devices (LLDP-MED) is an extension to LLDP that operates between endpoint devices such as 
IP phones and network devices such as routers. It specifically provides support for voice over IP (VoIP) applications, 
Power over Ethernet, inventory management, and location information. The Cisco 910 Industrial Router only supports the 
following location information for LLDP-MED.

 Civic location information—Provides the civic address information and postal information. Examples of civic location 
information are street address, road name, and postal community name information.

 ELIN location information—Provides the location information of a caller. The location is determined by the Emergency 
location identifier number (ELIN), which is a phone number that routes an emergency call to the local public safety 
answering point (PSAP) and which the PSAP can use to call back the emergency caller.

Configuring LLDP and LLDP-MED
 Default LLDP Configuration, page 2

 Enabling LLDP, page 2

 Configuring LLDP-MED, page 2
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Default LLDP Configuration

Enabling LLDP
All LLDP configurations are under global configuration. The router does not support per-interface configuration for LLDP.

Beginning in privileged EXEC mode, follow these steps to enable LLDP:

To disable LLDP, use the no lldp run global configuration command. 

This example shows how to globally enable LLDP.

Router# configure terminal
Router(config)# lldp run
Router(config)# exit

Configuring LLDP-MED
Beginning in privileged EXEC mode, follow these steps to configure location information for an endpoint and to apply it 
to an interface.

Table 5 Default LLDP Configuration

Feature Default Setting

LLDP global state Disabled

LLDP holdtime (before discarding) 120 seconds

LLDP timer (packet update frequency) 30 seconds

LLDP reinitialization delay 1 second

LLDP receive Disabled (When LLDP is globally enabled, LLDP receive is also enabled.)

LLDP transmit Disabled (When LLDP is globally enabled, LLDP transmit is also 
enabled.)

Command Purpose

1. configure terminal Enter global configuration mode.

2. lldp run Enable LLDP globally on the router.

3. lldp timer rate (Optional) Set the sending frequency of LLDP updates in seconds. 
The range is 5 to 65534 seconds; the default is 30 seconds.

4. exit Return to privileged EXEC mode.

5. show lldp Verify the configuration.

6. copy running-config startup-config (Optional) Save your entries in the configuration file.
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Command Purpose

1. configure terminal Enter global configuration mode.

2. location civic-location address interface 
interface-id
or
location elin-location address interface 
interface-id

Specify the location information for an endpoint.

 civic-location—Specify civic location information.

 elin-location—Specify emergency location information 
(ELIN).

 address—Specify the site or location information in 
alphanumeric format. 

— The format of the civic-location is 
2:County:6:Stree:3:City:19:House number. The first 
digit is always 2. The next two letters are the country 
code. Then, arguments are paired to form the 
address. The first member of the pair is a digit 
indicating the type of the second member. The valid 
types are listed as following:

1—National subdivisions
2—County, parish, district
3—City, township
4—City division, borough, ward
5—Neighborhood, block
6—Street
16—Leading street direction
17—Trailing street suffix
18—Street suffix
19—House number
20—House number suffix
21—Landmark or vanity address
22—Additional location info
23—Name
24—Postal/ZIP code
25—Building
26—Unit
27—Floor
28—Room number
29—Place type
128—Script

— The format of the elin-location is 3:ELIN_number, 
where the first digit should be 3 and ELIN_number is 
a numerical string using for setting up emergency 
call.

 interface-id—Specify the interface, which should only be 
GigabitEthernet 0/1 for the router.
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Use the no form of each command to return to the default setting.

This example shows how to configure civic location information on the router: 

Router# configure terminal
Router(config)# location civic-location 2:FR:6:CommercialRd:3:Roseville:19:4 interface GigabitEthernet 
0/1
Router(config)# exit

This example shows how to configure ELIN location information on the router: 

Router# configure terminal
Router(config)# location elin-location 3:000911 interface interface GigabitEthernet 0/1
Router(config)# exit

Monitoring and Maintaining LLDP and LLDP-MED
To monitor and maintain LLDP and LLDP-MED service on your device, perform one or more of these tasks, beginning in 
privileged EXEC mode.

The following example shows a sample output of the show lldp command:

Router# show lldp
-------------------------------------------------------------------------------
Global configuration:
-------------------------------------------------------------------------------
Configuration:
  Transmit delay: 30
  Hold time:    120
  Reinitialisation delay: 1
  Receive mode: no
  Pattern for management addresses: (none)
  Interface pattern: (none)
  Interface pattern for chassis ID: (none)
  Override description with: (none)

3. exit Return to privileged EXEC mode.

4. show location civic-location interface 
interface-id
or
show location elin-location interface 
interface-id

Verify the configuration.

5. copy running-config startup-config (Optional) Save your entries in the configuration file.

Command Purpose

Command Description

show lldp Display global information, such as frequency of transmissions, the 
holdtime for packets being sent, and the delay time before LLDP initializes 
on an interface.

show lldp neighbors [interface-id] Display information about neighbors, including device type, interface type 
and number, holdtime settings, capabilities, and port ID. 

show location civic-location identifier 
id

Display the location information for a specific global civic location.

show location elin-location identifier id Display the location information for an emergency location.
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  Override platform with: (none)
  Advertise version: yes
  Disable LLDP-MED inventory: no

The following example shows a sample output of the show lldp neighbors command:

Router# show lldp neighbors eth1
LLDP neighbors:
-------------------------------------------------------------------------------
Interface:    eth1, via: LLDP, RID: 3, Time: 0 day, 00:01:25
Chassis:  
ChassisID: mac 00:64:40:f0:d2:80
SysName: C2960.hc.nsbg.efoxconn.com
SysDescr: Cisco IOS Software, C2960 Software (C2960-LANBASEK9-M), Version 15.0(1)SE2, RELEASE SOFTWARE 
(fc3)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2011 by Cisco Systems, Inc.
Compiled Thu 22-Dec-11 00:46 by prod_rel_team
MgmtIP:172.18.60.89
Capability: Bridge, on
Port:
    PortID: ifname Fa0/37
    PortDescr: FastEthernet0/37
    PMD autoneg: supported: yes, enabled: yes
      Adv: 10Base-T, HD: yes, FD: yes
      Adv: 100Base-T, HD: yes, FD: yes
      MAU oper type: 100BaseTXFD - 2 pair category 5 UTP, full duplex mode
VLAN: 1, pvid: yes
LLDP-MED:    
    Device Type: unknown
    Capability: Capabilities
    Capability: Policy
    Capability: Location
    Capability: MDI/PSE
    Capability: Inventory
    LLDP-MED Network Policy for: AppType: 1, Defined: no
      :  Voice
      Layer 2 Priority: 0
      DSCP Value: 0
LLDP-MED Network Policy for: AppType: 2, Defined: no
      : Voice Signaling
  Layer 2 Priority: 0
  DSCP Value: 0
LLDP-MED Location Identification: Type: address
      Country:        
Extended Power-over-Ethernet:
   Power Type & Source: PSE Device
   Power Source: Primary Power Source
   Power Priority: low
   Power Value:  0
 Inventory:   
   Hardware Revision: WS-C2960-48PST-L (PowerPC405):B0
   Software Revision: 15.0(1)SE2
   Manufacturer: Cisco Systems, Inc.
   Model: WS-C2960-48PST-L

The following example shows the civic location configuration:

Router# show location civic-location eth1
Civic location information:
County: FR
Street: CommercialRd
City: Roseville
5



Configuring LLDP

 

  
House number: 4
Floor: 2
Room number: 1

The following example shows the ELIN location configuration:

Router# show location elin-location eth1
Elin location information:
Elin: 00000911
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