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Configuring the Router Alarms

This chapter describes how to configure alarms for the Cisco 910 Industrial Routers (hereafter referred 
to as the router). 

This chapter consists of these sections:

• Understanding Router Alarms, page 3-1

• Configuring Router Alarms, page 3-2

• Displaying router Alarms Status, page 3-6

Note For complete syntax and usage information for the commands used in this chapter, see the router 
command reference for this release.

Understanding Router Alarms
The router software monitors router conditions on a per port or a router basis. If the conditions present 
on the router or a port do not match the set parameters, the router software triggers an alarm or a system 
message. By default, the router software sends the system messages to a system message logging facility, 
or a syslog facility. You can also configure the router to send Simple Network Management Protocol 
(SNMP) traps to an SNMP server. For more information on how to configure the alarms, see the 
“Configuring Router Alarms” section on page 3-2.

• Global Status Monitoring Alarms, page 3-2

• Triggering Alarm Options, page 3-2
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Global Status Monitoring Alarms
The router processes alarms related to temperature and power supply conditions, referred to as global or 
facility alarms.

Triggering Alarm Options
The router supports these methods for triggering alarms:

• SNMP Traps

SNMP is an application-layer protocol that provides a message format for communication between 
managers and agents. The SNMP system consists of an SNMP manager, an SNMP agent, and a 
management information base (MIB).

The snmp-server enable traps command can be changed so that the user can send alarm traps to 
an SNMP server. You can use alarm profiles to set environmental or port status alarm conditions to 
send SNMP alarm traps. See the “Enabling SNMP Traps” section on page 3-5 for more information.

• Syslog Messages

You can use alarm profiles to send system messages to a syslog server. See the “Configuring Router 
Alarms” section on page 3-2 for more information.

Configuring Router Alarms
• Default Router Alarm Configuration, page 3-3

• Configuring the Power Supply Alarms, page 3-3

• Configuring the Router Temperature Alarms, page 3-3

• Enabling SNMP Traps, page 3-5

Table 3-1 Global Status Monitoring Alarms

Alarm Description

Power supply alarm The router monitors dual power supply levels. If there are two power supplies installed in the 
router, an alarm triggers if a power supply fails. The alarm is automatically cleared when both 
power supplies are working. For more information, see the “Configuring the Power Supply 
Alarms” section on page 3-3.

Temperature alarms The router contains two temperature sensors that monitor the environmental conditions inside the 
router.

• The primary alarm is enabled automatically to trigger both at a low temperature, –4°F (–20°C) 
and a high temperature, 203°F (95°C). It cannot be disabled. 

• The secondary alarm triggers when the system temperature is higher or lower than the 
configured high and low temperature thresholds. The secondary alarm is disabled by default.

For more information, see the “Configuring the Router Temperature Alarms” section on page 3-3.
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Default Router Alarm Configuration

Configuring the Power Supply Alarms
The presence of power supplies is dynamically detected. 

Use the alarm facility power-supply global configuration command to configure all alarms and traps 
associated with the power supply alarm to be sent to an SNMP server or to the rmon event log table. 

Beginning in privileged EXEC mode, follow these steps to configure the power supply alarms:

To disable sending the power supply alarm to an SNMP server or to rmon event log table, use the no 
alarm facility power-supply notifies, or no alarm facility power-supply snmplog global 
configuration commands.

Note Before you can use the notifies command to send alarm traps to an SNMP server, you must first set up 
the SNMP server by using the snmp-server enable traps global configuration command. See the 
“Enabling SNMP Traps” section on page 3-5.

Configuring the Router Temperature Alarms
You can change the temperature thresholds for both the primary and secondary temperature alarms. 

• Setting the Primary Temperature Threshold for the Router, page 3-4

• Setting a Secondary Temperature Threshold for the Router, page 3-4

• Associating the Temperature Alarms, page 3-5

Table 3-2 Default Router Alarm Configuration

Alarm Default Setting

Power supply alarm Enabled in router single power mode. No alarm.

In dual-power supply mode, the default alarm notification is a system 
message to the console.

Primary temperature alarm Enabled for router temperature range of 203oF (95oC) maximum to –4°F 
(–20oC) minimum.

Secondary temperature alarm Disabled.

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 alarm facility power-supply notifies send power supply alarm traps to an SNMP server. 

Step 3 alarm facility power-supply snmplog send power supply alarm log to the rmon event log table. 

Step 4 exit Return to privileged EXEC mode.

Step 5 show alarm settings Verify the configuration.

Step 6 copy running-config startup-config (Optional) Save your entries in the configuration file.
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Setting the Primary Temperature Threshold for the Router

You can use the alarm facility temperature primary global configuration command to set low and high 
temperature thresholds for the primary temperature monitoring alarm.

Beginning in privileged EXEC mode, follow these steps to set the high temperature threshold:

Use the no alarm facility temperature primary high threshold global configuration command to delete 
the temperature monitoring alarm configuration and return to the default setting.

This example shows how to delete the primary temperature monitoring alarm configuration and return 
to the default setting.

router(config) # no alarm facility temperature primary high 45

Setting a Secondary Temperature Threshold for the Router

You can use the alarm facility temperature secondary global configuration command to set the low 
and high temperature thresholds for the secondary temperature monitoring alarm.

Beginning in privileged EXEC mode, follow these steps to set the low temperature threshold:

Use the no alarm facility temperature secondary threshold global configuration command to disable 
the secondary temperature threshold alarm.

This example disables the secondary temperature threshold alarm.

router(config) # no alarm facility temperature secondary 45

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 alarm facility temperature primary 
high threshold 

Set the primary high temperature threshold value. 

Step 3 alarm facility temperature primary 
low threshold

Set the primary low temperature threshold value. 

Step 4 exit Return to privileged EXEC mode.

Step 5 show alarm settings Verify the configuration.

Step 6 copy running-config startup-config (Optional) Save your entries in the configuration file. 

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 alarm facility temperature 
secondary high threshold 

Set the secondary high temperature threshold value. 

Step 3 alarm facility temperature 
secondary low threshold

Set the secondary low temperature threshold value. 

Step 4 exit Return to privileged EXEC mode.

Step 5 show alarm settings Verify the configuration.

Step 6 copy running-config startup-config (Optional) Save your entries in the configuration file. 
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Associating the Temperature Alarms

You can use the alarm facility temperature global configuration command to associate the primary or 
secondary temperature alarm to an SNMP server, or the rmon event log table.

Beginning in privileged EXEC mode, follow these steps to associate the primary or secondary 
temperature alarms:

Note Before you use the notifies command to send alarm traps to an SNMP server, you must first set up the 
SNMP server by using the snmp-server enable traps global configuration command. See the “Enabling 
SNMP Traps” section on page 3-5.

Use the no alarm facility temperature secondary to disable the secondary temperature alarm.

This example sets the secondary temperature alarm with a high temperature threshold value of 113oF 
(45oC). All alarms and traps associated with this alarm are sent to a syslog server and an SNMP server.

router(config) # alarm facility temperature secondary high 45
router(config) # alarm facility temperature secondary snmplog
router(config) # alarm facility temperature secondary notifies

This example sets the first (primary) temperature alarm. All alarms and traps associated with this alarm 
are sent to a syslog server.

router(config) # alarm facility temperature primary snmplog 

Enabling SNMP Traps
Use the snmp-server enable traps global configuration command to enable the router to send SNMP 
traps.

Note Before using alarm profiles to set the router to send SNMP alarm trap notifications to an SNMP server, 
you must first enable SNMP by using the snmp-server enable traps global configuration command.

Beginning in privileged EXEC mode, follow these steps to enable the router to send alarm traps:

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 alarm facility temperature 
{primary | secondary} notifies

send primary or secondary temperature alarm traps to an SNMP server. 

Step 3 alarm facility temperature 
{primary | secondary} snmplog

send primary or secondary temperature alarm traps to the rmon event log 
table.

Step 4 exit Return to privileged EXEC mode.

Step 5 show alarm settings Verify the configuration.

Step 6 copy running-config startup-config (Optional) Save your entries in the configuration file.
3-5
Cisco 910 Industrial Router Software Configuration Guide, Release 1.0

OL-31296-01



 

Chapter 3      Configuring the Router Alarms
  Displaying router Alarms Status
Displaying router Alarms Status
To display the global and port alarm status, use one or more of the privileged EXEC commands in 
Table 3-3:

Command Purpose

Step 1 configure terminal Enter global configuration mode.

Step 2 snmp-server enable traps Enable the router to send SNMP traps and specify the type of notifications 
to be sent. Default selects all snmp notification type..

Step 3 exit Return to privileged EXEC mode.

Step 4 show alarm settings Verify the configuration.

Step 5 copy running-config startup-config (Optional) Save your entries in the configuration file. 

Table 3-3 Commands for Displaying Global and Port Alarm Status

Command Purpose

show alarm settings Displays all global alarm settings on the router.
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