
 

C H A P T E R 3

Preparing for the Installation

This chapter describes how to set up the environment for installation. To ensure a successful installation, 
use the checklist provided in Installation Scenarios and Checklists, page 1-3 for the installation setup 
that applies to you. Print the appropriate checklist from the PDF and check off each task as you complete 
it.

This section contains the following information:

• Enabling SSH on the Prime Optical Server and Database Workstation, page 3-1

• Configuring yum Commands on the Server, page 3-2

• Fixing GLIBC Vulnerability, page 3-4

• Fixing Linux Kernel Vulnerability, page 3-4

• Preparing the Environment for a Single-Server Installation, page 3-7

• Preparing the Environment for a Dual-Server Installation, page 3-8

• CPO or OVA Package Verification, page 3-11

Note Before performing a fresh installation, remove all previous Cisco Transport Manager or Prime Optical 
installations including softlinks.

Enabling SSH on the Prime Optical Server and Database 
Workstation

Enable the SSH service before starting the Prime Optical server and database installation. 

To verify that SSH is enabled:

Step 1 As a root user, enter the following command to start the SSH service on the Prime Optical server 
workstation: 

service sshd start

Step 2 Edit the /etc/ssh/sshd_config file on the Prime Optical server workstation and change the 
PermitRootLogin value to yes.

Step 3 Enter the following command on the Prime Optical server workstation to make the changes take effect:

service sshd restart
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Configuring System Process for Prime Optical Installation (Specific for RHEL-7.1 only)
Step 4 If you are installing the Prime Optical server and database on two different workstations, repeat the 
preceding steps on the Prime Optical database workstation.

Note Make sure that the file /etc/hosts contains the following row: 
ipaddress hostname

where ipaddress and hostname are the IP address and the hostname of the local servers.

Configuring System Process for Prime Optical Installation 
(Specific for RHEL-7.1 only)

Note The logind.conf setting need not be changed if RHEL-7.2 is used.

To install CPO on RHEL-7.1, you must edit the /etc/systemd/logind.conf file and change the RemoveIPC 
value to No. 

Step 1 Edit the vi /etc/systemd/logind.conf file and change the RemoveIPC value to No.

Step 2 Save the file.

Step 3 Enter the following command to reboot the system.

init 6

Configuring yum Commands on the Server
To install the required Red Hat Package Manager (RPM) utility for the Linux server and database, you 
must enable yum commands.

Before you begin 

Ensure that yum command is properly configured and that the yum repository is available. Enter the 
following command to verify that at least one valid repository is configured:

#yum repolist 

If yum is not configured, you can register your system on Red Hat Network (RHN) or configure yum on 
a local repository.

Note If yum is configured on RHEL registration, ensure that the system has access to the external network.

Note You must require the RHEL DVD to configure yum on a local repository.
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Fixing Leap Injection Vulnerability
To configure yum commands on a local repository: 

Create a local.repo file in /etc/yum.repos.d directory and configure the local.repo file to the RHEL DVD.

Step 1 Create a new directory cpo107 under /ctm_backup.

Download the digital copy of PRIME_OPTICAL_10.7.0.0_202.tar.gz from the Cisco partner site and 
copy the PRIME_OPTICAL_10.7.0.0_202.tar.gz under /ctm_backup/cpo107.

mkdir -p /ctm_backup/cpo107

cp -pvr <location where PRIME_OPTICAL_10.7.0.0_202.tar.gz is downloaded > 
/ctm_backup/cpo107

cd /ctm_backup/cpo107

Step 2 Untar the cpo tar file using the following command:

tar -zxvf  PRIME_OPTICAL_10.7.0.0_202.tar.gz

Note PRIME_OPTICAL_10.7.0.0_202.tar.gz contains PRIME_OPTICAL_10.7.0.0_202.tar, 
PRIME_OPTICAL_10.7.0.0_202.tar.signature and CPO_pubkey.der.

Step 3 Untar the cpo tar file that was received after extracting the PRIME_OPTICAL_10.7.0.0_202.tar.gz using 
the following command:

tar -xvf PRIME_OPTICAL_10.7.0.0_202.tar

Step 4 (Optional) Remove all the tar files and certificates

rm -rf CPO_pubkey.der  PRIME_OPTICAL_10.7.0.0_202.tar*

Step 5 Copy the proper local.repo file template from /ctm_backup/cpo107/Disk1 to /etc/yum.repos.d directory. 

You can find a local.repo template for RHEL5.x, RHEL6.x, and RHEL7.x in Disk1 of the Prime Optical 
installation E Media (/ctm_backup/cpo107). 

For RHEL 5.x installation, use the following command:

cp /ctm_backup/cpo107/Disk1/local.repo.5x /etc/yum.repos.d/local.repo

For RHEL 6.x installation, use the following command:

cp /ctm_backup/cpo107/Disk1/local.repo.6x /etc/yum.repos.d/local.repo

For RHEL 7.x installation, use the following command:

cp /ctm_backup/cpo107/Disk1/local.repo.7x /etc/yum.repos.d/local.repo

Step 6 Open your /etc/yum.repos.d/local.repo file and follow instructions to mount RHEL DVD and configure 
yum local repository on RHEL DVD.

Fixing Leap Injection Vulnerability
According to the leap injection bug updates, servers having 2.6 and 3.5 kernel versions are not affected 
by the bugs.
3-3
Cisco Prime Optical 10.7 Installation Guide



 

Chapter 3      Preparing for the Installation
Fixing GLIBC Vulnerability
Note Update the kernel version to greater or equal to 2.6 and 3.0 only. 

Fixing GLIBC Vulnerability
GLIBC Vulnerability - Vulnerability on the GNU C Library (glibc) - CVE-2015-7547

Note Not all versions of glibc are affected. 

The issue was introduced in May 2008 as part of glibc 2.9, and it has been resolved on glibc 2.23.0 and 
later version from the source repository (development branches only). The patch is being actively ported 
to maintained package files by most vendors.

How do I fix CVE-2015-7547 on Linux?
Enter the following command to update the existing kernel:

#yum update glibc

Fixing Linux Kernel Vulnerability
Fixing Linux kernel Vulnerability consists of the following sections:

• For CVE-2016-0728 on Linux, page 3-4

• For CVE-2016-5696 on Linux, page 3-5

• For CVE-2016-5195 on Linux, page 3-6

For CVE-2016-0728 on Linux
Linux Kernel Vulnerability (3.8 and higher) where a legitimate, lower privileged user would be able to 
gain root access and compromise the entire system. The attacker would require local access or a 
malicious mobile app to exploit.

The vulnerability, CVE-2016-0728, lives in the keyring facility built into the various flavors of Linux. 
The keyring encrypts and stores login information, encryption keys and certificates, and makes them 
available to applications. In a report published by Perception Point, researchers said the vulnerability is 
a reference leak that can be abused to ultimately execute code in the Linux kernel.

The proof of concept done by Perception Point can be found here - 
http://perception-point.io/2016/01/14/analysis-and-exploitation-of-a-linux-kernel-vulnerability-cve-20
16-0728

How do I fix CVE-2016-0728 on Linux?

To fix the CVE-2016-0728 on Linux, follow these steps:
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Fixing Linux Kernel Vulnerability
Step 1 Enter the following command to check the status of the installed kernel package:

uname -r

In the command output, you should see:

Output: 3.10.0-327.el7.x86_64

Step 2 Enter the following command to update the existing kernel:

yum update kernel

Step 3 Enter the following command to reboot the system.

reboot

Step 4 Enter the following command to check if the kernel version updated is the latest:

uname -r

In the command output, you should see:

Output: 3.10.0-327.18.2.el7.x86_64

For CVE-2016-5696 on Linux
A new vulnerability (CVE-2016-5696 kernel: challenge ACK counter information disclosure) on the 
TCP stack of Linux kernels was disclosed. This vulnerability may allow an attacker to perform a blind 
data injection on a TCP session, or reset an established session and consists of the following sections:

• How do I fix CVE-2016-5696 on Linux 6?, page 3-5

• How do I fix CVE-2016-5696 on Linux 7?, page 3-6

• How do I fix CVE-2016-5195 on Linux?, page 3-6

How do I fix CVE-2016-5696 on Linux 6?

To fix the CVE-2016-5696 on Linux, follow these steps:

Step 1 Enter the following command to check the status of the installed kernel package:

uname -r

In the command output, you should see:

Output: 2.6.32-573.el6.x86_64

Step 2 Enter the following command to update the existing kernel:

yum update kernel

Step 3 Enter the following command to reboot the system.

reboot

Step 4 Enter the following command to check if the kernel version updated is the latest:

uname -r
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Fixing Linux Kernel Vulnerability
In the command output, you should see:

Output: 2.6.32-642.4.2.el6.x86_64

How do I fix CVE-2016-5696 on Linux 7?

To fix the CVE-2016-5696 on Linux, follow these steps:

Step 1 Enter the following command to check the status of the installed kernel package:

uname -r

In the command output, you should see:

Output: 3.10.0-327.el7.x86_64

Step 2 Enter the following command to update the existing kernel:

yum update kernel

Step 3 Enter the following command to reboot the system.

reboot

Step 4 Enter the following command to check if the kernel version updated is the latest:

uname -r

In the command output, you should see:

Output: 3.10.0-327.28.3.el7.x86_64

For CVE-2016-5195 on Linux
Red Hat Product Security has been made aware of a vulnerability in the Linux kernel that has been 
assigned CVE-2016-5195. This issue was publicly disclosed on October 19, 2016 and has been rated as 
Important. This issue is being referred to as Dirty COW in the media.

A race condition was found in the way the Linux kernel's memory subsystem handled the copy-on-write 
(COW) breakage of private read-only memory mappings. An unprivileged local user could use this flaw 
to gain write access to otherwise read-only memory mappings and thus increase their privileges on the 
system.

This could be abused by an attacker to modify existing setuid files with instructions to elevate privileges. 
An exploit using this technique has been found in the wild. This flaw affects most modern Linux 
distributions.

How do I fix CVE-2016-5195 on Linux?

To fix the CVE-2016-5195 on Linux, follow these steps:

Step 1 Enter the following command to check the status of the installed kernel package:
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uname -r

In the command output, you should see:

Output: 2.6.32-573.el6.x86_64

Step 2 Enter the following command to update the existing kernel:

yum update kernel

Step 3 Enter the following command to reboot the system.

reboot

Step 4 Enter the following command to check if the kernel version updated is the latest:

uname -r

In the command output, you should see:

Output: 3.10.0-514.2.2.el7.x86_64

Preparing the Environment for a Single-Server Installation 
This section describes how to prepare the environment for Prime Optical server and Oracle database 
installation on the same server.

Verify the following:

• The ping command is included in your path environment variable.

• A reliable network connection is available for an installation on a remote workstation.

• You have reviewed Chapter 2, “Installation Requirements.”

Step 1 Log in as a root user.

Step 2 Enter the following command to verify that the disk directories shown in Table 3-1 exist:

ls -l /

Table 3-1 Disk Directories

Directory Contents

/cisco Used for Prime Optical installation. It includes .jar files, executable shell scripts, and 
so on.

/db01 Used for the Oracle system tablespace.

/db01_rd1 Used as an optional partition for the redo logs.

/db02 Used for the base data tablespace, alarm data tablespace, and event data tablespace.

/db02_rd1 Used as an optional partition for the redo logs.

/db03 Used for the Prime Optical Prime data tablespace.

/db04 Used for the Prime Optical index tablespace.

/db05 Used for the Prime Optical archived and undo tablespace.
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Preparing the Environment for a Dual-Server Installation
Step 3 Check the content of the file /etc/sysconfig/selinux.

If the file contains SELINUX=enforcing, you must change it to SELINUX=disabled (SELinux is fully 
disabled) or SELINUX=permissive (prints warnings instead of enforcing), and then reboot the server. 

Step 4 Disable the firewall on the server by entering one of the following commands:

chkconfig iptables off 
or
service iptables stop

Step 5 If you are installing Prime Optical and an external database, see Table 1-3, “Checklist for Installing 
Prime Optical and an External Database on the Same Workstation,” on page 4 for the next task.

If you are installing Prime Optical and an embedded database, see Table 1-4, “Checklist for Installing 
Prime Optical and an Embedded Database on the Same Workstation,” on page 4 for the next task.

Preparing the Environment for a Dual-Server Installation
This section describes how to prepare the environment for Prime Optical server and Oracle database 
installation on separate Red Hat Linux servers.

There are two scenarios for installing the Prime Optical server and Oracle on separate servers:

• Standard dual-server installation.

• Dual-server installation with a dedicated connection between servers (for example, a cross-cable 
connection).

The following figure illustrates the standard dual-server installation. Server 1 is the Prime Optical server 
and Server 2 is the database server.

Note The Prime Optical server, Prime Optical client, and Prime Optical database work only with IPv4 
addresses. IPv6 is not supported.

/ctm_backup2,3 Used for the backed-up database and configuration files.

Note The /ctm_backup partition is required for backups.

/oracle Used for Oracle software.

/tftpboot Used for the TFTP directory.

Note Disk partitioning is not required for /tftpboot, but the directory is required.

1. To optimize system performance, see Disk Space and Partition Specifications, page 2-4.

2. The /ctm_backup directory can be a symbolic link to a storage device.

3. If you are installing Prime Optical with an external database, if the oracle user does not have read/write permission, backup 
and restore operations will fail. Verify that the /ctm_backup directory has Oracle_user:dba ownership, as defined in Installing 
the Oracle 12c Software with the Response File (*.rsp) Provided by Cisco, Step 3. If a symbolic link is on the storage device, 
verify that the command is implemented correctly. See Ctm_backup Directory Size, page 2-8.

Table 3-1 Disk Directories (continued)

Directory Contents
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Figure 3-1 Standard Dual-Server Installation

The following figure illustrates the dual-server installation with a dedicated connection between servers. 

Figure 3-2 Dual-Server Installation with a Dedicated Connection Between Servers

Before performing a dual-server installation, complete the tasks described in the following topics:

• Enabling SSH on the Prime Optical Server and Database Workstation, page 3-1

• Verifying the Environment for the Prime Optical Database Installation, page 3-9

• Verifying the Environment for the Prime Optical Server Installation, page 3-10

Verifying the Environment for the Prime Optical Database Installation
This section describes how to verify that the appropriate settings are configured on the Prime Optical 
database.

Step 1 Log in as a root user.

Step 2 Enter the following command to verify that the disk directories shown in Table 3-2 exist:

ls -l /

IPv4 address_1 IPv4 address_2

LAN 28
22

14

Cisco Prime
Optical server

Cisco Prime
Optical database

IPv4 address_3

IPv4 address_4

Dedicated connection
between servers

IPv4 address_1 IPv4 address_2

LAN 28
22

15

Cisco Prime
Optical server

Cisco Prime
Optical database

Table 3-2 Disk Directories

Directory Contents

/db01 Used for the Oracle system tablespace.

/db01_rd1 Used as an optional partition for the redo logs.

/db02 Used for the basedata tablespace, alarmdata tablespace, and eventdata tablespace.

/db02_rd1 Used as an optional partition for the redo logs.
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Preparing the Environment for a Dual-Server Installation
Step 3 Check the content of the file /etc/sysconfig/selinux.

If the file contains SELINUX=enforcing, you must change it to SELINUX=disabled or 
SELINUX=permissive, and then reboot the server. 

Step 4 Disable the firewall on the server by entering one of the following commands:

chkconfig iptables off 
or
service iptables stop

Step 5 If you are installing Prime Optical and an external database, see Table 1-5, “Checklist for Installing 
Prime Optical and an External Database on Separate Workstations,” on page 5 for the next task.

If you are installing Prime Optical and an embedded database, see Table 1-6, “Checklist for Installing 
Prime Optical and an Embedded Database on Separate Workstations,” on page 6 for the next task.

Note Enter the following command for RHEL-7.x:

service firewalld stop
systemctl disable firewalld

Verifying the Environment for the Prime Optical Server Installation

Tip Use the checklist provided in Installation Scenarios and Checklists, page 1-3 to identify when this task 
should be performed.

This section describes how to verify that the appropriate settings are configured on the Prime Optical 
server.

/db03 Used for the Prime Optical Primedata tablespace.

/db04 Used for the Prime Optical index tablespace.

/db05 Used for the Prime Optical archived and undo tablespace.

/ctm_backup2,3 Used for the backed-up database and configuration files.

Note The /ctm_backup partition is required for backups.

1. To optimize system performance, see Disk Space and Partition Specifications, page 2-4.

2. The /ctm_backup directory can be a symbolic link to a storage device.

3. If you are installing Prime Optical with an external database, if the oracle user does not have read/write permission, backup 
and restore operations will fail. Verify that the /ctm_backup directory has Oracle_user:dba ownership, as defined in Installing 
the Oracle 12c Software with the Response File (*.rsp) Provided by Cisco. If a symbolic link is on the storage device, verify 
that the command is implemented correctly. See Ctm_backup Directory Size, page 2-8.

Table 3-2 Disk Directories (continued)

Directory Contents
3-10
Cisco Prime Optical 10.7 Installation Guide



 

Chapter 3      Preparing for the Installation
CPO or OVA Package Verification
Step 1 Log in as a root user.

Step 2 Enter the following command to verify that the /cisco directory exists:

ls -l

Step 3 Check the content of the file /etc/sysconfig/selinux.

If the file contains SELINUX=enforcing, you must change it to SELINUX=disabled or 
SELINUX=permissive, and then reboot the server. 

Step 4 Disable the firewall on the server by entering one of the following commands:

chkconfig iptables off
or 
service iptables stop

Step 5 To ensure that you proceed to the correct task, refer to the checklist in Installation Scenarios and 
Checklists, page 1-3 for the installation setup that applies to you.

Note Enter the following command for RHEL-7.x:

service firewalld stop
systemctl disable firewalld

CPO or OVA Package Verification
Before installing Cisco Prime Optical, you need to verify the CPO tarball or OVA tarball. 

Download the product installation file (OVA tarball or CPO tarball), to a separate Unix/Linux system 
and perform the following steps:

Step 1 If you do not have openssl installed, download and install it (see http://www.openssl.org).

Step 2 Place the following files in a temporary directory:

• The product file to be verified (OVA tarball or CPO tarball) and Untar the CPO or OVA tar file using 
the following command 

tar -zxvf  <PRIME_OPTICAL_10.7.0.0_202.tar.gz or PrimeOptical_10.7_OVF.tar.gz>

Now, you will find the TAR or OVF directory extracted in the same directory.

• Go to TAR or OVF directory and you will find CPO tarball or the OVF tarball, signature file 
(*.signature) and certificate files (*.der) extracted in the same directory.

Step 3 Move to the temporary directory and execute the following command:

openssl dgst -sha512 -verify cert-file -signature sig-file product-file

Where:

cert-file is the Cisco Prime Optical certificate file

sig-file is the Cisco Prime Optical signature file
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CPO or OVA Package Verification
product-file is the Cisco Prime Optical CPO or OVA tarball to be verified

Step 4 If the result is Verified OK:

• For a product CPO tarball file, proceed with the installation. 

• For an OVA package, proceed with deployment of the OVA file.

For more information, see Installing the Prime Optical Virtual Appliance, page 9-1 
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