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Configuration Mode Commands

Command Modes

Configuration mode commands allow you to configure global ACE parameters that affect the following
contexts:

- All contexts, when configured in the Admin context
» A ssingle user context, when configured in that context

Configuration mode also allows you to access all the ACE subordinate configuration modes. These
modes provide parameters to configure the major features of the ACE, including access control lists
(ACLs), application protocol inspection, fragmentation and reassembly, interfaces, Network Address
Translation (NAT), persistence (stickiness), protocols, redundancy, routing, scripts, Secure Sockets
Layer (SSL), server load balancing (SLB), TCP/IP normalization, users, and virtualization.

To access configuration mode, use the config command. The CLI prompt changes to (config).

See the individual command descriptions of all the configuration mode commands on the following
pages.

Exec mode
Admin and user contexts

Command History

Usage Guidelines

Examples

Related Commands

ACE Module Release Modification
3.0(0)A1(2) This command was introduced.
ACE Appliance Release Modification
AL(7) This command was introduced.

This command requires one or more features assigned to your user role that allow configuration, such as
AAA, interface, or fault-tolerant. For details about role-based access control (RBAC) and user roles, see
the Virtualization Guide, Cisco ACE Application Control Engine.

To access configuration mode, enter:

hostl/Admin# config
hostl/Admin(config)#

show running-config
show startup-config
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(config) aaa accounting default

To configure the default accounting method, use the aaa accounting default command. You specify
either a previously created AAA server group that identifies separate groups of Terminal Access
Controller Access Control System Plus (TACACS+) or Remote Authentication Dial-In User Service
(RADIUS) servers or the local database on the ACE. Use the no form of this command to remove the
accounting method.

aaa accounting default {group group_name} {local} {none}

no aaa accounting default {group group_name} {local} {none}

Syntax Description group group_name Associates the accounting method with a TACACS+ or RADIUS server defined
previously through the aaa group server command. Enter an unquoted text
string with no spaces and a maximum of 64 alphanumeric characters.

local Specifies to use the local database on the ACE as the accounting method.

none Specifies that the ACE does not perform password verification, which disables
password verification. If you configure this option, users can log in without
providing a valid password.

Note  Only users with an Admin role can configure the none keyword.

Command Modes Configuration mode

Admin and user contexts

Command History ACE Module Release Modification
3.0(0)AL1(2) This command was introduced.
ACE Appliance Release Modification
AL(7) This command was introduced.

Usage Guidelines This command requires the AAA feature in your user role. For details about role-based access control
(RBAC) and user roles, see the Virtualization Guide, Cisco ACE Application Control Engine.

Examples To enable user accounting to be performed using remote TACACS+ servers, followed by local login as
the fallback method, enter:

hostl/Admin(config)# aaa accounting default group TacServer local

Related Commands  show aaa
show accounting log
(config) aaa authentication login
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(config) aaa group server
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(config) aaa authentication login

To configure the authentication method used for login to the ACE CLI, use the aaa authentication login
command. Use the no form of this command to disable the authentication method.

aaa authentication login {{console | default} {{group group_name} {local} {none}}} |

error-enable

no aaa authentication login {{console | default} {{group group_name} {local} {none}}} |

error-enable

Syntax Description

Command Modes

console Specifies the console port login authentication method, identified by the
specified server group.
default Specifies the default login authentication method (by console or by Telnet or

Secure Shell [SSH] session) that is identified by the specified server group.

group group_name

Associates the login authentication process with a Terminal Access Controller
Access Control System Plus (TACACS+), Remote Authentication Dial-In User
Service (RADIUS), or Lightweight Directory Access Protocol (LDAP) server
defined through the aaa group server command. Enter an unquoted text string
with no spaces and a maximum of 64 alphanumeric characters.

local Specifies to use the local database on the ACE as the login authentication
method. If the server does not respond, then the local database is used as the
fallback authentication method.

none Specifies that the ACE does not perform password verification. If you configure

this option, users can log in to the ACE without providing a valid password.

Note  Only users with an Admin role can configure the none keyword.

error-enable

Enables the display of the login error message when the remote AAA servers
fail to respond.

Configuration mode

Admin and user contexts

Command History

Usage Guidelines

ACE Module Release

Modification

3.0(0)A1(2)

This command was introduced.

ACE Appliance Release Modification

AL(7)

This command was introduced.

This command requires the AAA feature in your user role. For details about role-based access control
(RBAC) and user roles, see the Virtualization Guide, Cisco ACE Application Control Engine.

Use the error-enable option cautiously. If you specify none, any user will be able to access the ACE at

any time.

[ oL-25339-01

Command Reference, Cisco ACE Application Control Engine g



Chapter 2 CLI Commands |

M Configuration Mode Commands

To view the current display status, use the show aaa authentication login error-enable command.
When a user attempts to log in, and the remote AAA servers do not respond to the authentication request,
the ACE processes the login sequence by switching to local user database.

Examples To enable console authentication using the TACSERVER server group, followed by local login as the
fallback method, enter:

hostl/Admin(config)# aaa authentication login console group TACSERVER local
Password verification remains enabled for login authentication.

To turn off password validation, enter:
hostl/Admin(config)# aaa authentication login console group TACSERVER local none

Related Commands  show aaa
(config) aaa accounting default
(config) aaa group server

(config) aaa group server

To configure independent server groups of Terminal Access Controller Access Control System Plus
(TACACS+), Remote Authentication Dial-In User Service (RADIUS), or Lightweight Directory Access
Protocol (LDAP) servers, use the aaa group server command. Use the no form of this command to
remove a server group.

aaa group server {ldap | radius | tacacs+} group_name

no aaa group server {ldap | radius | tacacs+} group_name

Syntax Description Idap Specifies an LDAP directory server group. For information about the commands in
the LDAP server configuration mode, see the “LDAP Configuration Mode
Commands” section.

radius Specifies a RADIUS server group. For information about the commands in the
RADIUS server configuration mode, see the “RADIUS Configuration Mode
Commands” section.

tacacs+ Specifies a TACACS+ server group. For information about the commands in the
TACACS+ server configuration mode, see the “TACACS+ Configuration Mode
Commands” section.

group_name Name for the LDAP, RADIUS, or TACACS+ server group. Enter an unquoted text
string with no spaces and a maximum of 64 alphanumeric characters.

Command Modes Configuration mode

Admin and user contexts
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Command History

Usage Guidelines

Examples

Related Commands

ACE Module Release Modification
3.0(0)AL1(2) This command was introduced.
ACE Appliance Release Modification
AL(7) This command was introduced.

This command requires the AAA feature in your user role. For details about role-based access control
(RBAC) and user roles, see the Virtualization Guide, Cisco ACE Application Control Engine.

A server group is a list of server hosts of a particular type. The ACE allows you to configure multiple
TACACS+, RADIUS, and LDAP servers as a named server group. You group the different AAA server
hosts into distinct lists. The ACE searches for the server hosts in the order in which you specify them
within a group. You can configure a maximum of 10 server groups for each context in the ACE.

You can configure server groups at any time, but they take effect only when you apply them to the AAA
service using the aaa authentication login or the aaa accounting default commands.

To create a AAA server group and access one of the three AAA server group configuration modes, enter
the aaa group server Idap, aaa group server radius, or aaa group server tacacs+ command in
configuration mode. The CLI prompt changes to (config-ldap), (config-radius), or (config-tacacs+). In
this mode, you specify the IP address of one or more previously configured servers that you want added
to or removed from the server group.

To create a RADIUS server group and add a previously configured RADIUS server, enter:

(config)# aaa group server radius RAD_Server_Groupl
hostl/Admin(config-radius)# server 192.168.252.1
hostl/Admin(config-radius)# server 192.168.252.2
hostl/Admin(config-radius)# server 192.168.252.3

show aaa

show running-config

(config) aaa accounting default
(config) aaa authentication login

(config) access-group

To apply an IPv4 or IPv6 access control list (ACL) to the inbound direction on all VLAN interfaces in a
context and make the ACL active, use the access-group command. Use the no form of this command to
remove an ACL from all interfaces in a context.

access-group input acl_name

no access-group input acl_name
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Syntax Description

Command Modes

input Specifies the inbound direction of all interfaces in a context on which
you want to apply the ACL
acl_name Identifier of an existing ACL that you want to apply to an interface

Configuration mode
Admin and user contexts

Command History

Usage Guidelines

Examples

ACE Module Release Modification

3.0(0)A1(2) This command was introduced.
A5(1.0) Added IPv6 support.

ACE Appliance Release Modification

AL(7) This command was introduced.
A5(1.0) Added IPv6 support.

This command requires the access-list feature in your user role. For details about role-based access
control (RBAC) and user roles, see the Virtualization Guide, Cisco ACE Application Control Engine.

Use this command to apply an IPv6 or an IPv4 ACL to a single interface or all interfaces in a context.
You must apply an ACL to an interface to allow the passing of traffic on that interface. This command
enables you to apply an ACL to all interfaces in a context in the inbound direction only and to allow
traffic on all interfaces simultaneously. The following considerations apply:

« You can use the access-group command in configuration mode only if there are no interfaces in the
context to which you have applied an ACL previously using the (config-if) access-group command
in interface configuration mode.

« If you have applied an ACL globally to all interfaces in a context, you cannot apply an ACL to an
individual interface using the (config-if) access-group command in interface configuration mode.

« You can apply one Layer 2 ACL and one Layer 3 ACL globally to all interfaces in a context.

« You can apply both a Layer 3 and a Layer 2 ACL to all Layer 2 bridge-group virtual interfaces
(BVIs) in a context.

« On Layer 3 virtual LAN (VLAN) interfaces, you can apply only Layer 3 ACLs. You can apply one
IPv6 and one IPv4 ACL in each direction on a Layer 3 VLAN interface.

« In a redundant configuration, the ACE does not apply a global ACL to the FT VLAN. For details
about redundancy, see the Administration Guide, Cisco ACE Application Control Engine.

For complete details on ACLs, see the Security Guide, Cisco ACE Application Control Engine.

To apply an ACL named INBOUND to the inbound direction of all interfaces in the Admin context,
enter:

hostl/Admin(config)# access-group input INBOUND

To remove an ACL from all interfaces in the Admin context, enter:

Command Reference, Cisco ACE Application Control Engine
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hostl/Admin(config)# no access-group input INBOUND

Related Commands  (config-if) access-group
show access-list

Command Reference, Cisco ACE Application Control Engine
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(config) access-list ethertype

To configure an EtherType access control list (ACL), use the access-list ethertype command. Use the
no form of this command to remove the ACL from the configuration.

access-list name ethertype {deny | permit} {any | bpdu | ipv6 | mpls}

no access-list name ethertype {deny | permit} {any | bpdu | ipv6 | mpls}

Syntax Description

Command Modes

name Unique identifier of the ACL. Enter an unquoted text string with a maximum of
64 alphanumeric characters.

ethertype Specifies a subprotocol of type: any, bpdu, ipv6, or mpls.

deny Blocks connections on the assigned interface.
permit Allows connections on the assigned interface.
any Specifies any EtherType.

bpdu Specifies bridge protocol data units.

ipv6 Specifies Internet Protocol version 6.

mpls Specifies Multiprotocol Label Switching.

Configuration mode

Admin and user contexts

Command History

Usage Guidelines

ACE Module Release Modification
3.0(0)AL1(2) This command was introduced.
A2(2.4) BPDU packets are not subjected to bandwidth policing in a

bridge-mode configuration.

ACE Appliance Release Modification
AL(7) This command was introduced.

This command requires the access-list feature in your user role. For details about role-based access
control (RBAC) and user roles, see the Virtualization Guide, Cisco ACE Application Control Engine.

You can configure an ACL that controls traffic based on its EtherType. An EtherType is a subprotocol
identifier. EtherType ACLs support Ethernet V2 frames. EtherType ACLs do not support
802.3-formatted frames because they use a length field instead of a type field. Bridge protocol data units
(BPDUSs) are exceptions because they are SNAP-encapsulated, and the ACE is designed to specifically
handle BPDUs.

You can permit or deny BPDUSs. By default, all BPDUs are denied. The ACE receives trunk port (Cisco
proprietary) BPDUs because ACE ports are trunk ports. Trunk BPDUs have VLAN information inside
the payload, so the ACE modifies the payload with the outgoing VLAN if you permit BPDUs. BPDU
packets are not subjected to bandwidth policing in a bridge-mode configuration.

You can configure an EtherType ACL only on a Layer 2 interface in the inbound direction.

Command Reference, Cisco ACE Application Control Engine
m. 0L-25339-01 |



| Chapter 2 CLI Commands

Configuration Mode Commands 1l

When you specify the mpls keyword in an EtherType ACL, the ACE denies or permits both
MPLS-unicast and MPLS-multicast traffic.

Examples To configure an ACL that controls traffic based on its EtherType, enter:
(config)# access-list INBOUND ethertype permit mpls

Related Commands  clear access-list
show access-list

Command Reference, Cisco ACE Application Control Engine
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