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C H A P T E R 3 

Configuring Traffic Policies for Server 
Load Balancing

Note The information in this chapter applies to both the ACE module and the ACE 
appliance unless otherwise noted.

This chapter describes how to configure the ACE to use classification (class) maps 
and policy maps to filter and match interesting network traffic based on various 
criteria and load balance the traffic to real servers in server farms using one of the 
ACE load-balancing predictor methods.

This chapter contains the following major sections:

• Overview of SLB Traffic Policies

• Layer 7 SLB Traffic Policy Configuration Quick Start

• Layer 3 and Layer 4 SLB Traffic Policy Configuration Quick Start

• Configuring HTTP Header Insertion, Deletion, and Rewrite

• Configuring the Compilation Timeout for Regular Expressions

• Configuring a Layer 7 Class Map for Generic TCP and UDP Data Parsing

• Configuring a Layer 7 Class Map for SLB

• Configuring a Layer 7 Policy Map for SLB

• Configuring a Generic Protocol Parameter Map

• Configuring an HTTP Parameter Map

• Configuring an RTSP Parameter Map
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• Configuring a Layer 3 and Layer 4 Class Map for SLB

• Configuring a Layer 3 and Layer 4 Policy Map for SLB

• Applying a Layer 3 and Layer 4 Policy to an Interface

• Configuring NAT for IPv6 to IPv4 Load Balancing

• Configuring NAT for IPv4 to IPv6 Load Balancing

• Configuring UDP Booster

• Configuring the ACE Module to Perform Hashing When the Source and 
Destination Ports Are Equal

• Configuring RDP Load Balancing

• Configuring RADIUS Load Balancing

• Configuring RTSP Load Balancing

• Configuring SIP Load Balancing

• Example of a Server Load-Balancing Policy Configuration

• Displaying Load-Balancing Configuration Information and Statistics

• Clearing SLB Statistics

• Where to Go Next

Overview of SLB Traffic Policies
You classify inbound network traffic destined to, or passing through, the ACE 
based on a series of flow match criteria specified by a class map. Each class map 
defines a traffic classification, which is network traffic that is of interest to you. 
A policy map defines a series of actions (functions) that you want applied to a set 
of classified inbound traffic. 

ACE traffic policies support the following server load-balancing (SLB) traffic 
attributes:

• Layer 3 and Layer 4 connection information—Source or destination IP 
address, source or destination port, virtual IP address, and IP protocol

• Layer 7 protocol information—Hypertext Transfer Protocol (HTTP) cookie, 
HTTP URL, HTTP header, Remote Authentication Dial-In User Service 
(RADIUS), Remote Desktop Protocol (RDP), Real-Time Streaming Protocol 
(RTSP), Session Initiation Protocol (SIP), and Secure Sockets Layer (SSL)
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The three steps in the traffic classification process are as follows:

1. Create a class map using the class-map command and the associated match 
commands, which comprise a set of match criteria related to Layer 3 and 
Layer 4 traffic classifications or Layer 7 protocol classifications. 

2. Create a policy map using the policy-map command, which refers to the class 
maps and identifies a series of actions to perform based on the traffic match 
criteria. 

3. Activate the policy map by associating it with a specific VLAN interface or 
globally with all VLAN interfaces using the service-policy command to filter 
the traffic received by the ACE.

Figure 3-1 provides a basic overview of the process required to build and apply 
the Layer 3, Layer 4, and Layer 7 policies that the ACE uses for SLB. The figure 
also shows how you associate the various components of the SLB policy 
configuration with each other.
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Figure 3-1 Server Load-Balancing Configuration Flow Diagram
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Layer 7 policy map
associated with
Layer 3 and Layer 4
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Parameter map
associated with
L3/L4 policy map

Layer 7 HTTP Parameter Map
(config)# parameter-map type http loadbalance
HTTP_PARAMMAP

Defines related advanced Layer 7 parameters for SLB:
   Case sensitivity
   URL delimiters
   Maximum parse length for HTTP headers,
   URLs, and cookies
   Response to cookie or URL exceeding max bytes
   HTTP persistence
   TCP server reuse

Policy Map (Layer 7)
(config)# policy-map type loadbalance first-match
POLICYMAP_L7

Specifies match criteria (class map) and
action:
   Class map
   –Drop
   –Forward
   –Insert HTTP
   –Server farm

–Set IP TOS
–SSL proxy client
–Sticky server farm

L3/L4 class map
associated with
L3/L4 policy map

Class Map (Layer 3 and Layer 4)
(config)# class-map match-any CLASSMAP_L3L4

Defines Layer 3 and Layer 4 match criteria applied to
input traffic:
   Virtual IP address

Policy Map (Layer 3 and Layer 4)
(config)# policy-map multi-match
POLICYMAP_L3L4

Specifies Layer 3 and Layer 4 class map and
Layer 7 policy map applied to input traffic:
   Class map
   –Load balance
   –Parameter map

Layer 3 and Layer 4 policy map applied
globally to all VLAN interfaces or to a
specific VLAN interface

Global VLAN Application
(config)# service-policy input
POLICYMAP_L3L4

Applies the policy map to all
VLANs in the context. 

Specific VLAN Application
(config)# interface vlan 50
(config-if)# service-policy input
POLICYMAP_L3L4

Applies the policy map to the
input of a specific VLAN.
   Service policy

6

Class Map (Layer 7)
(config)# class-map type http loadbalance
CLASSMAP_L7

Defines Layer 7 SLB match criteria applied to
input traffic:
   Class map
   HTTP cookie
   HTTP header
   HTTP URL
   Source IP address
3-4
Server Load-Balancing Guide, Cisco ACE Application Control Engine

OL-25328-01



 

Chapter 3      Configuring Traffic Policies for Server Load Balancing
Layer 7 SLB Traffic Policy Configuration Quick Start
Layer 7 SLB Traffic Policy Configuration Quick Start
Table 3-1 provides a quick overview of the steps required to configure a Layer 7 
HTTP class map and a Layer 7 HTTP policy map. You use a similar procedure to 
configure Layer 7 class maps and policy maps for other supported protocols. Each 
step includes the CLI command and a reference to the procedure required to 
complete the task. For a complete description of each feature and all the options 
associated with the CLI commands, see the sections following Table 3-1.

Table 3-1 Layer 7 SLB Policy Configuration Quick Start

Task and Command Example

1. If you are operating in multiple contexts, observe the CLI prompt to verify 
that you are operating in the desired context. If necessary, change to, or 
directly log in to, the correct context.

host1/Admin# changeto C1
host1/C1#

The rest of the examples in this table use the Admin context, unless 
otherwise specified. For details on creating contexts, see the Administration 
Guide, Cisco ACE Application Control Engine.

2. Enter configuration mode.

host1/Admin#  config
Enter configuration commands, one per line. End with CNTL/Z
host1/Admin(config)#

3. Create a Layer 7 class map for SLB. See the “Configuring a Layer 7 Class 
Map for SLB” section.

host1/Admin(config)# class-map type http loadbalance match-all 
L7SLBCLASS
host1/Admin(config-cmap-http-lb)#
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4. Configure one or more of the following match criteria for the Layer 7 SLB 
class map:

• Define HTTP content for load balancing. See the “Defining an HTTP 
Content Match for Load Balancing” section.

host1/Admin(config-cmap-http-lb)# match http content abc*123 
offset 50

• Define a cookie for HTTP load balancing. See the “Defining a Cookie 
for HTTP Load Balancing” section.

host1/Admin(config-cmap-http-lb)# match http cookie 
TESTCOOKIE1 cookie-value 123456

• Define an HTTP header for load balancing. See the “Defining an HTTP 
Header for Load Balancing” section.

host1/Admin(config-cmap-http-lb)# match http header Host 
header-value .*cisco.com

• Define a URL for HTTP load balancing. See the “Defining a URL for 
HTTP Load Balancing” section.

host1/Admin(config-cmap-http-lb)# match http url 
/WHATSNEW/LATEST.*

• Define load balancing decisions based on the specific SSL cipher or 
cipher strength. See the “Defining an SSL Cipher-Based Encryption 
Level for HTTP Load Balancing” section.

host1/Admin(config-cmap-http-lb)# match cipher equal-to 
RSA_WITH_RC4_128_CBC_SHA

• Define a source IPv6 or IPv4 match statement. See the “Defining 
Source IP Address Match Criteria” section.

• host1/Admin(config-cmap-http-lb)# match source-address 
2001:DB8:1::1/64

or

• host1/Admin(config-cmap-http-lb)# match source-address 
192.168.11.2 255.255.255.0

•

Table 3-1 Layer 7 SLB Policy Configuration Quick Start (continued)

Task and Command Example
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5. Use the exit command to reenter configuration mode.

host1/Admin(config-cmap-http-lb)# exit
host1/Admin(config)#

6. Create a Layer 7 policy map for SLB. See the “Configuring a Layer 7 Policy 
Map for SLB” section.

host1/Admin(config)# policy-map type loadbalance first-match 
L7SLBPOLICY
host1/Admin(config-pmap-lb)# 

7. Associate the Layer 7 class map that you created in Step 3 with the Layer 7 
policy map that you created in Step 6. See the “Associating a Layer 7 Class 
Map with a Layer 7 Policy Map” section.

host1/Admin(config-pmap-lb)# class L7SLBCLASS
host1/Admin(config-pmap-lb-c)#

Table 3-1 Layer 7 SLB Policy Configuration Quick Start (continued)

Task and Command Example
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8. Specify one or more of the following policy-map actions that you want the 
ACE to take when network traffic matches a class map:

• Instruct the ACE to compress packets that match a policy map and to 
use the deflate or gzip compression method when the client browser 
supports both compression methods. See the “Compressing Packets” 
section.

The compress command option appears only when you associate an 
HTTP-type class map with a policy map. 

• Instruct the ACE to discard packets that match a policy map. See the 
“Discarding Requests” section.

host1/Admin(config-pmap-lb-c)# drop

• Instruct the ACE to forward packets that match a policy map without 
load balancing them. See the “Forwarding Requests Without Load 
Balancing” section.

host1/Admin(config-pmap-lb-c)# forward

• Enable HTTP header insertion. See the “Configuring HTTP Header 
Insertion” section.

host1/Admin(config-pmap-lb-c)# insert-http Host header-value 
www.cisco.com

• Enable load balancing to a server farm. See the “Enabling Load 
Balancing to a Server Farm” section.

host1/Admin(config-pmap-lb-c)# serverfarm FARM2 backup FARM3

Table 3-1 Layer 7 SLB Policy Configuration Quick Start (continued)

Task and Command Example
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• Specify the IP differentiated services code point (DSCP) of packets 
within the traffic class. See the “Configuring a Sticky Server Farm” 
section.

host1/Admin(config-pmap-lb-c)# set ip tos 8

• If you are using SSL Initiation (ACE acting as an SSL client), specify 
an SSL proxy service. See the “Specifying an SSL Proxy Service” 
section. For more information about SSL, see the SSL Guide, Cisco 
ACE Application Control Engine.

host1/Admin(config-pmap-lb-c)# ssl-proxy client 
PROXY_SERVICE1

• To use stickiness (connection persistence), specify a sticky server farm 
for load balancing. See the “Configuring a Sticky Server Farm” section.
host1/Admin(config-pmap-lb-c)# sticky-serverfarm 
STICKY_GROUP1

9. Before you can use a Layer 7 policy map for load balancing, you must 
associate it with a Layer 3 and Layer 4 SLB policy map. Create the Layer 3 
and Layer 4 class map and policy map, then associate the Layer 7 policy 
map with the Layer 3 and Layer 4 policy map. Finally, associate the Layer 3 
and Layer 4 policy map with an interface. See the following sections:

• Configuring a Layer 3 and Layer 4 Class Map for SLB

• Configuring a Layer 3 and Layer 4 Policy Map for SLB

• Applying a Layer 3 and Layer 4 Policy to an Interface

10. Display your class-map and policy-map configurations and statistics (see 
the “Displaying Load-Balancing Configuration Information and Statistics” 
section).

host1/Admin# show running-config class-map
host1/Admin# show running-config policy-map

11. (Optional) Save your configuration changes to flash memory.

host1/Admin# copy running-config startup-config

Table 3-1 Layer 7 SLB Policy Configuration Quick Start (continued)

Task and Command Example
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Layer 3 and Layer 4 SLB Traffic Policy Configuration 
Quick Start

Table 3-2 provides a quick overview of the steps required to configure a Layer 3 
and Layer 4 class map and a Layer 3 and Layer 4 policy map. Each step includes 
the CLI command and a reference to the procedure required to complete the task. 
For a complete description of each feature and all the options associated with the 
CLI commands, see the sections following Table 3-2.

Table 3-2 Layer 3 and Layer 4 SLB Policy Configuration Quick Start

Task and Command Example

1. If you are operating in multiple contexts, observe the CLI prompt to verify 
you are operating in the desired context. Change to, or directly log in to, the 
correct context if necessary.

host1/Admin# changeto C1
host1/C1#

For details on creating contexts, see the Virtualization Guide, Cisco ACE 
Application Control Engine.

2. Enter configuration mode.

host1/Admin#  config
Enter configuration commands, one per line. End with CNTL/Z
host1/Admin(config)#

3. Create a Layer 3 and Layer 4 SLB class map. See the “Configuring a Layer 
3 and Layer 4 Class Map for SLB” section.

host1/Admin(config)# class-map L4VIPCLASS
host1/Admin(config-cmap)#

4. Define an IPv6 or IPv4 virtual IP (VIP) address match statement. See the 
“Defining VIP Address Match Criteria” section.

host1/Admin(config-cmap)# match virtual-address 2001:DB8:1::1 tcp 
port eq 80
or
host1/Admin(config-cmap)# match virtual-address 192.168.1.10 tcp 
port eq 80
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