
Configure E-Mail Logs by Schedules and
Remote Syslog Server Logs on the RV120W
and RV220W Firewalls
 

Objectives
 

Logs can be used to notify a network administrator of when an event of importance occurs
on a device. These logs can be sent to specific email addresses periodically so that the
administrator is always up to date on the network.
 
The objective of this document is to configure remote e-mail logs by schedule and remote
syslog server logs on the RV120W and RV220W firewall.
  

Applicable Devices
 

• RV120W
 
• RV220W
  

Remote Logging Configuration
 

Step 1. Log in to the Web Configuration Utility and choose Administration > Logging >
Remote Logging Configuration. The Remote Logging Configuration page opens:
 



 
Step 2. In the Remote Log Identifier field, enter a prefix to add to every logged message for
easier identification of the source of the message. The log identifier will be added to both e-
mail and Syslog messages.
 



  
E-Mail Logs Settings
 

Step 1. If you want to configure e-mail settings for sending logs, then check the Enable 
checkbox to enable E-Mail Logs. This is disabled by default.
 

 
Step 2. In the E-Mail Server Address field, enter the IP address or Internet Name of an



SMTP server. The router will connect to this server to send e-mail logs when required.
 

 
Step 3. Configure the port in the SMTP Port field to connect to the SMTP server. The default
value is 25.
 

 
Step 4. Type the e-mail address where the replies from the SMTP server are to be sent in
the Return E-Mail Address field. This is required for failure messages.
 



 
Step 5. In the Send to E-Mail Address (1-3), type the e-mail address where the logs and
alerts are to be sent.
 

 
Step 6. If the SMTP server requires authentication before accepting connections, select
either Login Plain or CRAM-MD5 and enter the Username and Password to be used for
authentication. To disable authentication, select None.
 



 
Step 7. Click Test to send test mail to the E-mail address configured in Send to E-Mail
address field for which username and password credentials are applicable.
 

 
Step 8. Check the Respond to Identd from SMTP Server checkbox to configure the router to
respond to an IDENT request from the SMTP server.
 



  
Send E-mail Logs by Schedule
 

Step 1. In the Unit field, select the period of time that you need to send the log: Hourly, 
Daily, or Weekly. To disable sending of logs, select Never. This option is useful when you
do not want to receive logs by e-mail, but want to keep e-mail options configured so that you
can use the Send Log function from the Status > View Logs page.
 

 
Step 2. In the Day field, choose the day of the week. This option is only available if you have
selected weekly in the Unit field.
 

 
Step 3. In the Time field, select the time of day when logs should be sent. This option is only



available if you have chosen Daily or Weekly in the Unit field.
 

 
Step 4. Click Configure Logging Policy to configure a logging policy that has a variety of
events that can be captured and logged for review. These logs can be sent to a server or
emailed as configured otherwise, select a logging policy from the Logging Policy drop-down.
 

 
Step 5. Click Save to save the current settings.
  

Syslog Server
 

Step 1. If you want the logs to be sent to the syslog server, check the desired Syslog Server
 check box and enter an IP address or Internet server name of the syslog server in the
provided field. Choose the logging policy for each syslog server from the Logging Policy 
drop-down list. Up to eight syslog servers can be configured to send log information.
 



 
Step 2. Click Save to save the current settings.
 


