
RADIUS Server Configuration on a
WRVS4400N Wireless-N Gigabit Security
Router
 

Objective
 

Remote Authentication Dial In User Service (RADIUS) is an authentication mechanism for
the devices to connect and use a network service. A RADIUS server is a mechanism to
regulate access to a computer network by users. The RADIUS server verifies the credentials
that the user enters, and then allows or denies access as appropriate. This  procedure is
useful because it helps to enhance the security level of a network. This document explains
the procedure to configure a RADIUS server on a WRVS4400N Wireless-N Gigabit Security
Router.
  

Applicable Devices
 

• WRVS4400N Wireless-N Gigabit Security Router
  

Software Version
 

• v2.0.1.3
  

RADIUS Server Configuration
 

Step 1. Log in to the web configuration utility and choose L2Switch > RADIUS. The RADIUS
 page opens:
 



 

 
Step 2. Choose Enabled from the Mode drop-down list to enable the RADIUS server on the
device.
 



 
Step 3. Enter the primary IP address of the RADIUS server in the RADIUS IP fields.
 

 
Step 4. Enter the number of the port that you would like to assign to the Radius server in the
Primary RADIUS UDP Port field.
 



 
Step 5. Enter the shared secret key in the RADIUS Secret field. The key is used for
authentication and encryption of all RADIUS communications between the device and the
RADIUS server. This key must match the RADIUS server encryption key. This should be
from 1 to 64 characters.
 

 
Step 6. Choose the administration state that you would like RADIUS to work in on the port.
There are three possible values:
 

• Auto —  Port traffic is authenticated by the RADIUS server. Packets are authorized or



discarded accordingly.
 
• Force Authorized — Port traffic is forced to be authorized.
 
• Force Unauthorized — Port traffic is discarded.
 

Step 7. (Optional) If the administrator wants to configure reauthentication click Parameters.
The parameters window appears.
 
Timesaver: If the administrator does not want to configure reauthentication, skip to Step 12.
 

 
Step 8. If the administrator wants to enable Reauthentication, check the Enabled check box.
This allows the user to reauthenticate in case that the first authentication failed.
 
Step 9. If you checked the Reauthentication check box (Step 8), enter the re-authentication
value (1 to 3600 seconds) in the Reauthentication Period field.The reauthentication period is
the time after which the user is logged out of the system.
 
Step 10. If you checked the Reauthentication check box (Step 8) enter the EAP timeout
value (1 to 255 seconds) in the EAP Timeout field. The EAP timeout is the time that the
system gives to the user to authenticate their credentials before it closes.
 
Step 11. Click Save to save the changes made.
 
Step 12. Click Save on the main page to save the changes made.
 


