
Point to Point Protocol over Ethernet (PPPoE)
Profile Configuration on RV220W Wireless
Firewall
 

Objective
 

Point to Point Protocol over Ethernet (PPPoE) is a protocol that uses Point-to-Point Protocol
frames inside Ethernet frames. It is used by individuals to communicate with the DSL modem
through an Ethernet connection. As a tunneling protocol, PPPoE is used as an effective
foundation for the transport of IP packets at the network layer.
 
The PPPoE Profiles feature introduces Point to Point Protocol over Ethernet (PPPoE)
profiles, which contain configuration information for a group of PPPoE sessions. Multiple
PPPoE profiles can be defined on a device, which allows different templates and other
PPPoE configuration parameters to be assigned to different Ethernet interfaces and VLANs.
 
This document explains how to add a PPPoE profile on a RV220W Wireless Firewall.
  

Applicable Devices
 

• RV220W
  

Software Version
 

• v1.0.4.17
  

PPPoE Profiles
 
Add a PPPoE Profile
 

Step 1. Log in to the web configuration utility and choose Networking > WAN (Internet) >
PPPoE Profiles. The PPPoE Profiles page opens:
 

 
Step 2. Click Add. The PPPoE Profiles window appears:
 



 
Step 3. Enter a profile name in the Profile Name field.
 
Step 4. Enter a user name in the Username field.
 
Step 5. Enter a password in the Password field.
 

 



Step 6. Click Disable or Enable from the Get DNS from ISP radio buttons.
 
Step 7. (Optional) If Disable was chosen in the previous step, enter the primary DNS server
IP address in the Primary DNS Server field to set on the network adaptor created on the
client host.
 
Step 8. (Optional) If Disable was chosen in the step 6, enter the secondary DNS server IP
address in the Secondary DNS Server field.
 

 
Step 9. Choose a type of authentication from the Authentication Type the drop-down list:
 

• Auto-negotiate — Device sets the speed, duplex mode, and flow control. In this type, the
server sends a configuration request which specifies the security algorithm set on it. The
device then sends back authentication credentials with the security type sent earlier by the
server.
 
• PAP — Password Authentication Procedure (PAP) is an authentication measure that uses
a normal password. For this type, the device uses Password Authentication Protocol when
it connects with an ISP. This was the most general version of security. In PAP the
passwords are sent across the link in clear text and there is no protection from playback or
trail-and-error attacks. The remote node is in control of the frequency and timing of the
login attempts.
 
• CHAP — Challenge Handshake Authentication Protocol (CHAP) is a more secure version
of PAP. This authentication verifies the identity of the peer by means of a three-way
handshake and is more secure than PAP.
 
• MS-CHAP — This is Microsoft version of CHAP. MS-CHAP was mainly used in Windows
2000 and only provided 1-way authentication, VISTA doesn't support this, and MS-CHAPv2
is much more secure. You may need to use v1 for backwards compatibility with NT and it
uses a 40-bit encryption key based on the password of the user.



• MS-CHAPv2 — More secure version of MS-CHAP. Basically MS-CHAP v2 is more
secure, it provides mutual authentication, stronger initial data encryption keys, and different
encryption keys for sending and receiving. Each time it will authenticate, a new string will
be used. This is the latest type of authentication.
 

Note: MS-CHAPv2 is the most secure way of authentication today, but many companies still
use the less secure ways because of backwards compatibility, speed compatibility of old
hardware, and the desire to not spend more for the latest upgrade.
 

 
Step 10. Choose Keep Connected or Idle Time from the Connection Type radio buttons.
 

• Keep Connected — Stays connected until user ends program.
 
• Idle Time — Has a specific time of no use till program ends.
 

Step 11. (Optional) If Idle Time was chosen in the previous step, enter the desired idle time.
 
Step 12. Click Save.
  

Edit a PPPoE Profile
 

Step 1. Log in to the web configuration utility and choose Networking > WAN (Internet) >
PPPoE Profiles. The PPPoE Profiles page opens:
 



 

 
Step 2. Check the check box which is left to the name of the added profile.
 

 
Step 3. Click Edit. The PPPoE Profiles window appears:
 



 
Step 4. Modify the fields as desired and click Save to update the PPPoE Profile.
 


