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Introduction

This document descrbies steps to configure guest portals with Aruba Wireless LAN Controller
(WLC). From Identity Services Engine (ISE) version 2.0 support for third party Network Access
Devices (NAD) is introduced. ISE currently supports integration with Aruba Wireless for Guest,
Posture and Bring Your Own Device (BYOD) flows.

Note: Cisco is not responsible for configuration or support for devices from other vendors.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Aruba IAP configuration
- Guest flow on ISE



Components Used

- Aruba IAP 204 software 6.4.2.3
- Cisco Identity Services Engine 2.0

Background Information
Guest Flow
ISE 2.0
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Step 1. User is associated to the Service Set Identifer (SSID). SSID can be configured as open or
with pre-shared key authentication.

Step 2. Aruba applies User-Role to this connection. First user-role is always SSID itself. User-role
contains different settings like VLAN, Access-Control restriction, Captive-Portal setting and more.
In current example default user-role assigned to SSID has only Permit-All statement.

Step 3. SSID is configured to provide MAC filtering over external radius server. Radius MAB (MAC
Authentication Bypass) access-request is sent to ISE.

Step 4. At policy evaluation time ISE selects authorization profile for Guest. This authorization
profile contains Access Type equal to ACCESS_ACCEPT and Aruba-User-Role equal to User-
Role name configured locally on Aruba WLC (Wireless LAN Controller). This user role is
configured for Captive-Portal and traffic is redirected towards ISE.



Aruba User-Roles

Main component that is used by Aruba WLC is User-Role. User-Role defines access restriction
applicable to user at the time of connection. Access restriction can include: Captive Portal
redirection, Access Control List, VLAN (Virtual Local Area Network), Bandwidth limitation and
others. Every SSID that exists on Aruba WLC has default User-Role where User-Role is equal to
SSID name, all users connected to specific SSID initially get restrictions from default role. User-
Role can be overwritten by Radius server, in this case Access-Accept should contain Aruba
Vendor specific attribute Aruba-User-Role. Value from this attribute is used by WLC to find local
user-role.

Step 5. With attribute Aruba-User-Role WLC checks locally for configured user roles and applies
required one.

Step 6. User initiates HTTP request in the browser.

Step 7. Aruba WLC intercepts request because of user-role configured for Captive portal. As a
response to this request WLC returns HTTP Code 302 Page moved with the ISE guest portal as a
new location.

Step 8. User establishes SSL connection to ISE on port 8443, and provides username/password
in guest portal.

Step 9. ISE sends COA disconnect request message to Aruba WLC.

Step 10. After COA disconnect message WLC drops connection with user and informs ISE that
connection should be terminated using Radius Accounting-Request (Stop) message. ISE has to
confirm that this message has been received with Accounting.

Step 11. ISE starts Session Stitching timer. This timer is used to bind session before and after
COA together. During this time ISE remembers all session parameters like username, etc. Second
authentication attempt must be done before this timer expire to select correct Authorization policy
for client. In case if timer expires, new Access-Request will be interpreted as a completely new
session and authorization policy with Guest Redirect will be applied again.

Step 12. Aruba WLC confirms previously received COA disconnect request with COA disconnect
acknowledgement.

Step 13. Aruba WLC sends new MAB Radius Access-Request.

Step 14. At policy evaluation time ISE selects authorization profile for Guest after authentication.
This authorization profile contains Access Type equal to ACCESS_ACCEPT and Aruba-User-Role
equal to User-Role name configured locally on Aruba WLC. This user role configured to permit all

traffic.

Step 15. With attribute Aruba-User-Role WLC checks locally configured user roles and applies
required one.

Configure

Step 1. Add Aruba WLC as NAD in ISE.



Navigate to Administration > Network Resources > Network Devices and click Add

Metwork Devices List = aruba

Network Devices

* Mame |aru|:|a

| a.
Description | |
*IP Address: [ 10.62.148.118 | |f b.
* Device Profile ArubaWireless | «» | 63 C.
Model Name | 1r|
Software Version | r|
* Metwork Device Group
Location |l Locations | | Set To Defautt
Device Type | Al Device Types | | Set To Default
» RADILUS Authentication Settings
Enable Authentication Settings
Frotocol RADIUS
* Shared Secret [ 4 eeee | Show
Enable KeyWrap [ ]
* Key Encryption Key Sno
* Message Authenticator Code Key Sho
Key Input Format = ASCI| HEXADECIMAL
CoAPort [ 3700 | Set To Default | o

1. Provide Network Access Device (NAD) name.
2. Specify NAD IP address.

3. Choose Network Device Profile. For Aruba WLC you may use built-in profile ArubaWireless.

4. Provide pre-shared key.

5. Define COA port, device form current example use UDP port 3799 for COA.



Step 2. Configure Authorization Profiles.

Navigate to Policy > Policy Elements > Results > Authorization > Authorization Profile and
click Add. First you have to create authorization profile for Central Web Authentication (CWA)
redirect, as shown in the image.

Autharization Profiles > ArubaGuestCWAL
Authorization Profile

*Mame | ArubaGuestCnwal

Description
" Access TVPe | ACCESS_ACCEPT v a.
mMetwork Device Profile ArubaWireless |« | &3 b.

* Common Tasks

Web Redirection (CWA, MDM, N3F, CPP) .

Centralized Web Auth - Value | Sponsored Guest Portal (defa r| d.

The network device profile selected abaove requires the following redirect URL to be configured manually on

https:/ /iseHost: 8443/ portal/ g? p=0geq0qv(}7RZWoiKeblgd¥YgZog e,

v Advanced Attributes Settings

| Aruba:Aruba-User-Role | = |5ku chere_cwal | f.

Note: By default all Authorization Profiles have network device type equal to Cisco. If NAD
itself is configured as ArubaWireless and authorization profile is created for other device
type, this profile is never matched for this device.

1. Define Access-Type as Access-Accept.
2. In Network Device Profile select ArubaWireless.



3. In common task section, enable Web Redirection option.

4. As a redirection type select Centralized Web Auth and select guest portal that you would
like to use for redirection.

5. The URL that ISE presents should be defined on Aruba WLC as external Captive portal URL.

6. In Advanced Attribute Settings section, define Aruba User-Role attribute value.

Second authorization profile should be created to provide access for guest users after portal
authentication:

Authorization Profiez = ArubaAccess-Accept

Authorization Profile

*Mame | Arubafccess-Accept |

Description
*Access Type | ACCESS_ACCEPT v a.

Metwaork Device Profile ArubaWireless  » | £ b.
v Common Tasks

[ acL

[ vian
v Advanced Attributes Settings

|Aruha:Aruba-Ll5&r-RnIe | = ||:|erm'rt_all C.

1. Define Access-Type as Access-Accept.

2. In Network Device Profile select ArubaWireless.

3. In Advanced Attribute Settings section define Aruba User-Role attribute value. Later on
you will configure local User-role on Aruba WLC with the same name.

Step 3. Configure Authorization Policy.

First authorization policy is responsible for user redirection to guest portal. In simplest case, you
can use built in compound condition

- Wireless_ MAB (a.) and
- Network Access AuthenticationStatus equal to Unknown user (b.) and



- Aruba Aruba-Essid-Name equal to your guest SSID name (c.).
For this policy, configure authorization profile with redirect to guest portal as a result (d.)

| Wireless_MAB]  [Network Access:AuthenticationStatus EQUALS | b. [ArubaGuestCWA1|
a. UnknownUser Fhruba:ﬁ.ruba—Essid—h ame EQUALS C d

skuchere _guest '

Second authorization policy should provide access for guest user after authentication via the
portal. This policy can rely on session data (User Identity Group/Use case guest flow and so on).
In this scenario user should reconnect before Session Stitching timer expire:

IGuestType_Cﬂntracmr {defau Hé Wireless_MAB ArubaAccess-Accept
: - 3 skuchere_guest

To protect yourself from Session Stitching timer expiration you can rely on endpoint data instead
of session data. By default, Sponsored Guest portal on ISE 2.0 is configured for automatic guest
device registration (Guest device is automatically placed in Guest_Endpoints endpoint identity
group). This group can be used as a condition:

|GuestEnd Eintsl Wireless_MAB ArubaAruba-Essid-Mame ArubaAccess-Accept
EQUALS skuchere_guest

Authorization policy in correct order:

GuestEndpoints Wireless_MAB ArubazAruba-Essid-Mame ArubaAccess-Accept
EQILALS skuchere_guest
Wireless_MAB Metwaork Access:AuthenticationStatus EQUALS ArubaGuestCWAT

Lnknownlser ArubaAruba-Essid-Mame EQLUALS
skuchere_guest

Step 4. Configure Radius Server on Aruba.

Navigate to Security > Authentication Servers and click New:



Authentication Servers | Users for Internal Server

Roles | Blacklisting | Firewall Settings

Inbound Firewal

Mew Authentication Server

a. () Lpap ) TACACS
MName: |skuchere-ise20-1

IP address: |10.48.17.252 b.
Auth port: [1812

Accounting port: |1813

Shared key: |-uuu-

Retype key: |-uuu- C
Timeout: |5 sec.
Retry count: |3

RFC 3576 |Enabled ||

Air Group CoA port: |3?5|9 d.

MAS IP address:

||1I:I.EE.14EI.11EI | e,

MNAS identifier:
Dead time:
DRP IP:

DREP Mask:
DRP VLAN:
DRP Gateway:

5 min.

[ com only

QK | Cancel

1. Choose RADIUS as AAA protocol.

2. Define AAA server name and IP address.

3. Specify pre-shared key.

4. Enable RFC 3576 support and define COA port.
5. Specify Aruba WLC management interface IP as NAS IP address.

Step 5. Create guest SSID on Aruba.

In the dashboard page select New at the end of network list. SSID creation wizard should start.

Follow wizard steps.



{Ez? 7 Networks

Mame — Clients

ArubafAhb, 0
mgarcarz_aruba
mgarcarz_aruba_guest
mgarcarz_aruba_tls
skuchere_dotlx
zskuchere_guest

wcecot BYOD _aruba
Mew
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Step 1. Define SSID name and select SSID type. Here, SSID type Employee is used. This SSID
type has default role with permit all and no Captive Portal Enforcement. Also, you can choose type
Guest. In such scenario you should define captive portal settings during SSID configuration.

New WLAN

1 WILAN Settings

WLAN Settings

MName & Usage

Name (SSID): skuchere_guest
Frimary usage: @ Employee

(7 Vaice

7 Guest

Step 2. VLAN and IP address assignment. Here, settings are left as defaults, as shown in the
image.



L WLAN Settings [P

Client IP & VLAN Assignment

Client IP assignment: (71 Wirtual Controller managed

@ Metwork assigned

Client WVLAN assignment: @ Default
() Static
() Drynamic

Step 3. Security settings. For guest SSID you can select Open or Personal. Personal requires pre-
shred key.

Y wian settings P ;

Security Level

More Key management: | WPA-2 Personal |E| d.
Secure
Passphrase format: | 8-63 chars IE‘
FPassphrase: |"u----u
Enterprize b
Retype |iiiiiiiii '
3 - Personal MAC authentication: | Enabled IE‘ C.
Celimiter character:
Open
Uppercase support: | Disabled |E|
Authentication zerver 1: |5|-CIJ|:|'IEFE-i5EEEI |E| Edit d.
L: .
=== Authentication server 2 | -- Select Server -- IE‘
Secure
Reauth interval: 0 | hrs. |:|
Accounting: | | Use authentication servers |E| e,
Accounting interval: 1 min.
Blacklisting: | Disabled 2

Fast Roaming

802.11r: [l
802.11k: [
802.11v: [

1. Choose Key Management mechanism.

2. Define pre-shared key.

3. To authenticate user against ISE using MAB MAC filtering need to be enabled.

4. In authentication server list choose your AAA server.

5. To enable accounting towards previously defined AAA server choose Use Authentication



server in drop-down list.

Note: Accounting is crucial with third-part NADs. If Policy Service Node (PSN) does not
receive Accounting-Stop for user from NAD, session may get stuck in Started state.

Step 6. Configure Captive Portal.
Navigate to Security > External Captive Portals and create new portal, as shown in the image:

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Mew
Mame: |5|-c:un:here_gue5t d.
Tvpe: | Radius Authenti:atinrlzl
IP or hostname: |3re—i5e2tl—l.example.n:nm b.
URL: |fpnrta|fg?p=Qqququ?F C.
Port: 3443 d.
Use https: | Enabled |E|
Captive Portal failure: | Deny internet |E|
Automatic URL Whitelisting: | Disabled =]
Redirect URL: |

oK | Cancel

Step 1. Specify captive portal name.

Steo 2. Define your ISE FQDN or IP address. If you use IP address, ensure that this IP defined in
Subject Alternative Name(SAN) field of Guest Portal Certificate.

Note: You may use any PSN server, but user should be always redirected to the server
where MAB took place. Usually you have to define FQDN of the Radius server that has been
configured on SSID.

Step 3. Provide redirect from ISE authorization profile. You should put here the part after port
number,

Step 4. Define ISE guest portal port.

Step 7. Configure User-Roles.

Navigate to Security > Roles. Ensure that after SSID is created, new role with the same name is
present in the list with access rule permit any to all destinations. Additionally, create two roles: one



for CWA redirect and second for permit access after authentication on guest portals. Names of
these roles should be identical to Aruba User-Role defined in ISE authorization profiles.

Authentication Servers | Users for Internal Server | Roles

Blacklisting | Firewall Settings

Inbound Firewall

Roles Access Rules for skuchere_guest

magarcarz_aruba | | ® Allow any to all destinations

magarcarz_aruba_tls
magarcarz_aruba_guest
zlkuchere_dotlx

permit_all

m

zskuchere_guest

cluchere_cwal
zlkuchere_cpp -

MNew Mew

As shown in the image, create new user role for redirect and add security restriction.

skuchere_cwal

skuchere_cpp -

Mew Delete Mew

For first restriction you need to define:

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall | walled

Mew Rule
Rule type: Splazh page type:
External E|
Captive portal |E|

'al

b.

Captive portal profile:

skuchere_guest

[~

Edit

For second restriction you need to define:

Authentication Servers | Users for Internal Server | Roles | Blacklisting

Edit Rule Allow any on server 10.43.17.251
Rule typs: Service:
Access contral E| 2 Netwaork any
Application
'EI n

Application category
Web category

web reputation

Firawall Settings

B

Action:

Allow

Inbownd Firewall

‘Walled Garden External Captive Pc

Diastination:

to a particular server E
1P b.
10.48.17.251

‘:I

As shown in the image, default rule Allow any to all destinations can be deleted. This is a



summary result of role configuration.
Authentication Servers

Roles

mgarcarz_aruba -
mgarcarz_aruba_tls
mgarcarz_aruba_guest
slkuchere_dotlx

permit_all

m

zluchere_guest
slkuchere_cwal
zluchere_cpp -

Mew = Delete

Verify

MNew

Users for Internal Server

Roles

Blacklisting | Firewall Settings | Inbound Firewall

Access Rules for skuchere_cwal

= Enforce captive portal
® 2llow any on server 10.43.17.251

Example of guest flow in ISE Operations > Radius Livelog.

Add or Remove Columns % Refresh @ Reset Repeat Counts

i

Endpoint Profile :

Refresh | Every 1 minute | Show

Authentication Policy ' Authorization Policy ©  Authorization Profles © Network Device

Windows7-Workst... Default >> MAB

Windows7-Workst...

f— Details  Repeat Count Identity Endpoint 1D _*

AL~ | | |
(i} a 0 guest 02:07:A5:98:03:F9
a guest 02:07:A5:98:03:F9
;
a guest 02:07:A5:08:03:F0 |
a 02:07:A5:98:03:F 02:07:A5:98:03:F9

.
b.

Default == ArubaCWA2 ArubaAccess-Accept
| Default == ArubaCWA2 ArubaAccess-Accept | aruba d.

Default >> MAB

aruba

Default >> MAB == D... Default >> ArubaCWwal |.-5.rubaGuestC‘.p'-.".-5.1 aruba | a.

1. First MAB and as a result, an authorization profile with CWA redirect and User-Role that
have Captive portal configured on Aruba side.

2. Guest authentication.

3. Successful Change of Authorization (CoA).

4. Second MAB and as a result an authorization profile with permit access and User-Role that

has permit all rule on Aruba side

On Aruba side you can use show clients command to ensure that user is connected, IP address
is assigned and correct user-role is assigned as a result of authentication:

Troubleshoot

Failed COA

In ISE settings, ensure that Aruba NAD is configured with correct Network device type on ISE side
and COA port is correctly defined in NAD settings. On Aruba side ensure that RFC 3576 is



enabled in Authentication Server settings and COA port is defined correctly. From network
perspective check that UDP port 3799 is allowed between ISE and Aruba WLC.

Redirect issue

User sees ISE url in browser but ISE page is not displayed, as shown in the image:

1, Problesn loading page x |+

{' t er | ewarngle.com:8443

(D The connection has timed out

The server at skuchere-1sell-1example.com s taking too lang to respand.
= The site could be temporarnly unavailable or too busy, Try agaimimna few
morments.

= [f you are unable to load any pages, check your computer’s network
conmection.

= [f your computer or netwark is protected by a firewall or proxy, make sure
that Firefox is permitted to access the Web

Try Again

On user side ensure that ISE FQDN can be successfully resolved to correct IP. On Aruba side
check that ISE url is defined correctly in captive portal settings and traffic towards ISE allowed in
User-Role access restrictions. Aslo check that Radius server on SSID and ISE PSN in captive
portal settings is the same device. From network perspective check that TCP port 8443 is allowed
from user segment to ISE.

No Redirection URL Present in User Browser

On user side ensure that as result of each HTTP request Aruba WLC returns HTTP code 302
page moved with ISE URL.

164 21:08:35.142878000 10.62.148.77 173.37.145.84 HTTP 982 GET / HTTP/1.1

176 21:08:35. 206718000 173.37.145.84 10.62.148.77 HTTP 505 HTTP/1.1 302
238 21:08:38.021507000 10.62.148.77 239.255.255.250 SsDP 175 M-SEARCH * HTTP/1.1
243 21:08:41.022968000 10.62.148.77 239.255.255.250 SsDP 175 M-SEARCH * HTTP/1.1

i »

3 Internet Protocol version 4, src: 173.37.145.84 (173.37.145.84), Dst: 10.62.148.77 (10.62.148.77)
# Transmission control Protocol, Src Port: 80 (80), Dst Port: 52155 (52155), Seq: 1, ack: 929, Len: 451
- Hypertext Transfer Protocol
© HTTP/1.1 302\r\n
server:\rin
pDate: Fri, 02 Jan 1970 01:47:49 GMT\r'n
cache-control: no-cache,no-store,must-revalidate,post-check=0,pre-check=0\rn
[truncated]Location: https://skuchere-ise20-1.example.com:8443/portal/g?p=Qqeqoqva7RZWoiKeblgdygZog&emd=10g1in&mac=02:07:a5:98:03:Ff9&essid=skuchere_guest
Tonnection: crosenrLn

Session Stitching Timer Expired

Typical symptom of this problem is that user is redirected for second time to guest portal. In this
case in ISE Radius Livelog you should see that after COA for second authentication Authorization



profile with CWA has been selected again. On Aruba side, check actual user role with the help of
show clients command.

As a workaround for this issue you may use endpoint based authorization policy on ISE for
connections after successful guest authentication.
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