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ABSTRACT 
 

The popular Internet Protocol (IPv4) has been used operationally in space on the Disaster 

Monitoring Constellation (DMC) satellites for remote sensing tasks since 2003. The UK-

DMC satellite carries the Cisco router in Low Earth Orbit (CLEO) as an experimental 

payload, and use of IPv4 with CLEO and to command and control the UK-DMC satellite 

was demonstrated in 2004. As a commercial Internet router, CLEO is also capable of using 

the newer IPv6 protocol, and of securing communications using IPsec. We describe our 

experiences in using IPv6 and IPsec onboard this satellite, and as part of a larger merged 

space/ground infrastructure built around use of the Internet Protocol. This is the first time 

that IPsec and IPv6 have been operated onboard a satellite in orbit. 

 

1. INTRODUCTION 

The Internet Protocol (IP) is becoming 

popular for use onboard small satellites, as it 

can take the technology and expertise 

available for terrestrial products and reuse it 

in the space environment. 

A brief history of use of IP in space has been 

documented,
1
 to which can be added the 

March 2007 joint launch of CFESat, the 

Cibola Flight Experiment built by Surrey 

Satellite Technology Ltd (SSTL) for Los 

Alamos Laboratory, alongside MidSTAR-1, 

built by the US Naval Academy and carrying 

the ICSat Internet Communications Satellite 

experiment. Both of these satellites owe a 

design debt to Keith Hogie, who advised the 

naval students while earlier influencing 

SSTL’s move to use IP onboard its satellites 

with experiments and demonstrations done 

onboard UoSAT-12.
2
  

Hogie’s suggested architecture, which sets out 

how IP can be supported on wireless space 

links using standard Frame Relay and HDLC 

mechanisms, has been described in detail.
3
 

SSTL’s Disaster Monitoring Constellation 

(DMC) remote-sensing satellites adopted 

Hogie’s design, and used IP and HDLC serial 

communications to deliver useful imagery 

data from orbit.
4
 (A sample image is shown in 

Fig. 1). Five DMC satellites are currently 

operational in orbit, while construction of 

three more satellites has been announced.
5,6,7 

The use of IP and HDLC serial streams made 

for straightforward integration of an assembly 

of a Cisco Systems 3251 Mobile Access 

Router and supporting serial card, as the 

CLEO Cisco router in Low Earth Orbit, 

onboard the UK-DMC satellite as a secondary 

experimental payload. 
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2. TESTING THE CLEO ROUTER 

CLEO was tested and demonstrated in June 
2004 as part of a larger internetworking 
exercise run from Vandenberg Air Force 
Base, showing that a commercial Internet 
router could function in orbit and be tasked by 
remote users ‘in the field’.1 This successful 
testing was conducted using the widespread 
version 4 of IP, along with mobile routing. 
However, CLEO already had onboard the 
capabilities to run both the newer version 6 of 
IP, IPv6,8 and the IP security protocol, IPsec.9 
(IPv5 was reserved for an experimental 
protocol that is now unused.10) These 
software features had launched onboard 
CLEO and the UK-DMC satellite in the 
firmware that flew into space in September 
2003, but had lain dormant and unused until 
the terrestrial ground station infrastructure 
was upgraded with IPv6 capabilities to match. 
CLEO was configured for IPv6 and IPsec use 
in March 2007, and successfully tested with 
both features on 29 March 2007.11 
Configuration and testing on orbit required 
few passes, as working configurations had 
already been debugged using the ground-
based testbed, carrying a sister router to 
CLEO, that is operational at NASA Glenn’s 
facility in Ohio [Fig. 2]. This testbed is now 
being used as a basis for development of 
Delay Tolerant Networking software for use 
onboard the UK-DMC satellite.12 

3. WHY TEST IPV6 IN SPACE? 

IPv6 is intended to eventually replace IPv4 
terrestrially, as the larger address space and 
simpler routing tables of IPv6 ameliorate the 
most pressing problems with the scalability of 
IPv4: 

a. exhaustion of availability of unused 
address space, requiring workarounds 
such as Network Address Translation 
(NAT) that become unneeded in IPv6,  

b. size of backbone routing tables needed 
to keep the Internet fully 
interconnected. 

Modern operating systems all include IPv6 as 
well as IPv4 functionality in their network 
stacks. A discussion of the advantages of IPv6 
is given elsewhere.13  

 
Fig. 1: Example DMC imagery - New Orleans, 

aftermath of Hurricane Katrina, NigeriaSat-1, 2 
September 2005. False-colour imagery. Green is 
vegetation; red is flooded. Full image taken is shown 
in corner thumbnail. Supplied to the US Geological 
Survey by DMC International Imaging. 
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Fig. 2: CLEO ground-based configuration testbed – 

a. top view before addition of heatsinks/fans 
 b. front view with interfaces and flexible patchbay. 
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Fig. 3: Steps made with CLEO in showing advanced 
networking capabilities onboard satellite in orbit. 


