
Government Security Survey

Summary Results

Market Connections, Inc.
October 2007

1



Background

I S t b 2007 202 f d l IT d i i k d fIn September 2007, 202 federal IT decision-makers, drawn from 
various 1105 communications publication subscriber lists, 
participated in a web-based survey about their main security 
efforts and issues, progress and concerns with federal 
i iti ti d ti f dinitiatives, and perceptions of vendors.

Respondents represented more than 30 federal agencies and all 
branches of the military.y

The survey was written and fielded by the e-Gov institute.  Data 
review and interpretation was performed by Market 
Connections IncConnections, Inc.
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Overall Sample Population: 
Agency and InvolvementAgency and Involvement

Involvement in IT and Network SolutionsType of Federal Agency

52%Evaluate alternative
solutions

Civilian 
56%

46%
Direct involvementDefense

44%

22%

9%

Oth

Final decision or
approve

0% 20% 40% 60%

Other

3

Type of federal agency
Q1. Which of the following describes the scope of your involvement in the development of IT and network solutions for your agency or organization?



Overall Sample Population: 
Job Function and Job RoleJob Function and Job Role

Primary Job Focus

Business
49% 34%Computer /

Communications /
Network

Job Role

IT

29%
Agency / Operations

Management

Network
Management

51%

14%

23%

Technical /
Engineering

Executive /
Command

0% 10% 20% 30% 40%

Engineering
Management
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Q2. Are you more involved in the daily business operations of your agency or do you have more involvement in IT-related functions? 
Job role



Overall Sample Population: 
Involvement in Security ApplicationsInvolvement in Security Applications

Involvement in Security ApplicationsHalf of respondents reported 
involvement in applications or 

44%

50%

Network or
communication

Applications or data
security

pp
data security.  

41%

43%

Risk management

Disaster recovery /
COOP

security

23%

37%

Wireless networking

Physical security

g

0% 10% 20% 30% 40% 50% 60%

Wireless networking
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Q3. Are you involved in any of the following?



Security Efforts and Issuesy ff
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Importance of Security 
Components and Activities

Importance of Security Components and Activities

p

Network level security issues 
were of top importance to 
respondents Nine in ten

95%

95%

Network intrusion
detection, alerting, or

Network firewalls

respondents.  Nine in ten 
respondents considered network 
firewalls, network intrusion 
detection, and/or network access 
control to be important to their

92%
Server and

workstation security

, g,
alarmingcontrol to be important to their 

agency’s security efforts.

Network level security issues 

89%

90%

Messaging / email

Network access
control

have been of top importance to 
federal IT decision-makers for 
the last three years (2005-2007).

0% 20% 40% 60% 80% 100%

% rating 4 or 5

Messaging / email
security
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Q5. Using a scale of one to five, where one is “not at all important” and five is “very important”, how important are the following security components and activities to 

your agency’s total security efforts?



Importance of Security Components 
and Activities (Cont’d)

84%

Importance of Security Components and Activities

( )

User-based security issues, 
such as remote access, were 

ll d l b

80%

84%

Security audits and
assessments

Incident response
capability

generally rated lower by 
respondents. 

70%

73%

Remote access /
telework

Compliance reporting

59%

70%Wireless intrusion
detection

telework

0% 20% 40% 60% 80% 100%

% rating 4 or 5

Data at rest
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Q5. Using a scale of one to five, where one is “not at all important” and five is “very important”, how important are the following security components and activities to 

your agency’s total security efforts?



Extent of Concern Over 
Security Issues

Extent of Concern Over Security Issues

y

More than half of respondents 
reported being concerned about 
bots and spyware infestation

55%

56%

Reduced operations
and service delivery

Bots and spyware
infestation

bots and spyware infestation.

In general, respondents were 
most worried about one time 

53%
Inadequately trained /
unconcerned users

and service delivery
due to security breachsecurity issues, such as reduced 

operations and service delivery 
and loss of privacy of data due 
to security breaches. 

50%

51%

Loss of privacy of
iti d t d t

Loss of privacy of
employee data due to

security breachSecurity breach issues were top 
concerns from 2005-2007.

0% 20% 40% 60%

% rating 4 or 5

citizen data due to
security breach
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Q6. On a scale of one to five, where one is “sleep like a baby” and five is “do not sleep a wink”, to what extent do the following security issues or concerns keep you up 

at night?



Extent of Concern Over 
Security Issues (Cont’d)

Extent of Concern Over Security Issues

y ( )

Respondents were less 
concerned with ongoing threats, 

h i
45%Security concerns

associated with
remote access for

mobile workers

such as security concerns 
associated with IP telephony.

41%

44%

Application software

Insider threats

30%Security concerns
associated with IP

and operating system
with unknown security

flaws

0% 20% 40% 60%

% rating 4 or 5

telephony
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Q6. On a scale of one to five, where one is “sleep like a baby” and five is “do not sleep a wink”, to what extent do the following security issues or concerns keep you up 

at night?



Time Spent on Mandated Security Requirements 
and Confidence in Agency Securityf g y y

Respondents reported spending more time on mandated security requirements than 
they did last year.
Half of respondents reported feeling more confident in their agency’s security thanHalf of respondents reported feeling more confident in their agency s security than 
they did three years ago.  Defense respondents were generally less confident than 
their civilian counterparts.

Amount of Time Spent on Mandated Security 
Requirements

(as compared to one year ago)
More, 65%

Amount of Confidence in Agency Security 
(as compared to three years ago)

More, 51%

Less, 4% Same amount, 
31% Less, 12%

Equal, 37%
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Q7. Compared to one year ago, do you spend more, less, or about the same amount of time dealing with mandated security requirements?

Q20. Regarding your agency’s security, do you feel more, less, or about equally secure now than you did three years ago?



Significance of Network 
Security Barriersy

67%

Significance of Network Security BarriersAs in previous years, funding was 
considered a significant barrier to  

k i bili i b

53%

55%

55%

67%

Other projects get higher priority

Existing security architecture

Amount of end-user training that is required

Funding / budgetnetwork security capabilities by 
the majority of respondents. 

Amount of required end-user 

46%

46%

48%

49%

Lack of management support or buy in

Lack of standards

Certification and accreditation process

Lack of experienced agency staff

q
training has become a greater 
barrier since 2005. 

25%

40%

42%

46%

Transition to IPv6

Lack of specific implementation services for a
project

Lack of security management tools

Lack of management support or buy-in

0% 20% 40% 60% 80%

% rating 4 or 5
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Q8. Using a scale of one to five, where one is “not at all significant” and five is “very significant”, how significant are the following barriers to improving your agency’s 

network security capabilities?



Agency Need for Embedding/ 
Integrating Security Capabilitiesg g y p

How critical is the need to embed/integrate security 
capabilities and safeguards?

Eight of every ten respondents 
said that embedding/integrating 

i bili i d
p g

Critical, 82%

security capabilities and 
safeguards into their agency’s 
infrastructure was critical. 

Neutral, 15% Not critical, 
3%
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Q9. On a scale of one to five, how critical is the need to embed/integrate security capabilities and safeguards into your infrastructure?



Challenges to Existing 
Security Architecturey

Security Architecture ChallengesHalf of respondents encountered a 
lack of collaboration among stand-
alone products within their existing 

45%

50%

Too many projects to

Lack of collaboration
among stand-alone

products

p g
security architecture.

IT respondents (52%) encountered a 
lack of integrated reporting more than

39%Lack of integrated
reporting

managelack of integrated reporting more than 
business respondents (26%).

27%

35%

Inability to leverage
infrastructure

Lack of proactive
response capabilities

8%

0% 20% 40% 60%

Other

infrastructure
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0% 20% 40% 60%

Q10. What challenges do you encounter with your existing security architecture?



Federal Initiatives and Requirementsq
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Priority of Initiatives Priority of Initiatives

55%
53%

57%

64%
56%

Linking budget to

Achieving FISMA
complianceCivilian respondents generally 

placed a higher priority on all 
federal initiatives than defense 

57%
65%

52%

39%
55%

Achieving green
status on all five
categories of the

PMA

program
performance

2007

respondents.

Attention to FISMA seemed to 
peak in 2006 Achieving FISMA

51%
53%

46%

54%

64%
51%

Implementing
independent annual
evaluations or audits

Improving your grade
on the GAO FISMA

scorecard

2006
2005

peak in 2006.  Achieving FISMA 
compliance, achieving green 
status in all categories of the 
PMA, and improving GAO 
FISMA scorecard grades were

37%

44%
42%

51%

*Implementing
HSPD-12 

evaluations or audits
by IG

FISMA scorecard grades were 
all higher priorities to 
respondents in 2006 than in 
2005 and 2007.

0% 20% 40% 60% 80%

% rating 4 or 5

*Implementing IPv6
milestones

*I l ti IP 6 il t t k d i 2005 d 2006
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Q14. On a scale of one to five, where one is an “extremely low priority” and five is an “extremely high priority”, please indicate your agency’s level of priority over the 
next 12 months for the following initiatives.

*Implementing IPv6 milestones was not asked in 2005 and 2006
*Implementing HSPD-12 was not asked in 2005



Awareness of Agency FISMA 
Compliance Effortsp ff

Awareness of Agency's FISMA Compliance Efforts

Approximately 70% of 
respondents had at least some 
level of awareness of their 

Hold final 
responsibility 
for ensuring 

FISMA 
compliance, 

3%

Aware and 
involved in 

agency efforts 
to become 

FISMA 
compliant, 27%

agency’s efforts to achieve 
FISMA compliance.  

Nearly 30% were aware and pNearly 30% were aware and 
involved in their agency’s FISMA 
compliance efforts.

Aware of 
FISMA Not at all

IT respondents (37%) were more 
likely than business respondents 
(16%) to be aware of and 
involved in FISMA compliance.

FISMA 
compliance 

efforts, but not 
involved, 41%

Not at all 
aware, 29%
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Q15. How aware are you of your agency’s efforts to achieve FISMA compliance?



Time Spent on FISMA Compliance

Amount of Time Spent on FISMA Compliance

Nearly half of respondents 
reported committing more than 
25% of their time to achieve 

More than 75 
percent, 3%50-75 percent, 

12%
25-50 percent, 

34%

FISMA compliance

Civilian respondents generally 
spent less time on FISMA thanspent less time on FISMA than 
defense respondents.

0-25 percent, 
51%
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Q16. Overall, what percentage of your time do you approximate is committed to achieving FISMA compliance?



Top Challenges in Achieving 
FISMA Compliancep

33%

Challenges to Achieving FISMA ComplianceSimilar to findings in 2006, funding 
was cited by one-third of 
respondents as a top challenge in

25%

33%

Management
awareness and

support

Funding
respondents as a top challenge in 
achieving overall FISMA 
compliance. 

20%

23%

Understanding
regulations

Lack of trained
personnel

Approximately one-quarter cited 
management awareness and 
support and a lack of trained 
personnel as challenges.

14%

18%

Ability to enforce
security policy

Meeting scheduled
milestones

IT respondents (23%) were more 
likely than business respondents 
(6%) to consider the ability to

3%

7%

Other

Lack of tools /
equipment

(6%) to consider the ability to 
enforce security policy as a top 
challenge.
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0% 10% 20% 30% 40%

Q17. What are your top two challenges in achieving overall FISMA compliance?



Status of IPv6 Security 
Architecture Developmentp

Has your agency developed an IPv6 security architecture?
More than one-third of 
respondents said their agency is 
developing or has developed an

Yes, it is part of 
our approved 
EA model, 8%

Yes, it is in 
development, 

27%

No, additional 
human 

resources are 
required, 7%

developing or has developed an 
IPv6 security architecture.

No, IPv6 
itsecurity 

architecture 
expertise is not 
available inside 
my agency, 9%

Don't know, 
49%
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Q18. Has your agency developed an IPv6 security architecture?



Impact of IPv6 on Security Posture

Do you expect IPv6 to improve your agency's 
security posture?

Nearly 60% of respondents said 
they expect IPv6 to improve their y p

Yes, 58%

y p p
agency’s security posture.

No, 42%
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Q19. Do you expect IPv6 to improve your agency’s security posture?



Security Impact of Web 2.0y p f
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Level of Concern of Web 2.0 
Security Impactsy p

How concerned are you about the security 
impact of Web 2.0?

More than 40% of respondents 
considered the security impact of 
allowing Web 2.0 functions on 

High priority 
concern, 43%

g
their networks to be a high priority 
concern.

Respondents most oftenRespondents most often 
mentioned social networking, file 
sharing, remote access, and 
application compatibility as their 
agency’s greatest Web 2 0

Low priority 
concern, 19%

Neutral, 38%

agency s greatest Web 2.0-
related security concerns.
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Q12. On a scale of one to five, where one is an “extremely low priority” and five is an “extremely high priority”, how concerned are you about the security impact of 
allowing Web 2.0 functions on your network?

Q13. Which Web 2.0 services cause the greatest security concerns for your agency?



Contact InformationContact Information

Market Connections, Inc
13135 Lee Jackson Memorial13135 Lee Jackson Memorial 

Hwy, Suite 380
Fairfax, VA 22033

703.378.2025

www.marketconnectionsinc.com
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