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Agenda
� Overview of Dynamic Multipoint V P N s
( DMV P N )

� Overview of G roup E ncrypted  T rans port 
V P N s
( G E T  V P N )

� DMV P N / G E T  V P N  Des ig n S election

� DMV P N / G E T  V P N  N etwork  V irtualiz ation 
C as e S tud y
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S es s i o n O b j ec t i v es
At the end of the session, the participants should 
b e ab le to:

� U nd ers tand  DMV P N  and  G E T V P N  tech nolog y and  
d es crib e th e d ifferences

� U nd ers tand  s olution pos itioning  and  s elect th e b es t 
tech nolog y b as ed  on b us ines s  req uirements

� Des ig n a network  us ing  DMV P N  or G E T  V P N  to 
provid e network  virtualiz ation and  s eparation
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DMVPN Overview
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W h at  i s  D y nam i c  M u l t i p o i nt  V P N  ?
� DMV P N  is  a C is co I OS  S oftware s olution for b uild ing  
I P s ec+ G R E V P N s in an eas y,  d ynamic and  s calab le 
manner

� R elies  on two proven tech nolog ies
Next Hop Resolution Protocol (NHRP)

C rea tes a  d istrib uted  (NHRP) m a pping  d a ta b a se of  a ll th e 
spok e’s tunnel to rea l (pub lic interf a ce) a d d resses

M ultipoint G RE  T unnel I nterf a ce
S ing le G RE  interf a ce to support m ultiple G RE / I Psec tunnels
S im plif ies siz e a nd  com plexity  of  conf ig ura tion
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D M V P N  – H o w  i t  w o r k s
� S pok es  h ave a d ynamic permanent G R E / I P s ec tunnel 
to th e h ub ,  b ut not to oth er s pok es .   T h ey reg is ter as  
clients  of th e N H R P  s erver

� W h en a s pok e need s  to s end  a pack et to a d es tination 
( private)  s ub net b eh ind  anoth er s pok e,  it q ueries  th e 
N H R P  s erver for th e real ( outs id e)  ad d res s  of th e 
d es tination s pok e

� N ow th e orig inating  s pok e can initiate a d ynamic 
G R E / I P s ec tunnel to th e targ et s pok e ( b ecaus e it 
k nows  th e peer ad d res s ) .

� T h e s pok e-to-s pok e tunnel is  b uilt over th e mG R E
interface
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D y nam i c  M u l t i p o i nt  V P N —E x am p l e

Dynamic Spoke-t o-s poke t u nnel s

Spoke A

Spoke B

1 9 2 . 1 6 8 . 2 . 0 / 2 4
. 1

1 9 2 . 1 6 8 . 1 . 0 / 2 4
. 1

1 9 2 . 1 6 8 . 0 . 0 / 2 4
. 1

.  .  .

.
 
.
 
.

P h y s i c a l :  1 7 2 . 1 7 . 0 . 1
T u n n el 0 :       1 0 . 0 . 0 . 1

P h y s i c a l :   d y n a m i c
T u n n el 0 :    1 0 . 0 . 0 . 1 1

P h y s i c a l :  d y n a m i c
T u n n el 0 :    1 0 . 0 . 0 . 1 2

St at ic Spoke-t o-h u b  t u nnel s

Static known
I P  ad d r e s s

D y nam ic
u nknown 

I P  ad d r e s s e s

L A N s  can h av e  
p r iv ate  ad d r e s s ing
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Dynamic Multipoint VPN (DMVPN)
Maj or  F e atur e s
� Configuration reduction and no-touch  dep l oy m ent
� I P  unicas t,  I P  m ul ticas t and dy nam ic routing p rotocol s
� S p ok es  w ith  dy nam ical l y  as s igned addres s es
� N A T  – s p ok e routers  b eh ind dy nam ic N A T  and h ub  
routers  b eh ind s tatic N A T

� D y nam ic s p ok e-s p ok e tunnel s  for s cal ing p artial / ful l  m es h  
V P N s

� Can b e us ed w ith out I P s ec E ncry p tion
� V R F s  – G R E  tunnel s  and/ or data p ack ets  in V R F s
� 2 5 4 7 oD M V P N  – M P L S  s w itch ing ov er tunnel s
� Q oS  – A ggregate;  S tatic/ M anual  p er-tunnel
� T rans p arent to m os t data p ack et l ev el  features
� W ide v ariety  of netw ork  des igns  and op tions
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N et w o r k  D es i gns

Hub-a n d -s p o k e S p o k e -t o -s p o k e  ( P h a s e  2 )

S e r v e r  L o a d  B a l a n c i n g Hi e r a r c h i c a l  ( P h a s e  3 )

Spoke-t o-h u b  t u n n el s
Spoke-t o-s poke pa t h
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DMVPN Ne tw or k  De s ig ns
� H ub -and -s pok e

S pok e-to-spok e tra f f ic v ia  h ub ,  T unnels =  O (n)
Ph a se 1 :  Hub  b a nd w id th  a nd  C PU  lim it V PN
S L B :  M a ny  “id entica l” h ub s increa se C PU  pow er

� S pok e-to-s pok e – Dynamic s pok e-to-s pok e tunnels
C ontrol tra f f ic – Hub -a nd -spok e;  Hub  to h ub

Ph a se 2 :  S ing le Hub -a nd -S pok e la y er
Ph a se 3 :  Hiera rch ica l Hub -a nd -S pok e la y ers

U nica st D a ta  tra f f ic — D y na m ic m esh
S pok e routers support spok e-h ub  a nd  spok e-spok e 
tunnels currently  in use.
Hub  supports spok e-h ub  tra f f ic a nd  ov erf low  f rom  
spok e-spok e tra f f ic.

Num b er of  tunnels >  O (n),  < <  O (n2 ) (f ull-m esh )
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Ne tw or k  De s ig ns  
C ommon R e q uir e me nts
� S mall/ Med ium B us ines s

D M V PN Ph a se 3  sing le la y er d esig n
D ia l b a ck up a nd  V RF  f or non-split-tunneling
U p to 1 0 0 0  spok es,  w ith  d y na m ic spok e-spok e tunnels.

� L arg er B us ines s
D M V PN Ph a se 3  h iera rch ica l la y er d esig n
D ia l b a ck up,  m ultiple I S P connections,  V RF  f or non-split-
tunneling  a nd  g roup sepa ra tion.
1 0 0 0 -2 0 0 0  spok es,  w ith  d y na m ic spok e-spok e tunnels.

� H ome Office - W ork  A cces s
E C T  (E nterprise C la ss T elew ork er) d esig ns
D M V PN Ph a se 3  sing le la y er d esig n
1 0 0 0 s of  spok es 
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Ne tw or k  De s ig ns  
C ommon R e q uir e me nts  (cont. )
� P oint-of-S ale /  A T M

S erv er L oa d  B a la ncing  (S L B ) d esig ns – S uper Hub
No spok e-spok e (d esig ns now  a v a ila b le to ena b le spok e-spok e)
4 0 0 0  – 2 0 0 0 0 +  spok es.

� E x tranet
D M V PN Ph a se 1  Hub -a nd -spok e d esig n
No spok e-spok e not ev en v ia  th e Hub  – (using  A C L s)
Prob a b ly  < 1 0 0 0  spok es.

� I S P
D M V PN Ph a se 3  or S M B  d esig ns,   M PL S  (2 5 4 7 oD M V PN),  
V RF s
Hub -a nd -spok e a nd  spok e-spok e netw ork s.
D if f erent siz e netw ork s (#  of  spok es),  b ut a lso supporting  m a ny  
D M V PN netw ork s on th e sa m e set of  h ub  routers.  
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G E T  VPN Overview
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W h at  i s  G r o u p  E nc r y p t ed T r ans p o r t  V P N  ?
(G E T  VPN)
� G E T  V P N  is  a g roup k ey b as ed  tunnel-les s  V P N  
s olution for th e enterpris e network  us ing  private 
MP L S / I P  core

� E nab les  s ecure end -to-end  fully mes h ed  network ,  for 
Data,  V oice,  V id eo,  I P  Multicas t and  oth er applications ,  
with out th e us e of point-to-point V P N  tunnels .

� R elies  on Open s tand ard  tech nolog ies
G roup D om a in O f  I nterpreta tion (G D O I )

RF C  3 5 4 7
Prov id es cry ptog ra ph ic k ey s a nd  polices to a  g roup of  V PN 
g a tew a y  th a t sh a re th e sa m e security  policies

I PS ec encry ptions
S upports 3 D E S ,  A E S 1 2 8 / 1 9 2 / 2 5 6  a lg orith m s
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G E T  V P N  C o m p o nent s

G r ou p
M e m b e r

G r ou p
M e m b e r

G r ou p
M e m b e r

G r ou p
M e m b e r

K e y  Se r v e r

R ou ting
M e m b e r s

G r o up  M e m be r
• E n c r y p t i o n  D e v i c e s
• R o ut e  B e t w e e n  S e c ur e  /  
U n s e c ur e  R e g i o n s
• M ul t i c a s t  P a r t i c i p a t i o n

K e y  S e r v e r
• V a l i d a t e  G r o up  M e m be r s
• M a n a g e  S e c ur i t y  P o l i c y
• C r e a t e  G r o up  K e y s
• D i s t r i but e  P o l i c y  /  K e y s

R o ut i n g  M e m be r
• F o r w a r d i n g
• R e p l i c a t i o n
• R o ut i n g
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G E T V P N  - H o w  D o es  i t  W o r k
� Step 1: Group Members (GM) “reg i st er”
v i a  GD O I  (IKE) w i t h  t h e K ey  S erv er (K S )

K S  a ut h en t i c a t es &  a ut h ori z es t h e GM
K S  ret urn s a  set  of  I P sec  S A s 
f or t h e GM t o use

� Step 2 : D a t a  P l a n e E n c ry pt i on
GM ex c h a n g e en c ry pt ed  t ra f f i c  usi n g  
t h e g roup k ey s
T h e t ra f f i c  uses IP S EC T un n el  Mod e 
w i t h  “a d d ress preserv a t i on ”

� Step 3 : P eri od i c  R ek ey  of  K ey s
K S  push es out  repl a c emen t  I P sec  k ey s 
bef ore c urren t  I P sec  k ey s ex pi re.  T h i s 
i s c a l l ed  a  “rek ey ”

GM1

GM2
GM3 GM4

GM5

GM6

GM7GM8
GM9 K S

GM1

GM2
GM3 GM4

GM5

GM6

GM7GM8
GM9 K S

GM1

GM2
GM3 GM4

GM5

GM6

GM7GM8
GM9 K S

O n c e  y o u  h a v e  b e e n  a d m i t t e d  t o  t h e  g r o u p ,  y o u
c a n  c o m m u n i c a t e  f r e e l y  w i t h  a n y / a l l  g r o u p  m e m b e r s .
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G r o u p  S ec u r i t y  As s o c i at i o n
� G roup Memb ers  s h are a s ecurity as s ociation

S ecurity  a ssocia tion is not to a  specif ic g roup m em b er
S ecurity  a ssocia tion is w ith  a  set of  g roup m em b ers

� S afe wh en V P N  g ateways  are work ing  tog eth er to 
protect th e s ame traffic

T h e V PN g a tew a y s a re trusted  in th e sa m e w a y
T ra f f ic ca n f low  b etw een a ny  of  th e V PN g a tew a y s

� E ach  g roup s upports  up to 1 0 0  A C L  permit entries  th at 
d efine interes ting  traffic for encryption

E a ch  perm it entries results in a  pa ir of  S ecurity  A ssocia tions
M a xim um  I PS ec S A s in a  g roup ca nnot exceed s 2 0 0
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G M

G M
G M

K S

G M

S ec u r e D at a P l ane M u l t i c as t
� Prem ise: S end er d oes not 
k now  th e potentia l recipients

� S end er a ssum es th a t 
leg itim a te g roup m em b ers 
ob ta in T ra f f ic E ncry ption 
K ey  f rom  k ey  serv er 
f or th e g roup

� E ncry pt M ultica st w ith  
I P A d d ress Preserv a tion

� Replica tion I n th e C ore 
b a sed  on orig ina l (S , G ) M u l ticas t:

( 1 0 . 0 . 1 . 5 ,  2 3 9 . 1 . 2 . 5 )

1 0 . 0 . 1 . 5
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C o r o l l ar y :
S ec u r e D at a P l ane U ni c as t
� Prem ise: Receiv er a d v ertises 
d estina tion pref ix b ut d oes not 
k now  th e potentia l encry ption 
sources

� Receiv er a ssum es 
th a t leg itim a te g roup 
m em b ers ob ta in 
T ra f f ic E ncry ption 
K ey  f rom  k ey  serv er 
f or th e g roup

� Receiv er ca n a uth entica te 
th e g roup m em b ersh ip

G M

G M
G M

K S

G M

U nicas t:
( 1 0 . 0 . 2 . 4 ,  1 0 . 0 . 1 . 5 )

U nicas t:
( 1 0 . 0 . 4 . 9 ,  1 0 . 0 . 1 . 5 )

1 0 . 0 . 1 . 5
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G r o u p  E nc r y p t ed T r ans p o r t  ( D at a P l ane)

E ncaps ulation with out T ime-B as ed  A nti-R eplay
1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2

1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2
P a y l oa d

G M G MR ou t er R ou t er

1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2
P a y l oa d

1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2
E SP  H ea d er  ( SP I )

E SP  T r a i l er

1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2
P a y l oa d

E ncaps ulation with  T ime-b as ed  A nti-R eplay
1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2

P a y l oa d
1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2

P a y l oa d

1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2
P a y l oa d

1 0 . 1 . 1 . 4 1 0 . 1 . 2 . 3 2
E SP  H ea d er  ( SP I )

E SP  T r a i l er

C i s c o M et a  D a t a

❽
❽�T i m e St a m p T i m e St a m p
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G r o u p  P o l i c y  D i s t r i b u t i o n
� G roup K eys

K ey  E ncry ption K ey s (D ef a ult L if etim e of  2 4  h ours)
T ra f f ic E ncry ption K ey s (D ef a ult L if etim e of  1  h our)

� K ey Dis trib ution Meth od s
U nica st
I nf ra structure C a pa b le of  U nica st O nly
Req uirem ent f or Rek ey A ck now led g em ent
Req uirem ent f or per G M  rek ey control

M ultica st
I nf ra structure C a pa b le of  M ultica st
Req uirem ent f or m ore S ca la b le K ey  a nd  Policy  D istrib ution
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P rimary S econd ary

S econd ary

G roup Memb er

G roup Memb er

C o o p er at i v e K ey  S er v er :  R o l es
� A  K ey  S erv er is E lected  Prim a ry ,  C rea tes K ey s,  a nd  
D istrib utes K ey s

� G roup M em b ers C om plete Reg istra tion to a n a v a ila b le 
K ey  S erv er a nd  Receiv e Policy  a nd  K ey s

G E T  V PN
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P rimary S econd ary

S econd ary

G roup Memb er

G roup Memb er

C o o p er at i v e K ey  S er v er :  
P r i m ar y  P r o c es s es
� Prim a ry  K ey  S erv er G enera tes new  K ey s on a  Period ic B a sis
� Prim a ry  C h eck s C onsistency  of  Policies a nd  C oord ina tes G roup 
M em b er L ist w ith  S econd a ry  K S  

� Prim a ry  D istrib utes K ey s to S econd a ry  K S  a nd  G roup M em b ers
� Prim a ry  Notif ies S econd a ry  of  Prim a ry  Presence

G E T  V PN
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B enef i t s  o f  G E T  V P N
P revious  L imitations N ew F eature and

A s s ociated  B enefits
M u l t i c a s t  t r a f f i c  e n c r y p t i o n  w a s  
s u p p o r t e d  t h r o u g h  I P s e c  t u n n e l s :
– N o t  s c a l a b l e
– D i f f i c u l t  t o  t r o u b l e s h o o t

E n c r y p t i o n  s u p p o r t e d  f o r  N a t i v e  M u l t i c a s t   a n d  
U n i c a s t  t r a f f i c  w i t h  G r o u p  S e c u r i t y  A s s o c i a t i o n
– A l l o w s  h i g h e r  s c a l a b i l i t y
– S i m p l i f i e s  T r o u b l e s h o o t i n g
– E x t e n s i b l e  s t a n d a r d s -b a s e d  f r a m e w o r k

O v e r l a y  V P N  N e t w o r k
– O v e r l a y  R o u t i n g
– S u b -o p t i m a l  M u l t i c a s t  
r e p l i c a t i o n

– L a c k  o f  V i r t u a l i z e d  Q o S
– P e e r  M e s h  o f  I P S e c  S t a t e s

N o  O v e r l a y
– L e v e r a g e s  C o r e  n e t w o r k  f o r  M u l t i c a s t  
r e p l i c a t i o n  v i a  I P  H e a d e r  P r e s e r v a t i o n

– O p t i m a l  R o u t i n g  i n t r o d u c e d  i n  V P N  
– S t a n d a r d  Q o S  f o r  e n c r y p t e d  t r a f f i c
– G l o b a l  D i s t r i b u t e d  I P S e c  S t a t e

F u l l  M e s h  C o n n e c t i v i t y
– H  a n d  S  p r i m a r y  s u p p o r t
– S  t o  S  n o t  s c a l a b l e

A n y  t o  A n y  I n s t a n t  E n t e r p r i s e  C o n n e c t i v i t y
– L e v e r a g e s  c o r e  f o r  i n s t a n t  c o m m u n i c a t i o n
– O p t i m a l  f o r  V o i c e  o v e r  V P N  d e p l o y m e n t s
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Des ig n  S el ec t io n
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D es i gn S el ec t i o n C h al l enge

R ou ting  p r otocol  ch ar acte r is tics  and  s cal ab il ity  is  d if f e r e nt

M or e  th an one  d e s ig n can s atis f y  a g iv e n s e t of  r e q u ir e m e nts

A d d ition of  ce r tain f e atu r e s  ch ang e  th e  d e s ig n or  top ol og y  e . g .  m u l ticas t

W id e  v ar ie ty  of  p l atf or m s  and  e ncr y p tion m od u l e s  to ch oos e  f or  th e  H u b

C e r tain p l atf or m s  or  I O S tr ains  d o not s u p p or t al l  th e  f e atu r e s
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DMVPN S olution – C ommon De s ig n S e le ction 
C r ite r ion 

E ncr y p tion 
T h r ou g h p u t?
V A M 2 + ,  V SA ,  
SP A

T op ol og y ?
H u b  &  Sp oke  or  
Sp oke  to Sp oke

F ine  tu ne
M od if y  d e s ig n 
b as e d  on 
p l atf or m  and  I O S

R ou ting  P r otocol  
ch oice ?
E I G R P ,  O SP F ,   
B G P ,  R I P

R o u t i n g  o v e r  t h e  t u n n e l

Step 4: A d j u s t D M V P N  
ph a s e o r  to po l o g y  
b a s ed  o n  I O S,  
pl a tf o r m  o r  tr a f f i c  
r eq u i r em en ts

Step 1 : Sel ec t 
to po l o g y  b a s ed  o n  
r eq u i r em en t

Step 2 : Sel ec t R P   
b a s ed  o n  s c a l a b i l i ty  
r eq u i r em en ts  O R  
s c a l e d es i g n  b a s ed  
o n  s el ec ted  R P

Step 3 : Sel ec t 
pl a tf o r m  a n d / o r  
en c r y pti o n  c a r d  b a s ed  
o n  th r o u g h pu t 
r eq u i r em en ts
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S t ep  1  – S el ec t  T o p o l o gy

R e s il ie nt Sp oke  to Sp oke
A l l  th e f ea tu r es  o f  b a s i c  s po k e to  s po k e d es i g n  a ppl y
Spo k es  c o n n ec t to  tw o  o r  m o r e h u b s  f o r  r es i l i en c y
B a s ed  o n  r o u ti n g  a n d / o r  N H R P  c o n f i g u r a ti o n s ,  tr a f f i c  c a n  b e 
d i s tr i b u ted  o v er  b o th  h u b s

R e s il ie nt H u b  and  Sp oke
A l l  th e f ea tu r es  o f  b a s i c  h u b  a n d  s po k e d es i g n  a ppl y
Spo k es  c o n n ec t to  tw o  o r  m o r e h u b s  f o r  r es i l i en c y
B a s ed  o n  r o u ti n g ,  tr a f f i c  c a n  b e d i s tr i b u ted  to  b o th  h u b s  O R  
c a n  a l w a y s  b e s en t to  a  pr i m a r y  h u b
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S te p 2  – S e le ct a R outing  Pr otocol b as e d  on 
S calab ility r e q uir e me nts

P a s s i v e w i th  I P  SL A :  7 2 0 0 / 6 5 0 0

5 0 0 2 0 0 0 +1 0 0 0 1 5 0 0

E I G R P

R I P v 2 P r e f e r r e d

I O S SL B  d es i g n  u s i n g  E I G R P  o r  R I P v 2  P a s s i v e
P r e f e r r e d

O SP F

7 2 0 0 / 6 5 0 0

B G P  u s i n g  R o u te R ef l ec to r  r o u ter  f a r m

P r e f e r r e d

Number of Branches

A SR6 5 0 0B G P 7 2 0 0

A SR7 2 0 0 / 6 5 0 0

A SR7 2 0 0 / 6 5 0 0

O D R
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S te p 3  – S e le ct Platf or m and  E ncr yption Mod ule

5 0 0  M 2 . 0  G1 . 0  G 1 . 5  G

G 1  
V AM 2 +

I M I X  T h r ou g h pu t
7 0 %  M a x  C P U

7 2 0 0  G 2 /  
V AM 2 +

7 2 0 0  G 2 / V SA

I O S SL B  D es i g n  – C r y pt o a n d  
M G R E  t er m i n a t ed  on  s a m e d ev i c e.  
T h r ou g h pu t  N  x  H u b  P l a t f or m  

M u l t i -T i er  D es i g n  – C r y pt o t er m i n a t ed  on  6 5 0 0 / SP A a n d  m G R E  t er m i n a t ed  on  
7 2 0 0  ( P h 1  or  P h 3 )

6 5 0 0  w i t h  I P s ec  SP A a s  c r y pt o h ea d en d  or  s poke d ev i c e ( D M V P N  P h 1 or  P h 2 )

ASR

N ot  r ec om m en d ed  
w i t h ou t  AS s u ppor t

T h r ou g h pu t  d epen d s  on  
n u m b er  of  h u b  pl a t f or m s
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S t ep  4  – F i nal  D es i gn Adj u s t m ent

Sp oke  to s p oke  d e s ig n wor ks  d if f e r e ntl y  d e p e nd ing  on  tr ain and  p l atf or m

H u b  and  Sp oke  d e s ig n wor ks  th e  s am e  in m ainl ine  or  T  tr ain.  Se l e ct a s tab l e  we l l  
te s te d  r e l e as e .  Sp oke  to s p oke  tr af f ic ( if  al l owe d )  wil l  tr av e r s e  th e  h u b  

1 2 . 4  M , pr e 1 2 . 4 ( 6 ) T , 1 2 . 2 ( 3 3 ) SX H , ASR  ( R el .  2 )  or  l a t er
7 2 0 0 / I SR , 6 5 0 0 , ASR 1 0 0 0  a s  a  h u b  or  s poke

D M V P N  P h a s e 2
H u b s  n eed  t o b e d a i s y  c h a i n ed
C a n  n ot  s u m m a r i z e r ou t es
N ex t  h op m u s t  b e u n c h a n g ed
O SP F  c a n  n ot  s u ppor t  m or e t h a n  t w o h u b s

1 2 . 4 ( 6 ) T  or  l a t er
7 2 0 0 / I SR  ( or  6 5 0 0  u s e f or  c r y pt o of f l oa d i n g  d ev i c e)

D M V P N  P h a s e 3
N o d a i s y  c h a i n  r eq u i r ed
R ou t e s u m m a r i z a t i on  pos s i b l e
N H R P  R ed i r ec t  a n d  s h or t c u t
H i er a r c h i c a l  d es i g n s  f or  b et t er  s c a l a b i l i t y

P r ef er r ed
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G E T VPN S olution – C ommon De s ig n S e le ction 
C r ite r ion 

E ncr y p tion 
T h r ou g h p u t?
V A M 2 + ,  V SA ,  
SP A

P ol icy ?
I ncl u s iv e  or  
E x cl u s iv e

F ine  tu ne
P ol icy  
M anag e m e nt and  
R e l iab il ity

Scal ab il ity ?
R e ke y  M e th od ,  
K S A r ch ite ctu r e

R o u t i n g  o v e r  t h e  t u n n e l

Step 4: A d j u s t po l i c y  
f o r  c o n tr o l  a n d  
m a n a g em en t pl a n e.   
O pti m i z e ti m er s  f o r  
c o n v er g en c e

Step 1 : D eter m i n e 
th e s ec u r i ty  po l i c y  
o f  tr a f f i c  th a t n eed s  
en c r y pti o n  a n d  
s c o pe o f  th e V P N

Step 2 : B a s ed  o n  
s c a l e r eq u i r em en ts ,  
s el ec t K S pl a tf o r m ,  
K S a r c h i tec tu r e f o r  
c o n tr o l  pl a n e

Step 3 : Sel ec t G M  
pl a tf o r m  a n d / o r  
en c r y pti o n  c a r d  b a s ed  
o n  th r o u g h pu t 
r eq u i r em en ts
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S t ep  1  – S el ec t  P o l i c y  M o del  and S c o p e

I ncl u s iv e
P o l i c y  en c r y pts  a l l  tr a f f i c  b y  d ef a u l t
E x c epti o n s  d ef i n ed  f o r  c o n tr o l  pl a n e a n d  m a n a g em en t
E x c epti o n s  d ef i n ed  o u t-o f -s c o pe V P N  s eg m en ts
T r a n s i ti o n  pl a n  d ef i n ed  f o r  el i m i n a ti n g  ex c epti o n s

E x cl u s iv e
P o l i c y  en c r y pts  s pec i f i c  r a n g es  o f  s u b n ets
E x c epti o n s  d ef i n ed  f o r  s pec i f i c  a ppl i c a ti o n s  a n d  s u b n ets
T r a n s i ti o n  pl a n  d ef i n ed  f o r  i n -s c o pe V P N  s eg m en t i n c l u s i o n

P r ef er r ed

P o l i c y

N u l l
P o l i c y



© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 34D M V P N -M C U G

S t ep  2  – S y s t em  S c al ab i l i t y

K e y  Se r v e r  R e ke y  M anag e m e nt
D eter m i n e i f  m u l ti c a s t r ek ey  i s  r eq u i r ed  ( >  2 0 0 0  G M )
D eter m i n e i f  V P N  h a s  m u l ti c a s t en a b l ed
A s s es s  r o u ti n g  c o n v er g en c e i n ter v a l s

K e y  Se r v e r  A r ch ite ctu r e
D eter m i n e n u m b er  o f  K S r eq u i r e b a s ed  o n  G M  n u m b er
D eter m i n e c o n tr o l  pl a n e to po l o g y  ( P I M -SM ,  -A n y c a s t,  -SSM )
D eter m i n e po l i c y  ex c epti o n s  f o r  K S c o n tr o l  pl a n e

P o l i c y

P o l i c y
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S te p 2  – S ys te m S calab ility (E x ample  7 2 0 0 )

1 0 0 0 4 0 0 02 0 0 0 3 0 0 0

3  K S - M u l t i c a s t

2  K S - U n i c a s t
P r e f e r r e d

Number of Branches

5 0 0 0

2  K S - U n i c a s t

3  K S - M u l t i c a s t

3  K S - M u l t i c a s t

4  K S - U n i c a s t

2  K S - U n i c a s t

3  K S - U n i c a s t

5 0 02 5 0

8  K S - U n i c a s t

Pr
e-s

ha
red

 K
ey
s

Pu
bli

c K
ey



© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 36D M V P N -M C U G

S te p 3  – S e le ct Platf or m and  E ncr yption Mod ule

5 0 0  M 2 . 0  G1 . 0  G 1 . 5  G

G 1 /  
V AM
2 +

I M I X  T h r ou g h pu t
7 0 %  M a x  C P U

G 2 /  
V AM 2 +

G 2 / V SA

6 5 0 0  w i t h  G r a n i kos  SP A ( 4 Q 0 9 )

C E F  L oa d -B a l a n c i n g

G 2 / V SA G 2 / V SA

ASR 1 0 0 0  ( 1 Q 0 9 )

2 . 5  G 3 . 0  G

ASR 1 0 0 0

C E F  L oa d -B a l a n c i n g

6 5 0 0

C E F  L oa d -B a l a n c i n g
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S t ep  4  – F i nal  D es i gn Adj u s t m ent

A d j u s t tim e r s  to op tim iz e  av ail ab il ity :
- C O O P  P r otocol  f or  K S C onv e r g e nce  
- R e ke y  T im e r s  f or  R ou ting  C onv e r g e nce

- A d j u s t P ol icy  to f acil itate :
- M anag e m e nt p l ane  acce s s  ( H T T P S,  T F T P ,  SN M P ,  SSH ,  T A C A C S,  e tc. )
- Su s tain contr ol  p l ane  ( B G P / I G P ,  P I M ,  G D O I ,  I K E ,  e tc. )

I O S C u r r en t  R el ea s e:   1 2 . 4 ( 2 2 ) T

G E T  V P N
- P h a s e 1 . 0  - O r i g i n a l l y  r el ea s ed  i n  
1 2 . 4( 1 1 ) T
- P h a s e 1 . 2  – P l a n n ed  r el ea s e i n  pi 1 2

I O N  a n d  X E  P l a n n ed  R el ea s es

G E T  V P N
- 6 5 0 0  P r o j ec ted  r el ea s e i n  I O N  A r r o w h ea d

- P h a s e 1 . 2  ( G M  O n l y )
- A SR  P r o j ec ted  r el ea s e i n  I O S X E  R L S 3

- P h a s e 1 . 2  ( G M  O n l y )
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DMVPN/ G E T  VPN
Net wo rk  Virt u a l iz a t io n
C a s e S t u d y
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B u s i nes s  R eq u i r em ent s
� T h ree B us ines s  U nits  ( B U )

S ites h a v e one or m ore B U s
� N o s ecurity policy with in b us ines s  unit
� S ecurity polices  will b e applied  to inter-B U  traffic
� Data mus t b e encrypted  wh en pas s ing  th roug h  S P  
network

� H ub  acces s  mus t h ave h ig h  availab ility
Hub  serv ices a ll B U s

� Optional,  multicas t traffic over th e V P N  network
� Optional,  no d is clos ure of local ad d res s es  to S P



© 2 0 0 8  C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . C i s c o  P u b l i c 40D M V P N -M C U G

S e par ate  DMVPNs  – VR F -lite
� Separate mGRE tunnel per BU
� H ub  ro uters  h and le all BU D M V P N s
� M ulti ple H ub  ro uters  f o r red und anc y  and  lo ad

A l l  H u b  r o u t e r s  c o n f i g u r e d  s i m i l a r  t o  e a c h  o t h e r
E i t h e r  m a n u a l l y  m a p  s p o k e s  t o  H u b  r o u t e r s

N e e d  ( 2 n )  H u b  r o u t e r s  f o r  r e d u n d a n c y
O r  u s e  I O S  S L B  t o  d y n a m i c a l l y  m a p  s p o k e s  t o  H u b  r o u t e r s

N e e d  ( n + 1 )  H u b  r o u t e r s  f o r  r e d u n d a n c y  a n d  2  I O S  S L B  r o u t e r s
� EI GRP  us ed  f o r ro uti ng  pro to c o l o uts i d e o f  and  o v er 
D M V P N s

� BGP  us ed  o nly  o n th e h ub
F o r  i m p o r t / e x p o r t  o f  r o u t e s  b e t w e e n  V R F s
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S e par ate  DMVPNs  VR F -lite
L og ical T opolog y

H u b 1

Spoke2
. 1 2 0 . 1

1 9 2 . 1 6 8 . x . y / 2 4

Spoke3

. 1 ,. 1 ,. 1

I n t er f a c e
T u n n el  0

I n t er f a c e
T u n n el  2

Y e l l o w
D M V P N
1 0 . 0 . 0 . 0 / 2 4

G r e e n
D M V P N
1 0 . 0 . 2 . 0 / 2 4

I n t er f a c e
T u n n el  1

R e d
D M V P N
1 0 . 0 . 1 . 0 / 2 4

. 1 2 ,. 1 2 ,. 1 2

. 1 1
. 1 3 ,. 1 3

. 1 2 1 . 1

. 1 2 2 . 1

. 2. 1
. 2 0 . x

. 2 1 . x

. 2 2 . x
. 2. 1

. 2. 1

1 9 2 . 1 6 8 . x . y / 2 4

. 1 3 1 . 1

. 1 3 2 . 1

. 3 1 . x

. 3 2 . x
. 2 . 1

. 2 . 1

Spoke1
1 9 2 . 1 6 8 . x . y / 2 4

. 1 1 0 . 1. 1 0 . x
. 2. 1

. 1 0 2 . 1
. 1 0 1 . 1

. 1 0 0 . 1

. 2
. 1 . 2 . x

. 1 . x

. 0 . x

. 2
. 1

. 2
. 1. 2 5 4 . x

. 2
. 1

I n t er n et

1 9 2 . 1 6 8 . x . y / 2 4
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� S ing le DMV P N
M PL S  V PN ov er D M V PN (h ub -a nd -spok e only )
S ing le m G RE  tunnel on a ll routers

� S implified  MP L S  config uration
S till a d d s com plexity  f or m a na g ing  a nd  troub lesh ooting

� Multiple H ub  routers  for red und ancy and  load
Hub  routers conf ig ured  sim ila r to ea ch  oth er
M a nua lly  m a p spok es to Hub  routers

Need  (2 n) Hub  routers f or red und a ncy
� E I G R P  is  us ed  for routing  outs id e th e DMV P N  network
� B G P  mus t b e us ed  for routing  protocol over DMV P N

Red istrib ute E I G RP to/ f rom  B G P f or tra nsport ov er D M V PN
I m port/ export of  routes b etw een V RF s

M P L S  o v er  D M V P N  – 2 5 4 7 o D M V P N
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MPL S  ov e r  DMVPN (2 5 4 7 oDMVPN)
L og ical T opolog y

H u b 1

Spoke2
. 1 2 0 . 1

1 9 2 . 1 6 8 . x . y / 2 4

Spoke3

. 1

. 1 2

. 1 1 . 1 3

. 1 2 1 . 1

. 1 2 2 . 1

. 2. 1
. 2 0 . x

. 2 1 . x

. 2 2 . x
. 2. 1

. 2. 1

1 9 2 . 1 6 8 . x . y / 2 4

. 1 3 1 . 1

. 1 3 2 . 1

. 3 1 . x

. 3 2 . x
. 2 . 1

. 2 . 1

Spoke1
1 9 2 . 1 6 8 . x . y / 2 4

. 1 1 0 . 1. 1 0 . x
. 2. 1

. 1 0 2 . 1
. 1 0 1 . 1

. 1 0 0 . 1

. 2
. 1 . 2 . x

. 1 . x

. 0 . x

. 2
. 1

. 2
. 1. 2 5 4 . x

. 2
. 1

I n t er n et

1 9 2 . 1 6 8 . x . y / 2 4

D M V P N
1 0 . 0 . 0 . 0 / 2 4
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G E T  VPN F und ame ntals
� Departmental S eg mentation R eq uires :

Route S eg m enta tion (a k a  V RF )
D a ta  Pla ne S eg m enta tion (e. g .  T unnel,  C ircuit,  S w itch ed  Pa th )
C ontrol Pla ne S eg m enta tion (e. g  v irtua l routing  a d j a cency )

� G E T  V P N  Does  N ot C reate th e V P N  – it s ecures  th e 
V P N

D epa rtm enta l S eg m enta tion m ust b e a ccom plish ed  using  
tunnels (e. g .  G RE ,  L 2 T Pv 3 ,  L S P,  etc. )
G E T  d oes not tunnel tra f f ic;  th eref ore,  th e a d d resses a re 
exposed

� G E T  V P N  can s ecure a d epartmental s eg ment
G E T  ca n encry pt I P tunnels
G E T  ca n encry pt tra f f ic f orw a rd ed  into tunnels
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G E T VPN
S e g me nte d  E ncr ypte d  T r af f ic

H u b 1
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L AN
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M P L S  V P N
S e g m e n t a t i o n

G r ou p M em b er

G r ou p M em b er

1 7 2 . 1 6 . 3 . 9
1 7 2 . 1 6 . 3 . 1 0

1 7 2 . 1 6 . 1 . 6

1 7 2 . 1 6 . 1 . 5

1 7 2 . 1 6 . 1 . 2
1 7 2 . 1 6 . 1 . 1

1 7 2 . 1 6 . 2 . 6

1 7 2 . 1 6 . 2 . 5
1 7 2 . 1 6 . 3 . 6

1 7 2 . 1 6 . 3 . 5
1 7 2 . 1 6 . 2 . 9
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Vir tualiz ation De cis ion Matr ix :
S e le ction of  DMVPN or  G E T VPN

M a s k V P N  
I P  

Ad d r es s es
Sec u r e V P N
P a r t i t i on i n g

Sepa r a t e D M V P N
C l ou d s

M P L S V P N
O v er  D M V P N

M P L S V P N
Seg m en t s

T u n n el ed  G E T  
E n c r y pt ed

V P N  Seg m en t s

Seg m en t
C r ea t i on

B y  
C u s t om er

M P L S V P N  O v er  
G E T  E n c r y pt ed  
G R E  T u n n el s

P ol i c y  Seg m en t ed  
Sh a r ed  M P L S V P N

An y -t o-a n y  
P er s i s t a n c e 

E f f i c i en t  
M u l t i c a s t  

D i s t r i b u t i on
Sc a l a b i l i t y
O f  R ou t i n g
Ad j a c en c y
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K ey  T ak eaw ay s
The Key Takeaways of this presentation are:
� P os itioning

D M V PN g enera lly  recom m end ed  f or ov er Pub lic Netw ork s
G E T  V PN G enera lly  recom m end ed  f or ov er Priv a te Netw ork s

� Mod els
D M V PN crea tes a  V PN a nd  secures th e V PN
G E T  V PN secures a n existing  V PN

� V irtualiz ation
D M V PN uses m ultiple ov erla y s or sing le ov erla y  w ith  M PL S  V PN
G E T  V PN uses d istinct polices or m ultiple ov erla y s
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Addi t i o nal  R es o u r c es
� G E T V P N  D e s ig n &  I m p l e m e ntation G u id e

h ttp : / / www. cis co. com / e n/ U S/ p r od / col l ate r al / v p nd e v c/ p s 6 5 2 5 / p s 9 3 7 0 / p s 7 1 8
0 / G E T V P N _ D I G _ v e r s ion_ 1 _ 0 _ E x te r nal . p d f

� D M V P N  D e s ig n &  I m p l e m e ntation G u id e
h ttp : / / www. cis co. com / e n/ U S/ d ocs / s ol u tions / E nte r p r is e / W A N _ and _ M A N / D M
V P N b k. p d f
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