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. Diagnostic Challenges

« Limited Production visibility

« Not enough depth to diagnose production issues
 Diagnostic tools not suited for production

* Inability to reproduce problems in other environments
 Hard to isolate culprit tier and component

 Impacts Time to Resolution
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. Enterprise Manager - Java Application

Diagnostic Expert (JADE)
Strengthening APM solution

Java Application
Diagnostic Expert
Applications (JAD E)

*Diagnose problems
in production

 Configuration Management

* Service Level Management

Middleware

» Application Performance Mgmt *View all java activity:
instrumentation not

* Lifecycle Management needed

Database

» Dashboards - Trace transactions

across tiers, into the
Operating Systems Oracle D B
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.JADE Competitive Advantage

BCI based tools ORACLE

1. Complicated to install, deploy, 1. Very easy to install, deploy, and
use use
« Code instrumentation and server * No modification of code or server
restarts restarts
Experts needed to instrument « Immediate visibility with no
and diagnose Application expertise required
2. High overhead (>20%) — Can't 2. Minimal Overhead (<1%) — Runs
run in production in production Servers
3. Silo oriented — No visibility from 3. Transaction Visibility — Follow
App Server through to DB transactions from AS to Oracle
database
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Feature-Benefit Summary

Key Features Benefit
1. Hot deployment, without |+ Quick time to value
server restarts or o S|mp|e to dep|oy

configuration changes - Easy to use

2. Real-time visibility into « Monitor complete Java stack including
JVM & Application state thread state and Java method/line visibility

without instrumentation - View of resource bottlenecks (DB, 1/0,
overhead CPU, Locks, thread hangs etc)

« Low overhead allows production diagnosis

* No need to reproduce problems in test
environment.

* No application knowledge required

3. Trace in-flight « View request performance problems in
transactions real time

« Analyze time spent in each resource
bottleneck (extend to each java method)
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Feature-Benefit Summary - Continue

Key Features Benefit
4. Cross-tier trace with « Cross tier analysis of transactions
Oracle DB between DB and middle-tier

5. Differential heap analysis |+ Simplify memory growth and leak analysis

6. Request Performance  Historical views to show the response
times of end-user requests

* Response time breakdown by
Servlet/JSP, EJB, JDBC and SQL

7. Interactive Transaction « Synthetic transaction response time profile
Trace

4. System monitoring « Events and notification on all performance,
load, and usage metrics
» Reports and historical trends
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1. HOT Deployment

Dynamic deployment on running applications

1. No parameter changes needed

2. Deploys dynamically as a web application
3. Does not need app configuration changes
4. Does not need JVMPI/JVMTI

5. Does not mess with the class loader
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2. JVM Monitoring
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2. Time consuming Methods &
Requests

Top Requasts
. . Requests Cost
® Top methOdS |nC|Ud|ng the ;Ipetstnre;’cnntru:nl.l'prn:uduct 1415794
Hpetstorefcomtrolicommiiorder | 143
Complete Ca” StaCk and COSt fOr frpetstnrercnntml!prnd ‘ 14[!5
. pr etstarefcontrolicart | 1 1 ”1
eaCh methOd In the StaCk fIpetstnrercnntrn:ul.fcategur'g.f 42
. . fIpetstnremnntrnlemductdetalls; 42
« Top requests with associated cost |wesuwsmonmonemsmin | 38
Hpetstarefcontrol/checkout | 28]
_ Method Cost
= Wgun reflect MatwvaMethodAccessorimpl-=involke 95
MEPWIIE YYTH renect MatveMetnodAc ceSSoNmMpl-=invokeo as
| Ha org apache calalina startup . Csislins-=silar 26
B GFEJ;.TE.CEEEHE.E&IEIIH&.SIEMD.DHI.&I!HE“-‘!E ad 2
I BEHwl org apache catalina core_SisndardC ontext-=~z=iPath 1
| EIHl:l-l:‘;;.;.-;EEI'.I'IE.Egiﬁliﬂa.cﬂﬂnﬂclﬁl.'DﬂﬂﬂEC!.Dr—bE-BlPEUiIBCLF’Dr‘I. ] 4
B org.apache. catalina.connector. Connector-=setPort 2
a3 Eh E’ COM.SUN.Org- apat nax¥aicas:. Inlsmaﬂ pEI!'EEfE.AbEtI‘EIt‘.EMF‘EI‘EElr—:EI'II‘_‘IEIEI'I"IEﬁ‘l 20
3. F+'| | E_] M COMm.SUn.org. BI:}BEHE MEFCE8. lﬂiﬂfﬂﬂi parsers.AbstractsAxParser-» SIEJ‘TEIEI"I"IEI"I‘[ ; E:i 1
| 4 E w EHA sun_nebwww profocol file Handler-=parselURL 15
[ 5. "é'; =7 com sun jmx mbeanserver DynamicMetaDatalmpl->getMBeaninio N 12
EB. | BFlw B A sun.reflect GeneratedConstructorfAccessorZ-=newlnstance 10
7. | Elw E A sun misc.URLClassPainsJarLoader-~getResource | 2

ORACLE



10gR4

3. Transaction Response Time Analysis

 Trace active threads in real-time
* View the bottleneck resources

Stack Trace
0.35% java.lang.String-=

Miew Totals By Percent

0.35% java.lang.Ohject-=clone View Totals E:j.rm}ﬁ Numbers
= 99.30% jamagent jamrun-=main View Lock By Percent
= 99.30% java.lang.reflect Method-=invoke View Lock By Abs Numbers

= §59.30% sun.reflect.DelegatingMethodAccessorlimpl-=invoke View CPU By Percemt
= 99.30% sun.reflect MativeMethodAccessorlmpl-=invoke View CPU By Abs Numbers
= 93.30% sun.reflect MativeMethodAccessorlmpl-=invoked  |View DB By Percent
(= 99.30% org.apache.cataling. startup Bootstrap-=main - [View DB By Abs Numbers
=l 81.12% org.apache.catalina.startup Bootstrap-=star|View 10 By Percent
= 81.12% java.lang.reflect Method-=invoke View 10 By Abs Numbers
=l 81.12% sun.reflect.DelegatingdethodAccessolView Net By Percent v
= 81.12% sun.reflect. MativeMethodAccessorlmpl-=invoke '
= 81.12% sun.reflect MativeMethodAccessorlmpl-=invoken
= 81.12% org.apache.catalina.stanup. Catalina-=start
= 81.12% org.apache.catalina.core. StandardServer-=start
72.38% org.apache.catalina.core StandardService-=start
8.74% org.apache.catalina.util LifecycleSuppoart-=fireLifecycleEvent
18.18% org.apache.catalina.startup Bootstrap-=load
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4. Cross-tier trace with Oracle DB

m Hudp Tiate (L ) Sebmgp
® \Vupw A T *

¥ Shara JVie

- Trace Java thread to y . — ety DB G
DB SeSSIOH M e OSHame AW Pat CPU OSR bhem P DB Wait T,
peawn ]| suphema com Wandows 2000 Sun 1 $0_05 12901 0 1 1] 0 i
— Identify in-flight Java - e e
i Paad VA ACEAR DLt 2 s | Ve Dekay Marwill Sy Aty | Last 9 Secs Wi Dot |
threads waiting for : :
DB resource bl |

B . DB State Causing
Drill to SQL the Bottleneck
[T =]

Lost

SQL Causing the
problem

 Trace DB session to
Java thread

— View DB sessions

engueue
db file scaftped read| 30
N i !

- -

| SOL Statement

SSLL R IRCT userid , status , email , firstname , lastname , addrl , addr2 , city , state , zip , country

waiting for or Lo
holding locks WHERE userid - i1
— Identify Java thread

holding DB session

ORACLE



10gR4

5. Differential Heap Analysis

Java m Trace Database Setup
® Al Haap * Lags * Rools * Top Dbgect * LOmpare Heag
Compae Hesp Usage by Rools
_; iy TOOY 20-JAM.00 1348 A0ASE ND
- Take Heap ey ey
. Pt ﬂm KE  Ohjecls Fﬂ Delta
SnapShOtS Wlth Syshem Klgssas 121377 57 313 B13135 15:543 10,830
minimal overhead e vrmeeer e o e o | Mﬂﬁﬁ; 1213177 57,373 813135| 46,543 10,830
Thra sg0ghat 165170 10,033 165170 10,032 O w
M 105085 10015 105088 10094 0
® 165085 10,074 165085 10,074 i}
Memory leak S

. Java m Trace Database Setup
analysis by S s P ] o

. Compare Heaps
COmparIng tWO %] Heap 1 demolnvc 7001 26-JAH-06 13 49 8811 55 MB L5 Moap 2 demoinuc TOON 26-JAN-06 1349 61155 M
. Top 40 slgects in System Klasses
different heap = -
Tymi Signatiure Couni  Byies Children Kb A Count Bytes Children KB Ad)
Snapshots taken Klags  javatangiObjoc! 1| 240/1.213,075 57373 12,768,283 1| 240 813,133 46,543 10,850,6ha 10330
nglancE |BvaNangiCIass 1 64 185085 10014 4,089,895 1| B4 165085 10,014 4,089 86 g
. atay (0 TE 15 2 B8O 1| 12 15 2 BO 0
over a period of |« & T T e e e B e s e e
. Aray |8 L 2 ] 12 3 a2 1 ] 11 ) ]
tlme amay D 1 18 1 i 16 1 16 { o 18 0 0
Klags Mol P ] ] 2IM| 22T CENAE] 2 | 1M I BOE14 ] ]
Eﬁ:f“”‘ Null 1| 228 2 0 16 1| 328 2 0 4B 0
Symbel | Mull T 2 0 64| 2| &4 7 0 E4 0
Elasgs  [avalsqbiRef 1 258 16 1 54T 1 256 18 1 547 ] 0
Copyrght Auptyma Companmion. 204 008 B
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6. Request Performance - JVM
Diagnostics

Setup Preferences Help Louout
obs | Reports

Web Applications |

Web Application: Pet Store

Home Chans Test Perdormance Page Performance _I Request Performance | System Té_gu [ogy Manitoring Configuration

Page Refreshed Sep 21, 2005 9:42:40 AWM PDT ( Refresh | ‘iew Data !La_s_t__?{iﬂ_)—_(?tl_rf_zi

Slowest Requests by Application Server Average Time

. .
. I O r We b ap p | I Catl O n S The table presents the ten slowest requests with a breakdown of the server tiers. The breakdown cannot be computed when not enough data is available frorm all

the tiers
Application and Database peffarmance is a measure of the time taken to prepare web application content in the J2EE container and database layer, including

( U R L) , Captu re ti m e S pe nt all time spent in the application server and hack-end data sources.

Slowest Requests By ‘fprpllcatlon Sewer Average Time VI

I n eaC h tl e r Minimum Application Server Request Count _Co
Web Cache Webh Server Application Server Database
Senver
Average Average| Awverage
. Request Count| Hit Ratio Count] Time (s} Count|Time {ms) T | Time (ms)|Server Time Details
L] I eW pe r O rl I la n Ce Jpetstorefoontrol/commitorder nfa el nfa nfa 2822 9413 B5.41 |
Ipetstore/controlverfysigmin | nfa nia nfa nfa 3118, 4937 2753
. " . . fmetstoredcontral/icart | nf'a_ m‘a_ néa nf’a_ 7‘952_ 27.18 20.31
h I Sto rI Cal | I d e n t If If J 2 E E Jpetstorefcontrol/productdetails e néa nfa nfa 2118 2509 20.54
L] Jtranstrace/ProtectedSpy néa nia nfa nfa 1 24.00 0.00m
fpetstare/control/checkout nfa nia nfa nfa 2853 23.38 12.66
H H Jpetstore/populate nfa ICE] néa nfa 2333 923 8441 |
I l I l e IS e Ca u S e {petstorefcontrolfproduct néa néa néa nfa 14 750 746 2465m
fpetstorefcontrollanguage nia nia nfa nfa 7352 L 0.004 Data
fpetstoredcontrolfsearch nfa nia néa nfa 1,068 579 3.05]
. . S
eb Server Time ime atabase Time | Total Time (No breakdown
[ I - W WWeb 5 Tirme Ml J2EE Time Ml Database Ti Total Time (Mo breakdown)
di h o
to diagnose the root cause 5,000
[} " 2,000
of increased J2EE time
¢]
. 150
° Identlfy problelns to o
100
14 15 16 17 18 19 20 21

September 2007
method, to resources, or
d u e to m e m O ry | eaks ;rr;‘:(:;\p:;nngf ;;T:stsprrz;tfla;\’gv:rtTJTJZEE:'ZZ}E! Database. Values are the average per request hit (in milliseconds) for the last 7 days

Frocessing Time Per Hit (ms)  1.499.8  Total Hits 846

JZEE Time {ms) 1,363.8

u
| | Database Time (ms) ~ 136.0
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7. Interactive Transaction Trace

Trace Results

* Web Application
Transactions (URL) -
Playback interactively

* View the time spent in
server and network
Transaction Status  Success Servlet!SP Time (ms)
Tatal Transaction Time (ms) 2504 EJE Time (ms)

° V p t m Total Server Time (ms) 608 JDBC/SAL Time (ms)
IeW reS O n Se I e Average Page Response Time (ms) 417
b kd b Slowest Page Response Time (ms) 914
y Server Time Details
Se rvI et/J S P EJ B J D B‘ ; Server data was collected for the requests listed in the table belowe Other URLs played may have not generated server data or credentials were not provided to
3 L] 3 collect their server data.

Transaction Overview Server Overview

B Serdet/JSP Time
[ EJB Time
I JDBC/SQL Time

B Server Time
O Other

Fe e
(]

and SQL
Time|ServietJSP(Time|JDBC/'SOL
Order{Request (ms}] Time (ins)] (ms)| Time {ms)|Processing Time Breakdown

. 1 .. fpetstors/populate? 519 2 ] 28
[ J D | Id t J V M (J A D E) command=checkTables&redirect=/control/languaget
rl Own O  253Flanguage%2530DEnglish

. . 2 .. Ipetstorefcontralflanguage?language=English 15: 4 4 gn
to d I ag n Ose p ro b | e m S I n 3 ...fpetstorefcontmIfc_alego'ry?categury_id=FISH 5 3 0 sil |
4 fpetstorsfcontrolfwhite 1 0D 0
5 Ipetstorefcontrolicant?action=purchaseltem&itemld=EST-20 40 5 18 17 m
J V M B .../petstorefcontrol/checkout ) ) 231 ] 2HE |
7 . fpetstorefcontrolfvalidatebillinginformation. .. S| 3 i] 0|

B Sendet/JSP Time | EJB Time B JOBC/S0L Time
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8. System Monitoring

Application Server: midtier101202_71._stacb08.us_oracle.com
Page Refreshed Oct 4, 2007 5:28:25 PM PDT (_Refresh )

HU_m_S- E@M Mieh Spplications ;_ﬁ;;i-o.l.ln.'lnc_e | Administration TUpUIUq
° 2 . . f CPU Usage (%) Memory Usage (ME)
4x7 monitoring o
100
L] g a0 1,500
availability, performance s
, , 32 500
. zao l
| Q- < e
Oa an uSa e I I Ie rICS 5432 12 Ah =3 12 PM 543 12 AmM (=3 12 PMm
, Qct 3, 2007 4 Qet 32, 2007 4
B Application Server [ Other B Application Server [0 Other

of Application Server e o i s s
and the host “Il Z-3??\ i

(8 elels)
0.45

0.30
015

* Blackouts, events, NG Bl & @ e &

Oct X, 2007 4 . -
B misses [ HijOracle Application Server. midtier] 012071 stach08.us.oraclecom »

notifications, and Metrics | e s e vae Mot Hstoy

CO m pa ri S O n Wefric History Key
. . Pt [ ko
» Historical trends of |

Lo el EIRRRENRARERERRURRRRR R o
Qct 3, 2007 4 B Claar

W BusvProcesses [ Idl

m etri CS a n d eve n tS Availability (Status History): appsrep l
Reports

Mo Data

General Overall Availability

Current Status Up
Up Since Sep 17, 2007 1:50:00 PM
Availability (%) 55.37
Duown Time (minutes) 19922

)
Blackout Time (minutes) M Up Time(S5.4%)

)

)

Agent Down Time (minutes B Ciown Time(44.65%)

0

0
System Error Time (minutes) 0
Status Pending Time (minutes) 0

Avallabiity (%) = Uptimei Ustime + Target Dowrtime: + Agent Dovwrfime)

N 55,374

v L
Sep 3, 2007 ‘5 47 55 PM Jd 4 ’UDT & 47 38 PM
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In Summary: Typical problems
addressed

1. Application running slow because of serialized DB connections
causing long wait times for Java locks

Mid-tier CPU utilization is high - identify top classes/methods

When a user request is hung, JADE allows you to identify the
affected current state and line of code in the application

4. When GC is running often, consuming resources & slowing
application, JADE can identify the source of the memory leak

|dentify java thread associated with long running SQL
6. Request performance scenario

ORACLE
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JADE Architecture

Agent Console

Monitored JVM
JADE Agent

Java Class JVM Information to browsers

JADE Agent Native library - SNMP Traps
°
. ! D
o
P - A

Monitored JVM s
JADE Agent ‘)
davaClaeg Console JVM
JADE Agent Native library JVM Activity DB Activity || Memory Leak || Root Cause
Monitoring Monitoring Analysis Analysis
~ JADE
- JADE Console JADE Console Repository
Java Classes JSPs
Monitored DB

g

JADE Console Native library

JADE DB Agent
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Platform Support for JADE

Supported JVMs Application Servers

- Solaris 8-10 on SPARC - Oracle Application Server
- Sun1.3.1,1.4.2,1.5.0,1.6.0 BEA WebLogic

Solaris 9-10 on X86 IBM WebSphere

— Sun 1.5.0 SAP NetWeaver
. Tomcat
- Sun1.3.1,1.4.2,1.5.0,1.6.0 . Resin
~ IBM 1.3.1, 1.4.2 T
« AIX 5i on PowerPC
— IBM1.3.1,1.4.2
« HPUX 11i on PARISC Oracle 8i-109 for cross-
- HP1.3.1,1.4.2 tier correlation
- Windows 2K, XP, 2003 on x86 * Linux, HP-UX, Solaris, AlX
— Sun 1.4.2,1.5.0

ORACLE
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. Problems

« Mission Critical business applications were
experiencing daily down time for 3+ weeks/quarter

« Reduced Avalilability identified by monitoring tools
(EMAN and Gomez)

 Java Problems:
- JVM was either in hung state or was responding very slow

« User transactions were hanging or running slow and users
had to all over again

- Database locking issues bringing down databases impacting
other common resources and applications

* Availability was always below 97% for 4+
weeks/quarter

ORACLE



. Applications & Problems

« OT Production
« OT/B2B (OT, ICT and Bondi WebServices) - Memory leak in
SCclient
« CCX-LT
« X1 - High memory usage
CSCC (Quote and OCM) - High CPU Usage
QB/SX - High memory Usage
Status Tool - High memory Usage

Selectica SC - Locking issues bringing CMRS and other tools
down

Selectica SC - CPU burn and memory usage

Reproducing these issues in Test/Dev environment was
extremely painful and time consuming

ORACLE




. JADE Deployment

- JADE was deployed on Selectica by changing the
startup script

* On IBM WAS it was deployed as a WAR file

* No instrumentation was needed, immediate visibility
after deployment

* No performance overhead due to JADE

- JADE provided rapid visibility into critical issues
« Heap Growth resulting in Out of Memory
* Hanging Transactions

ORACLE



Problem 1 — Memory Leak
(OutofMemory)
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. Memory Leak (OutofMemory)

« Monitoring solutions showed

« Initially when heap size went to 75%, full GC would bring the
memory down

« However after some time, full GC would not be able to free
any memory and full GCs would run continuously, bringing
the system to a halt

- BCIl based diagnostic tool would crash the JVM when
trying to diagnose memory leak
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. Memory Analysis with JADE

* Able to see a hash table growing inside the JVM

* When the hash table was small, as the garbage
accumulated, full GC would successfully free memory
when heap size approached 75%

 As the hash table itself grew to 75% of the heap, the
full GC could not free any memory and became
iIneffective

 This explained why we were seeing full GCs free
memory initially and not be able to free memory later
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. Tuning JVM memory

» |dentifying the reachable path of the hash table
helped us identify the cache within Selectica which
was growing

* Once the cache was identified, Selectica was able to
provide us with settings for controlling the cache

« Using JADE we were able to fine tune the different
cache settings for optimal performance

ORACLE



Problem 2 — Application
Hangs
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. Application Hangs

« Response times degrade substantially
- Configurator tool was a standalone Java application

 Unable to determine if the slowdown was in Java or
the database

« Spent lots of effort and consulting dollars trying to
identify the bottleneck with BCI based tool

ORACLE



. Diagnose Hanging Issue with JADE

- After deployment we noticed a lot of thread
contention from JADE

- JADE identified a custom callout responsible for
locking

« We were able to pinpoint the call in less than a day
(as soon as the issue occurred)
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Before

System Activity : 08-DEC-06 12:54:31 - 083-DEC-06 13:38:02 parkplace.cisco.com:sell 16 CPU{s} 576 ME Heap
Active Threads Heap Usage
11 188
CPU Lhilization Garbage Collections
31 6

Fity
f
|

Lack CPU DBWait | Metwork Wait 10 Wit
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After

System Activity : 08-DEC-06 12:54:31 - 08-DEC-06 13:38:02 parkplace.cisco.commid2 16 CPU{s) 544 MB Heap
Active Threads Heap Usage
4 188

i T il e

CPU Lhilization Garbage Collections
18 1

F\\; J \J
| I T L

Lack || CPU DBWalt || Metwork\Wait 10 Wait
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