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Using Security Tools

Information Assurance and Network Security
John Sands and Erich Spengler
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Overview of Information Assurance 
and Network Security

Foundations
1. Confidentiality

2. Data Integrity

3. System Availability 
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Terms to Review

1. Vulnerability

2. Threat

3. Risk

4. Countermeasure

5. Authentication

6. Non-repudiation
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Risk: With Known Threats, Risk 
Becomes Proportional to the Amount 
of Exposure to Any Vulnerability
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Authentication
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Using a Keyboard Logger
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Using Syn Attack

Server Computer
Client Machine

SYN Message1

SYN-ACK Message2

ACK Message3

Connection Created4
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Using AngerIP Network Scanner
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Using Cain and Able
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Using HashCalc
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Using NetCat
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Nessus Scan
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Using MetaSploit
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Using Bandwidth Limiter
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Using Net Stumbler
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Using Microsoft Baseline 
Security Analyzer
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Using XARP

User BUser A
Ethernet Switch

Broadcasting Spoofed 
MAC Address

Attacker
Man-in-the-Middle

User A Uses this 
(Attacker MAC) 
MAC Address

User B Uses this 
(Attacker MAC) 

MAC Address
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For More Information About CSSIA

CSSIA.ORG

ftp://64.107.8.176/_Information%20Assurance%20I/IA
%20Labs%20and%20Tools%202006/IA-I_V2/

sands@morainevalley.edu

spengler@morainevalley.edu

mailto:sands@morainevalley.edu
mailto:spengler@morainevalley.edu
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Q and A
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