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Overview of Information Assurance
and Network Security

Foundations

1. Confidentiality

2. Data Integrity

3. System Availability




erms to Review

1. Vulnerability Risk: With Known Threats, Risk

Becomes Proportional to the Amount
of Exposure to Any Vulnerability

2. Threat
3. Risk Medium High
4. Countermeasure
5. Authentication

. Medi
6. Non-repudiation o i

Vulnerability
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Authentication




Using a Keyboard Logger
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Using Syn Attack
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Using AngerlP Network Scanner




Using Cain and Able

File View Configure Tools Help
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Using HashCalc
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Nnetcat
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Nessus Scan
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Using MetaSploit




Using Bandwidth Limiter
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Using Net Stumbler
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+ Network Stumbler - [20021206125750.ns1]
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Using Microsoft Baseline
Security Analyzer

© ‘Baseline Security Analyzer

Microsoft Baseline Security V|Ew Security repurt
Analyzer
Sort Order: | Issue name Lﬂ
O Welcome
O Pikacomputertoscan | (RS

) Administrators More than 2 Administrators
[ Pick muttiple computers to scan were found on this computer

Pick it ' What was scanned a
[ Pick a securty report to view oL (=)

[ View a sacurty report How to comect this

Analyzer Help Lbdn:tllau system :‘Il:I"r'H is not i
[0 About Microsaft Baseline cene::hrwﬂwac:l [!J
Security Analyzer Al i 1@

CJ Microsoft Securty Web site

ﬂ Previous report Neod security report

€ 2002-2006 Microsoft Corporation. All rights reserved.




Using XARP

User A Uses this User B Uses this
(Attacker MAC) (Attacker MAC)
MAC Address MAC Address

Ethernet Switch

Broadcasting Spoofed
MAC Address

Attacker
Man-in-the-Middle
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For More Information About CSSIA

= CSSIA.ORG

= ftp://64.107.8.176/ Information%20Assurance%20I/1A
%20Labs%20and%20To00ls%202006/IA-1_V2/

= sands@morainevalley.edu

= spengler@morainevalley.edu



mailto:sands@morainevalley.edu
mailto:spengler@morainevalley.edu




Cisco | Networking Academy”
Mind Wide Open



NIIr
CISCO



	Using Security Tools
	Overview of Information Assurance �and Network Security
	Terms to Review
	Authentication
	Using a Keyboard Logger
	Using Syn Attack
	Using AngerIP Network Scanner
	Using Cain and Able
	Using HashCalc
	Using NetCat
	Nessus Scan
	Using MetaSploit
	Using Bandwidth Limiter
	Using Net Stumbler
	Using Microsoft Baseline �Security Analyzer
	Using XARP
	For More Information About CSSIA
	Q and A
	Slide Number 19
	Slide Number 20

