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B r o a d b a n d -T e s t i n g  
 
Bro ad b an d -T estin g  is E uro p e’ s f o rem o st in d ep en d en t n etwo rk  testin g  f acil ity  an d  
co n sul tan cy  o rg an isatio n  f o r b ro ad b an d  an d  n etwo rk  in f rastructure p ro d ucts.  
 
Based  in  th e so uth  o f  Fran ce,  Bro ad b an d -T estin g  o f f ers ex ten siv e l ab s,  d em o  an d  
co n f eren ce f acil ities. Fro m  th is b ase,  Bro ad b an d -T estin g  p ro v id es a ran g e o f  sp ecial ist I T ,  
n etwo rk in g  an d  d ev el o p m en t serv ices to  v en d o rs an d  en d -user o rg an isatio n s th ro ug h o ut 
E uro p e,  S E A P  an d  th e U n ited  S tates.  
 
Bro ad b an d -T estin g  is an  asso ciate o f  th e f o l l o win g :  
 
• NSS Network Testing Laboratories (specialising in security product testing) 
• B roadband V antage (broadband consultancy group) 
• Lim bo C reativ es (bespoke sof tware dev elopm ent) 
 
B r o a d b a n d -Te s t i n g  L a b o r a t o r i e s  are av ail ab l e to  v en d o rs an d  en d -users f o r f ul l y  
in d ep en d en t testin g  o f  n etwo rk in g ,  co m m un icatio n s an d  security  h ard ware an d  so f tware.  
 
B r o a d b a n d -Te s t i n g  L a b o r a t o r i e s  o p erates an  A p p r o v a l  sch em e wh ich  en ab l es p ro d ucts 
to  b e sh o rt-l isted  f o r p urch ase b y  en d -users,  b ased  o n  th eir successf ul  ap p ro v al . 
 
O utp ut f ro m  th e l ab s,  in cl ud in g  d etail ed  research  rep o rts,  articl es an d  wh ite p ap ers o n  th e 
l atest n etwo rk -rel ated  tech n o l o g ies,  are m ad e av ail ab l e f ree o f  ch arg e o n  o ur web  site at 
H T T P : / / www.b ro ad b an d -testin g .co .uk  
 
T h e co n f eren ce cen tre in  M o ux  in  th e so uth  o f  Fran ce is th e id eal  l o catio n  f o r sal es 
train in g ,  g en eral  sem in ars an d  p ro d uct l aun ch es,  an d  Bro ad b an d -T estin g  can  al so  p ro v id e 
tech n ical  writin g  serv ices f o r sal es,  m ark etin g  an d  tech n ical  d o cum en tatio n ,  as wel l  as 
d o cum en tatio n  an d  test-h o use f acil ities f o r p ro d uct d ev el o p m en t. 
 
B r o a d b a n d -Te s t i n g  Co n s u l t a n c y  Se r v i c e s  o f f ers a ran g e o f  n etwo rk  co n sul tan cy  
serv ices in cl ud in g  n etwo rk  d esig n ,  strateg y  p l an n in g ,  I n tern et co n n ectiv ity  an d  p ro d uct 
d ev el o p m en t assistan ce. 
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CI S CO  I S R  8 7 1  R E P O R T  – E X E CU T I V E  S U M M A R Y  
 

� W ith  its I S R  ( I n teg rated  S erv ices R o uter)  80 0  S eries,  C isco  is 
l o o k in g  to  co m b in e en terp rise-cl ass f eature sets an d  th e ease o f  
use asso ciated  with  its L in k sy s en try -l ev el  p ro d ucts,  to  d el iv er a 
h ig h -en d  p ro d uct to  th e sm al l / m ed ium  b usin ess m ark etp l ace at an  
af f o rd ab l e p rice. T h is is a to ug h  ask ,  b ut o ur test sh o wed  th at it is 
p o ssib l e to  ach iev e th is f in e b al an cin g  act.  

 
� T h e 871  is a f ul l y -f eatured  p ro d uct b y  an y  stan d ard s – in teg rated  

E th ern et switch ,  W L A N  A ccess P o in t,  ro utin g ,  V o I P  sup p o rt,  a h o st 
o f  security  o p tio n s in cl ud in g  V P N s,  ev en  Q ual ity  o f  S erv ice 
p ro v isio n in g ,  are al l  in cl ud ed . I n teg rated  DS L  is an  o p tio n . 

 
� T h is d ep th  o f  p ro d uct f eatures,  n o tab l y  in  term s o f  th e security  

o p tio n s,  is wh at d if f eren tiates it sig n if ican tl y  f ro m  C isco ’ s L in k sy s 
h o m e/ S O H O  p ro d uct ran g e. A s such ,  th e p rice d if f eren tial  b etween  
th e two  p ro d uct l in es is certain l y  j ustif ied . 

 
� T h e G U I  ( S DM  2 .1 )  used  to  m an ag e th e I S R  871  is g en uin el y  easy  

to  use,  with  sev eral  wiz ard -b ased  co n f ig uratio n  o p tio n s m ak in g  
settin g  up  th e ro uter rel ativ el y  easy . 

 
� W h ereas o th er p ro d ucts h ig h er up  th e I S R  ran g e h av e a weal th  o f  

o p tio n al  ex tras in  ad d itio n  to  th e b asic p ro d uct,  th e 871  h as v ery  f ew 
wh ich  h el p s m ak e th e p urch asin g  an d  co n f ig uratio n  p ro cess v ery  
sim p l e. T h is is a g o o d  th in g ,  g iv en  th e targ et custo m er. 

 
� T h e I S R  871  al so  m ak es a v ery  stro n g  case f o r b ein g  p art o f  a 

m an ag ed  serv ice sty l e o f f erin g  f ro m  a serv ice p ro v id er o r T el C o . 
M in im al  co n f ig uratio n  req uirem en ts,  an d  th e ex p ected  red uctio n  in  
sup p o rt req uirem en ts as a resul t,  sh o ul d  ad d  up  to  a h ig h l y  suitab l e 
p ro d uct f o r th is ty p e o f  o p eratio n . 

 
 
 

Th e  A i m s  Of  Th i s  Re p o r t  
 
W ith in  th e sco p e o f  th is rep o rt we’ re l o o k in g  to  ach iev e th ree aim s:  
 
1 . T o  ex am in e th e f eature set o f  th e I S R  871  with  a f o cus o n  ease o f  use,  

f l ex ib il ity  an d  d ep th  o f  co v erag e. 
 
2 . T o  test th e cap ab il ities o f  th e I S R  871  to  co p e with  wh at wil l  b e 

sub stan tial l y  h eav ier traf f ic l o ad s th an  th o se it wo ul d  real istical l y  f in d  in  
th e real  wo rl d ,  an d  with  m ul tip l e f eatures en ab l ed . Fair?  N o ,  b ut th is is a 
test af ter al l .  

 
3. T o  g aug e h o w easy  th e I S R  871  is to  co n f ig ure an d  m an ag e o n  a d ay - 

to -d ay  b asis,  g iv en  its in ten d ed  targ et user b ase – S M B,  tel ewo rk er – 
wh ere th ere is n o  h el p d esk  sup p o rt d irectl y  at h an d . E q ual l y ,  in  a 
m an ag ed  serv ices en v iro n m en t,  we n eed  to  ex am in e wh at l ev el  o f  
sup p o rt th e serv ice p ro v id er is l ik el y  to  n eed  to  o f f er,  in  o rd er to  k eep  
th eir custo m ers h ap p y . 
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I N T R O D U CT I O N :  T H E  U L T I M A T E  B A L A N CI N G  A CT  – 
E N T E R P R I S E  F E A T U R E S ,  H O M E W O R K E R  E A S E  O F  
U S E …  

W h ich ev er way  y o u l o o k  at it,  it so un d s l ik e uto p ia – a m arriag e o f  
en terp rise-cl ass f eatures with  th e sim p l icity  o f  d esig n  th at en ab l es a n o v ice 
co m p uter user to  m an ag e th eir o f f ice ro uter o n  a d ail y  b asis. 
 
But th is is th e rem it C isco  ask ed  o f  its en g in eers wh en  d esig n in g  th e I S R  
( I n teg rated  S erv ices R o uter)  80 0  series – to  create a f ul l y -f eatured ,  
in d ustrial  stren g th  o f f ice ro uter f o r th e av erag e sm al l  b usin ess o r ev en  
tel ewo rk er to  use. S o ,  we are n o t tal k in g  ab o ut tech n ical  sup p o rt h el p d esk  
team s o n  stan d b y  h ere,  b ut users wh o  h av e j ust ab o ut g o t th e h an g  o f  
O f f ice 2 0 0 3. A n d  b y  f ul l y  f eatured  we m ean  j ust th at – wired  an d  wirel ess 
co n n ectio n s,  ro utin g  b etween  L A N  an d  W A N  ( I n tern et) ,  o p tio n al  in teg rated  
DS L ,  a h o st o f  security  f eatures…  
 
A n o th er p o in t to  co n sid er h ere is th at,  wh il e th e “ p ap erl ess”  o f f ice h as n ev er 
actual l y  co m e o f  ag e,  th e wirel ess o r at l east,  n ear wirel ess,  o f f ice d o es 
stan d  a b etter ch an ce. I n  a sm al l  b usin ess o r tel ewo rk er scen ario ,  th e l ess 
wires th e b etter is th e o rd er o f  th e d ay . W ires are j ust o n e o th er p h y sical  
co m p o n en t th at can  create p ro b l em s,  so  b y  ex cl ud in g  th em  y o u ex cl ud e 
th o se p o ten tial  f ail ures an d  th e h ead  scratch in g  th at g o es with  th em . S o ,  
with  th e I S R  871 ,  C isco  is l o o k in g  to  m in im ise sup p o rt req uirem en t,  
m ax im ise th e wirel ess o p p o rtun ity  an d  n o t sh o rt-ch an g e th e user o n  
f eatures. A  b ig  ask ?  Y es,  b ut o n e th at is em in en tl y  v iab l e an d  v ery  m uch  
n eed ed  in  th e real  wo rl d . 

 

  
Figure 1 – T h e C is c o  I S R  80 0  S eries  
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I S R  8 7 1  – F E A T U R E S  A N D  F U N CT I O N A L I T Y  
O V E R V I E W  

T h in k  o f  a C isco  wirel ess ro uter p ro d uct th at is aim ed  at th e S O H O / S M B 
m ark et an d  th e n am e th at sp rin g s to  m in d  is n o t actual l y  C isco ,  b ut its 
L in k sy s p ro d uct l in e,  acq uired  l ast y ear.  
 
S o  with  th e in tro d uctio n  o f  th e 80 0  series I n teg rated  S erv ice R o uters ( I S R s)  
with  b uil t-in  W L A N  an d  4-p o rt E th ern et switch  – a cl assic S O H O  p ro d uct 
co m b in atio n  - it co ul d  b e said  th at C isco  is in  d an g er o f  tread in g  o n  its o wn  
to es,  g iv en  th at th e I S R  871  un d er test sup p o rts a m ax im um  o f  2 0  users. 
A n d ,  o f  co urse,  wh il e b ein g  a rel ativ el y  l o w-co st p ro d uct,  th e 871  is stil l  
ex p en siv e al o n g sid e a L in k sy s al tern ativ e. I t’ s im p o rtan t th en ,  with  th is l ev el  
o f  p ro d uct,  to  l o o k  d eep er th an  th e b asics. I n  th is case,  th o se b asics are a 
sm al l  f o rm at d ev ice with  in teg rated  4-p o rt 1 0 / 1 0 0  E th ern et switch ,  an  
E th ern et W A N  p o rt with  ro utin g  ( in teg rated  DS L  is o p tio n al ) ,  I E E E  80 2 .1 1 b / g  
A ccess P o in t in teg ratio n ,  V o ice o v er I P  sup p o rt,  a DH C P  serv er,  N A T ,  
Dy n am ic DN S ,  security … 
 
N o w th ere’ s a g o o d  ex am p l e o f  d if f eren tiatio n  - security . W h il e a L in k sy s 
d ev ice wh ich  o f f ers ap p ro x im atel y  th e sam e b asic f eature set as th e I S R  
871  wil l  h av e so m e rud im en tary  access co n tro l  an d  W E P  en cry p tio n  o n  th e 
wirel ess sid e,  th e 871  o f f ers T h e Ful l  M o n ty  o f  en terp rise-stren g th  
auth en ticatio n  an d  en cry p tio n  o p tio n s.  A n d  in stead  o f  j ust a f irewal l ,  th ere’ s 
an  in l in e I P S . V L A N  sup p o rt o n  a m an ag ed  E th ern et switch  is a d if f eren t b al l  
g am e f ro m  p ro v id in g  a b an k  o f  f o ur,  un m an ag ed  E th ern et p o rts. A n d  so  th e 
d if f eren ces g o  o n  an d  o n . 
 

 
Figure 2 – T h e S M B  S c en a rio  

Basical l y ,  it’ s al l  ab o ut wh at y o u real l y  n eed  f ro m  a d ev ice. I f  b asic access 
with  l ittl e in  th e way  o f  user co n tro l  were ad eq uate,  th en  we’ re sure C isco  
wo ul d  b e h ap p y  to  sel l  y o u a L in k sy s d ev ice;  o th erwise it’ s a case o f  
accep tin g  th at y o u h av e to  p ay  m o re to  g et m o re… 
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Th e  M a n a g e d  Se r v i c e  Op t i o n  
 

  
O n e o b v io us ch an n el  f o r th e I S R  871  is to  b e p ack ag ed  b y  serv ice p ro v id ers 
o r T el C o ’ s in  th e f o rm  o f  a m an ag ed  serv ice d el iv ered  to  th e custo m er 
in cl ud in g  al l  sup p o rt an d  I n tern et access. 
 
I n  th is scen ario ,  a l o w co st o f  o wn ersh ip  is critical  if  th e serv ice p ro v id er is to  
actual l y  m ak e an y  p ro f it o n  th e d eal . H ere’ s wh ere th e I S R  871  sh o ul d  
sco re,  th an k s to  th e sp eed  with  wh ich  it can  b e co n f ig ured ,  th e ease o f  use 
th e wiz ard  co n f ig uratio n  to o l s b rin g ,  th e easil y  accessed  usag e statistics an d  
th e weal th  o f  security  o p tio n s to  p rev en t un wan ted  p ro b l em s. 
 
 

B a s i c  D a t a  F e a t u r e s  
T h e I S R  871  is a sm al l  f o o tp rin t d ev ice – th e cl assic sm al l  C isco  ro uter 
p l atf o rm  f o r an y o n e f am il iar with  C isco  p ro d ucts h isto rical l y  – with  al l  th e 
p o rts o n  th e b ack  o f  th e ro uter an d  a series o f  L E Ds o n  th e f ro n t. 
 
S tartin g  at th e b ack ,  o n  th e d ev ice tested  we h ad  a f o ur-p o rt m an ag ed  
1 0 / 1 0 0  E th ern et switch  – al l  switch  p o rts can  b e m o n ito red  - an d  a co n so l e 
p o rt f o r serial -b ased  access to  th e m an ag em en t C L I  ( C o m m an d  L in e 
I n terf ace)  wh ich  can  al so  b e used  as a b ack up  W A N  in terf ace usin g  an  
ex tern al  m o d em .  
 
A s tested ,  o ur 871  h ad  an  E th ern et W A N  p o rt th at we co n n ected  to  a 
sep arate A DS L  ro uter,  b ut in teg ral  A DS L ,  A DS L  o v er I S DN  an d  S H DS L  
m o d ul es are al l  o p tio n s. T h e E th ern et switch  sup p o rts up  to  th ree V L A N s,  
with  80 2 .1 q  V L A N  tag g in g  sup p o rted . T h ere is al so  th e o p tio n  o f  an  ex tern al  
P o E  ad ap ter f o r p o werin g  I P  p h o n es,  to  av o id  in d iv id ual  p o wer sup p l ies o r 
p o wer in j ecto rs h av in g  to  b e used . 
 
I n  ad d itio n  to  th e E th ern et p o rts,  th ere are two  U S B p o rts. T h ese are n o t 
d esig n ed  f o r g en eral -p urp o se use,  b ut sp ecif ical l y  f o r sup p o rtin g  rem o v ab l e 
security  to k en s o n  U S B m em o ry  stick s. A l so  f ro m  th e b ack  p an el ,  two  
an ten n ae sp ro ut,  p ro v id in g  ev id en ce o f  th e in tern al  W L A N  A ccess P o in t 
( A P ) . T h e A P  sup p o rts I E E E  80 2 .1 1 b / g  wirel ess n etwo rk s an d  th e V L A N  
sup p o rt ex ten d s to  th e W L A N .  
 
T h e I S R  871  h as a b uil t-in  DH C P  serv er f o r b o th  wired  an d  wirel ess cl ien ts 
– essen tial  o n  th is ty p e o f  p ro d uct – as wel l  as Dy n am ic DN S  ( DDN S ) . 
DDN S  up d ates m ak e sure th at d y n am ical l y  assig n ed  I P  ad d resses are 
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asso ciated  with  an  I P  h o st DN S  ( Do m ain  N am e S y stem )  n am e. T h is f eature 
en ab l es ro uters an d  h o sts o n  th e L A N  to  b e accessib l e v ia a DN S  n am e. 
 

Q u a l i t y  O f  S e r v i c e  ( Q o S )  
Fo r real -tim e ap p l icatio n s such  as V o I P ,  C isco  p ro v id es Q o S  sup p o rt wh ich  
can  b e en ab l ed  f o r o utg o in g  traf f ic o v er th e W A N  l in k . Ban d wid th  
reserv atio n  o p tio n s f o r a wid e ran g e o f  p ro to co l s,  in cl ud in g  v o ice an d  v id eo  
( as tested ,  see l ater)  are av ail ab l e,  in cl ud in g  cl ass-b ased  W eig h ted  Fair 
Q ueuin g  ( C BW FQ ) ,  L o w L aten cy  Q ueuin g  ( L L Q ) ,  cl ass-b ased  m ark in g ,  
p o l icin g  an d  o th ers.  
 
T h is is n o t a f eature y o u wo ul d  ex p ect o n  a l o w-en d  d ev ice an d  an o th er 
cl ear sig n  th at C isco  is k een  to  d if f eren tiate its I S R  ran g e f ro m  th e L in k sy s 
l ev el  p ro d ucts. Bo th  real -tim e an d  b usin ess critical  ap p l icatio n s can  b e 
al l o cated  g uaran teed  b an d wid th  av ail ab il ity / p rio rity  settin g s sim p l y  b y  ad d in g  
to  th em  f ro m  a l ist o f  sup p o rted  p ro to co l  ty p es. T h ese can  b e ch an g ed  o r 
ad d ed  to  as req uired ,  as d em an d s ch an g e.  
 
T h is d y n am ic co n f ig uratio n  o f  Q o S ,  co m b in ed  with  th at o f  o th er tech n o l o g ies 
such  as I P  M ul ticast an d  secure tun n el in g  v ia V P N s ( see n ex t sectio n ) ,  
o p tim ises l aten cy -sen sitiv e ap p l icatio n s such  as v o ice an d  v id eo  wh il e 
securin g  th em  at th e sam e tim e. 
 

 
Figure 3 – Q o S  C o n f igura t io n  
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C o n f i g u r a t i o n  A n d  M a n a g e m e n t  
A s we’ v e al read y  m en tio n ed ,  th e I S R  871  can  b e co n f ig ured  eith er v ia th e 
cl assic I O S  C o m m an d  L in e I n terf ace o r C L I  ( v ia d irect co n so l e co n n ectio n ,  
T el n et o r S ecure S h el l  – S S H )  o r – f o r m o st f eatures – v ia th e C isco  R o uter 
an d  S ecurity  Dev ice M an ag er G U I ,  p ro v id ed  h ere in  S DM  2 .1  f o rm at. 

 
M o st o f  th e b asic ro uter f un ctio n s – co n f ig urin g  th e v ario us in terf aces,  
settin g  up  N A T ,  static ro utes an d  sim il ar f eatures – can  b e set up  v ia th e 
G U I . A n d  it is v ery  easy  to  use. A  h o m e p ag e p resen ts y o u with  a sum m ary  
o f  th e I S R ’ s co n f ig uratio n  an d  status,  usin g  g reed / red  L E D sim ul ato rs to  
id en tif y  th e h eal th  o f  th e v ario us ro uter co m p o n en ts.  
 
A  “ C o n f ig ure”  o p tio n  p resen ts a l ist o f  f eature co n f ig uratio n  o p tio n s:  
I n terf aces an d  C o n n ectio n s,  Firewal l  an d  A C L ,  V P N ,  S ecurity  A ud it,  
R o utin g ,  N A T ,  I n trusio n  P rev en tio n ,  Q ual ity  o f  S erv ice an d  A d d itio n al  T ask s. 
A  n um b er o f  wiz ard  o p tio n s are av ail ab l e to  g uid e y o u th ro ug h  settin g  up  
m o st o f  th ese f eatures. T h is is a v ery  p o sitiv e step ,  co m p ared  with  C isco  o f  
o l d ,  in  term s o f  en ab l in g  l ess sp ecial ist users to  b e ab l e to  carry  o ut b asic 
co n f ig uratio n  task s,  o r at l east b e easil y  g uid ed  th ro ug h  th em  v ia rem o te 
sup p o rt. 
 
A  d ed icated  M o n ito r sectio n  p ro v id es a b reak d o wn  o f  statistics acro ss th e 
ran g e o f  av ail ab l e f eatures en ab l ed  o n  th e d ev ice. O n screen  statistics are 
av ail ab l e th at sh o w im p o rtan t m etrics such  as C P U  usag e so ,  in  th e ev en t o f  
a rem o te sup p o rt team  n eed in g  to  g et a status ch eck  o n  th e 871 ,  th e 
in f o rm atio n  is easil y  accessed . T h e d ev ice al so  sup p o rts rem o te,  d ial -in  
access at th e C L I  l ev el ,  so  th e I S R  871  is f ul l y  sup p o rtab l e l o cal l y  o r 
rem o tel y ,  m ak in g  it id eal  f o r o n e o f  th e targ et m ark ets f o r th is p ro d uct,  
m an ag ed  serv ices 
 

 
Figure 4 – S D M  2. 1 G U I  
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S e c u r i t y  F e a t u r e s  
A  wid e ran g e o f  security  f eatures are in teg rated  with  th e I S R  871 ,  with  
h ard ware accel eratio n  p ro v id ed  f o r V P N  an d  en cry p tio n ,  tak in g  v al uab l e 
p ro cessin g  req uirem en t o f f  th e m ain  C P U . T o  start with ,  th e 871  h as 
ex ten siv e access co n tro l  o p tio n s,  such  as an  in teg rated  R A DI U S  ( A A A )  
serv er an d  sev eral  W L A N  auth en ticatio n  an d  en cry p tio n  o p tio n s,  in cl ud in g  
W E P ,  W P A ,  auth en ticatio n  with  I E E E  80 2 .1 X  with  C isco ’ s E x ten sib l e 
A uth en ticatio n  P ro to co l  ( L E A P )  an d  P ro tected  E A P  ( P E A P ) ,  an d  en cry p tio n  
with  W P A  T em p o ral  K ey  I n teg rity  P ro to co l  ( T K I P ) . I n  ad d itio n  th ere is a 
statef ul  in sp ectio n  f irewal l ,  in l in e I P S  with  a 1 0 0  stro n g  d atab ase o f  attack  
sig n atures,  N etwo rk  A d m issio n  C o n tro l  ( N A C ) ,  U R L  f il terin g  an d  sup p o rt f o r 
M P L S -b ased  V P N s o r V P N s usin g  h ard ware accel erated  I P S ec A E S  an d  
3DE S  en cry p tio n . T h is is a v ery  co m p l ete set o f  security  f un ctio n s th at C isco  
can  rig h tl y  cl aim  to  b e en terp rise-cl ass. 
 
A l l  th e security  f eatures an d  o th er f eatures are co n f ig ured  usin g  eith er 
C isco ’ s C L I  o r – f ar p ref erab l e f o r n o v ice users – th e trul y  g rap h ical  S DM   - 
S ecurity  Dev ice M an ag er – n o w in  v ersio n  2 .1  an d ,  an  im p ro v em en t o n  th e 
sl ig h tl y  p o n d ero us v 2 .0  we l ast saw f ro m  C isco . Fo r th o se f eel in g  p aran o id ,  
a o n e-cl ick  o p tio n  – O n e-S tep  L o ck d o wn  - en ab l es y o u to  secure th e en tire 
n etwo rk  im m ed iatel y ,  in  th e ev en t o f  a p erceiv ed  attack  o r an y  o th er 
em erg en cy  state. Fo r a n o v ice user,  h o wev er,  it is n o t reco m m en d ed  as 
th ey  m ig h t easil y  l o ck  th em sel v es o ut o f  th e sy stem . T h e S DM  G U I  al l o ws 
y o u to  co n f ig ure to  I S R ,  f eature b y  f eature. A  g o o d  startin g  p o in t is th e 
S ecurity  A ud it o p tio n ,  wh ich  l ets y o u run  th ro ug h  a step  b y  step  ex am in atio n  
o f  th e security  state o f  th e I S R ,  creatin g  a rep o rt wh ich  al l o ws y o u to  th en  
auto m atical l y  en ab l e o r d isab l e an y  security  f eatures,  with  
reco m m en d atio n s. 
 

 
Figure 5 – S ec urit y  A ud it  
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F i r e w a l l  
T h e I S R  871 ,  l ik es its b ig g er b ro th ers in  th e ran g e,  f eatures a statef ul  
in sp ectio n  f irewal l . W h il e th is is a g en uin el y  p o werf ul  f irewal l  – y o u can  
create a series o f  rul es to  to tal l y  custo m ise it as req uired  – its d ef aul t 
settin g s wil l  satisf y  th e n eed s o f  99%  o f  users an d  co ul d  n o t b e m o re sim p l e 
to  co n f ig ure,  care o f  a f irewal l  in stal l atio n  wiz ard . 
 

 
Figure 6 – S et t in g U p  T h e Firew a l l  

A s wel l  p ro v id in g  a co n f ig uratio n  wiz ard ,  S DM  2 .1  g rap h ical l y  d isp l ay s 
ex actl y  wh at th e f irewal l  is al l o win g  an d  d en y in g ,  v iewab l e f ro m  b o th  an  
o utg o in g  traf f ic an d  return in g  traf f ic p ersp ectiv e. N eat.  
 

I n l i n e  I P S  
T h e I S R  871  al so  in cl ud es an  in l in e I n trud er P rev en tio n  S y stem  ( I P S ) .  
 
T h is is a d eep -p ack et,  in sp ectio n -b ased  so l utio n  th at can  d ro p  traf f ic,  sen d  
an  al arm ,  o r reset th e co n n ectio n ,  h el p in g  en ab l e th e ro uter to  resp o n d  
im m ed iatel y  to  security  th reats an d  p ro tect th e n etwo rk . W o rk in g  in  tan d em  
with  th e o th er security  f eatures such  as I P S ec V P N  an d  th e Firewal l ,  th e I P S  
can  al l o w d ecry p tio n ,  tun n el  term in atio n ,  f irewal l in g ,  an d  traf f ic in sp ectio n  at 
th e f irst p o in t o f  en try  in to  th e n etwo rk ,  as wel l  as o n  in tern al  n etwo rk s. 
 
I t is b ased  aro un d  a d atab ase o f  1 0 0  I P S  sig n atures wh ich  co n sists o f  a 
cro ss-sectio n  o f  in trusio n -d etectio n  sig n atures rep resen tin g  sev ere 
b reach es o f  n etwo rk  security ,  th e m o st co m m o n  n etwo rk  attack s,  an d  
in f o rm atio n  g ath erin g  scan s. I n  p ractice th is m ean s it co v ers al l  th e p rim ary  
attack s reg istered  to  d ate. A s with  th e f irewal l ,  with  wh ich  it in ter-wo rk s 
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d irectl y ,  th e I P S  is easil y  co n f ig ured  usin g  a wiz ard . A g ain  it is m ad e v ery  
cl ear j ust wh at y o u h av e an d  h av e n o t co n f ig ured ,  o n  a p er-in terf ace 
W A N / L A N / W L A N  b asis. 
 

 
Figure 7 – C o n f igurin g T h e I P S  

V P N  ( V i r t u a l  P r i v a t e  N e t w o r k i n g )  
T h e I S R  871  sup p o rts a b ro ad  ran g e o f  V P N  tun n el l in g  an d  en cry p tio n  
o p tio n s in cl ud in g  M P L S  b ased  V P N s o r V P N s usin g  I P S ec A E S  an d  3DE S  
h ig h -sp eed  en cry p tio n ,  co urtesy  o f  b uil t-in  h ard ware accel eratio n . T h ese 
p ro v id e a user with  secure co n n ectio n s to  rem o te sites f ro m  th e I S R  871 .  
 
U p  to  1 0  V P N  tun n el s are sup p o rted  b y  th e d ev ice. A s with  th e o th er 
security  f eatures,  a wiz ard  co m p l ete with  g rap h ics sh o win g  ex actl y  wh at 
tun n el s y o u are settin g  up  h el p s m ak e th e co n f ig uratio n  as sim p l e as 
p o ssib l e. 
 
T h o ug h  in ten d ed  as a sm al l  b usin ess d ev ice,  th e I S R  871  h as v ery  
ad v an ced  V P N  f eatures,  h an d ed  d o wn  f ro m  it b ig g er b reth ren  in  th e ran g e. 
C isco  Dy n am ic M ul tip o in t V P N  ( DM V P N )  h el p s en ab l e o n -d em an d  an d  
scal ab l e f ul l -m esh  V P N  to  red uce l aten cy ,  co n serv e b an d wid th ,  an d  sim p l if y  
V P N  d ep l o y m en t. T h e DM V P N  f eature b uil d s up o n  C isco  I P S ec an d  ro utin g  
ex p ertise b y  h el p in g  en ab l e d y n am ic co n f ig uratio n  o f  G R E  tun n el s,  I P S ec 
en cry p tio n ,  N ex t H o p  R eso l utio n  P ro to co l  ( N H R P ) ,  O p en  S h o rtest P ath  First 
( O S P F) ,  an d  E n h an ced  I n terio r G ateway  R o utin g  P ro to co l  ( E I G R P ) . 
DM V P N  al so  eases ad m in istrativ e b urd en  with  n o  co n f ig uratio n  at th e h ub  
wh en  ad d in g  n ew sp o k es o r wh en  settin g  up  sp o k e-to -sp o k e co n n ectio n s. 
A n o th er o p tio n  is E asy  V P N . T h is is an  I P S ec so l utio n  d esig n ed  to  sup p o rt 
h ub -an d -sp o k e V P N  to p o l o g ies with  m in im al  ef f o rt an d  h ig h  scal ab il ity . E asy  
V P N  sim p l if ies p ro v isio n in g  an d  m an ag em en t o f  V P N  so l utio n s b etween  
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C isco  P I X  f irewal l s,  th e C isco  V P N  30 0 0  S eries C l ien t an d  ro uters o f  al l  
siz es. I t uses “ p o l icy -p ush ”  tech n o l o g y  to  sim p l if y  co n f ig uratio n . 
 
T h e C isco  I S R  871  al so  sup p o rts V 3P N ,  wh ich  p ro v id es a V P N  
in f rastructure cap ab l e o f  co n v erg ed  d ata,  v o ice,  an d  v id eo  acro ss a secure,  
Q o S -en ab l ed  I P S ec n etwo rk . C isco  cl aim s it al l o ws custo m ers to  o b tain  th e 
sam e p erf o rm an ce f o r v o ice an d  v id eo  ap p l icatio n s o v er an  I P  tran sp o rt as 
th ey  wo ul d  o v er an  al tern ate W A N  l in k .  
 
M ul ti-V R F,  al so  ref erred  to  as V R F-L ite,  p ro v id es th e ab il ity  to  co n f ig ure an d  
m ain tain  m o re th an  o n e in stan ce o f  a ro utin g  an d  f o rward in g  tab l e with in  th e 
sam e p h y sical  ro uter. I n  co m b in atio n  with  E th ern et V L A N  tech n o l o g ies an d  
W A N  V P N  tech n o l o g ies such  as Fram e R el ay ,  M ul ti-V R F h el p s en ab l e th e 
p ro v isio n in g  o f  sev eral  l o g ical  serv ices usin g  o n e p h y sical  n etwo rk ,  
ex ten d in g  th e p riv acy  an d  security  d o wn  to  a b ran ch -o f f ice L A N .  O n e C isco  
ro uter with  M ul ti-V R F can  sup p o rt m ul tip l e o rg an isatio n s with  o v erl ap p in g  I P  
ad d resses wh il e m ain tain in g  sep aratio n  o f  d ata,  ro utin g ,  an d  p h y sical  
in terf aces. 
 
Fo r V o ice o v er I P  ( V o I P )  to o ,  security  is in  p l ace.  M ed ia en cry p tio n  usin g  
secure R T P  ( S R T P )  en cry p ts th e v o ice co n v ersatio n ,  ren d erin g  it 
un in tel l ig ib l e to  wo ul d -b e h ack ers wh o  h av e p en etrated  an d  g ain ed  access 
to  th e v o ice d o m ain . S R T P  is d esig n ed  sp ecif ical l y  f o r v o ice p ack ets an d  
sup p o rts th e A E S  en cry p tio n  al g o rith m . M ed ia en cry p tio n  usin g  secure R T P  
is m o re b an d wid th -ef f icien t th an  I P S ec. 
 
 

 
Figure 8 – C o n f igurin g A  V P N  

 
 
 
 

W L A N  S e c u r i t y  &  M a n a g e m e n t  
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W L A N  security  f eatures av ail ab l e o n  th e I S R  871  are ex ten siv e an d  in cl ud e 
80 2 .1 X ,  C isco  E x ten sib l e A uth en ticatio n  P ro to co l  ( L E A P ) ,  P ro tected  E A P  
( P E A P ) ,  E A P -T ran sp o rt L ay er S ecurity  ( E A P -T L S ) ,  static an d  d y n am ic 
W ired  E q uiv al en t P riv acy  ( W E P ) ,  T K I P ,  an d  R A DI U S  acco un tin g  f o r 
wirel ess cl ien ts. 
 
T h ese are co n f ig ured  f ro m  th e S DM  2 .1  b y  l aun ch in g  th e W L A N  m an ag er. 
T h is b rin g s up  an  o l d er sty l e in terf ace wh ich ,  f o r us,  is o n e o f  th e weak er 
p o in ts o f  th e I S R  871 . W h il e b ein g  co m p reh en siv e in  its cap ab il ities,  it is b y  
n o  m ean s as in tuitiv e an  in terf ace as S DM  itsel f . I t al so  m ean s y o u en d  up  
with  l o ts o f  d if f eren t win d o ws o p en  o n  th e d esk to p  b y  th is tim e. 
 

 
Figure 9 – C o n f igurin g W L A N  S ec urit y  S et t in gs  

L o o k in g  in  m o re d etail  at so m e o f  th e k ey  security  o p tio n s th em sel v es,   
80 2 .1 x  an d  E x ten sib l e A uth en ticatio n  P ro to co l ,  eith er C isco ’ s L E A P  o r th e 
in d ustry  stan d ard  E A P ,  wo rk  h an d -in -h an d ,  p ro v id in g  th e in f rastructure f o r 
ro b ust auth en ticatio n  an d  d y n am ic k ey  ro tatio n  an d  d istrib utio n . E A P  
p ro v id es a m ean s f o r m utual  auth en ticatio n . A uth o rised  users id en tif y  
th em sel v es to  th e wirel ess n etwo rk ,  an d  th e wirel ess n etwo rk  id en tif ies itsel f  
to  th e user—en surin g  th at un auth o rised  users can n o t access y o ur n etwo rk ,  
an d  auth o rised  users d o  n o t in ad v erten tl y  j o in  a ro g ue n etwo rk .  
 
C isco  un surp risin g l y  sup p o rts th e 80 2 .1 1  W ired  E q uiv al en t P riv acy  ( W E P )  
stan d ard  at 1 2 8 b its. T h is al l o ws f ul l  in tero p erab il ity  with  cl assic W L A N  
cl ien ts o r l ess-critical  en v iro n m en ts wh ere o n l y  b asic o v er-th e-air security  is 
req uired ,  such  as an  o p en  p ub l ic-access ap p l icatio n .  I t al so  sup p o rts 
T em p o ral  K ey  I n teg rity  P ro to co l  ( T K I P ) ,  wh ich  ad d resses wel l -k n o wn  
v ul n erab il ities in  W E P  en cry p tio n . T K I P  p ro v id es k ey  ro tatio n  o n  a p er-
p ack et b asis al o n g  with  m essag e in teg rity  ch eck  ( M I C ) ,  wh ich  d eterm in es if  
d ata h as b een  tam p ered  o r co rrup ted  wh il e in  tran sit. T h is ro b ust m eth o d  o f  
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en cry p tio n  p ro v id es a h ig h er l ev el  o f  p ro tectio n  f o r d ata an d  p ro tects th e 
n etwo rk  f ro m  a v ariety  o f  ty p es o f  attack s. 
  
O n  th e auth en ticatio n  sid e,  with  th e I S R  871  sup p o rts a 2 0 -user in tern al  
R A DI U S  ( A A A )  serv er - p erf ect f o r th e b usin ess custo m ers C isco  is aim in g  
th is p ro d uct at,  sin ce it rem o v es th e n eed  to  set up  a co stl y  ex tern al  
R A DI U S  serv er. 
 
T h e W L A N  settin g s can  al so  b e o p tim ised  b y  tun in g  th e rad io  settin g s f o r 
sp eed  o r reach  ( d istan ce tran sm itted )  b ias. 
 

 
Figure 10  – O p t im is in g W L A N  S et t in gs  

 
 

CI S CO  I S R  8 7 1  F E A T U R E  &  P E R F O R M A N CE  T E S T S  
T e s t b e d  B a s i c s  

Fo r th e test we co n f ig ured  th e I S R  871  with  a b asic V L A N  – in  l in e with  th e 
req uirem en ts o f  a sm al l  b usin ess,  th en  co n n ected  b o th  real  an d  v irtual  wired  
an d  wirel ess cl ien ts. Fo r th e p erf o rm an ce testin g ,  we created  a testb ed  
usin g  a co m b in atio n  o f  traf f ic an d  wirel ess cl ien t g en eratio n  p ro d ucts f ro m  
S p iren t C o m m un icatio n s an d  C M C .  
 
U sin g  S p iren t’ s A v al an ch e 2 50 0  we create a f l o w o f  web  traf f ic req uests th at 
were co n v erted  in to  W L A N  cl ien t req uests usin g  C M C ’ s E m ul atio n  E n g in e 
( E E ) . I n  th is way  we were ab l e to  sim ul ate 2 0  wirel ess cl ien ts – id eal  f o r o ur 
req uirem en ts in  th is test. W e used  S p iren t’ s R ef l ecto r 2 50 0  serv er sim ul ato r 
to  sim ul ate th e I n tern et an d  co n n ected  it v ia th e W A N  p o rt. W e al so  ran  
tests ag ain st a real  I n tern et co n n ectio n  v ia an  ex tern al  A DS L  ro uter. 
 
O ur p rim ary  aim ,  h av in g  estab l ish ed  th at th e 871  can  sup p o rt 2 0  users 
run n in g  b asic traf f ic ( see b el o w) ,  was to  l o o k  at h o w ad d in g  ( en ab l in g )  
f eatures o n  th e ro uter,  b o th  with  an d  with o ut en cry p tio n  o n  th e wirel ess 
cl ien ts,  im p acted  o n  th e o v eral l  p erf o rm an ce o f  th e C isco  d ev ice. W h il e th is 
m ean s p uttin g  th e I S R  871  un d er l ev el s o f  stress it wil l  al m o st n ev er 
en co un ter in  th e real  wo rl d ,  th is is wh at th is k in d  o f  testin g  is f o r – to  see if  
we can  b reak  th e d ev ice un d er test!   
 
S o  d id  we?  R ead  o n … 
 

B a s i c  W i r e l e s s  C l i e n t s  T e s t s  
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U sin g  th e C M C  E E  we started  with  b asic,  L ay er 3 auth en ticatio n  an d  1 K B 
p ack et sen d  an d  receiv e tests. R un n in g  f irst with  n o  security ,  we ran  tests in  
sh o rt b ursts,  th en  o v er a 2 4-h o ur p erio d ,  with  n o  d ro p p ed  p ack ets – i.e. n o  
traf f ic p ro b l em s – th ro ug h o ut th e test p erio d .  
 
W e th en  en ab l ed  1 2 8-b it W E P  en cry p tio n  o n  th e W L A N  cl ien ts an d  reran  
th e 2 4-h o ur test with  1 , 0 0 0  test iteratio n s.  
 

 
Figure 11 – R un n in g A  B a s ic  W L A N  C o n n ec t iv it y  S o a k  T es t  

T h is tim e we d id  see p ack et l o ss. W h il e th e f irst 1 4 co n n ected  cl ien ts 
sh o wed  ab so l utel y  n o  p ack et l o ss o v er 2 4 h o urs – o utstan d in g  – cl ien ts 1 5-
2 0  sh o wed  p ack et l o ss b etween  2 -75% . H o wev er,  th is d id  n o t co m e as a 
surp rise – we h av e seen  m o re ex p en siv e,  h ig h er-en d  W L A N  p ro d ucts in  th e 
l ab s ex h ib itin g  p recisel y  th e sam e b eh av io ur in  l o n g  tests. 
 

W e b  T r a f f i c  S i m u l a t i o n  T e s t s  
N o w we ad d ed  in  real  h ttp  traf f ic f ro m  2 0  v irtual  cl ien ts o n  th e S p iren t 
A v al an ch e,  tran sl ated  in to  wirel ess cl ien ts b y  th e E E  an d  targ eted  a v irtual  
serv er acro ss o ur “ I n tern et”  l in k . Fo r th ese tests we created  web  p ag es o f  
1 0 K B,  64K B an d  2 56K B f o r th e cl ien ts to  G E T . W e ran  tests in  turn  ag ain st 
each  web  p ag e siz e,  th e tests startin g  with  o n e v irtual  user an d  g rad ual l y  
risin g  to  al l  2 0  v irtual  users. 
 
A g ain  we ran  tests b o th  with o ut an d  with  W E P  en cry p tio n . I n  th is series o f  
tests,  we b eg an  with  a “ v an il l a”  d ef aul t setup  o n  th e I S R  871 ,  th en  en ab l ed  
f eatures o n e b y  o n e,  startin g  with  th e f irewal l ,  th en  th e I P S  o n  th e W A N  
in terf ace,  th en  o n  th e W L A N  an d  in tern al  n etwo rk  to o . T ests ran  o n  av erag e 
f o r 90  seco n d s an d  were rep eated  sev eral  tim es to  en sure co n sisten cy . 
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T h e test b el o w sh o ws th ree l ev el s o f  co n f ig uratio n  an d  th e co rresp o n d in g  
resul ts. T h e f irst set o f  f ig ures is with  n o  security  f eatures en ab l ed ,  th e 
seco n d  with  th e Firewal l  en ab l ed  an d  th e th ird  with  I P S  en ab l ed  o n  th e 
W A N ,  W L A N  an d  in tern al  in terf aces. T h ere is n o  W E P  en cry p tio n  o n  th e 
W L A N  traf f ic. 
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Figure 12 – Fea t ures  E n a b l ed  T es t  

W h il e en ab l in g  th e f irewal l  – d ef aul t settin g s – p ro d uced  o n l y  a sl ig h t 
d ecrease in  av ail ab l e p erf o rm an ce,  ad d in g  th e I P S  acro ss al l  n etwo rk s d id  
resul t in  a sig n if ican t o v erh ead ,  to tal  successf ul  tran sactio n s f al l in g  b y  o v er 
50 % ,  th e 1 0 K B web  p ag e siz e test,  f o r ex am p l e,  p ro d ucin g  1 0 , 1 36 
successf ul  tran sactio n s with  j ust th e f irewal l  en ab l ed ,  b ut f al l in g  to  4, 1 33 
successf ul  tran sactio n s with  th e I P S  en ab l ed  o n  al l  in terf aces.  
 
T h e im p act o f  ad d in g  I P S  to  th e W L A N  n etwo rk  h as th e b ig g est im p act,  as 
y o u wo ul d  ex p ect. I t is wo rth  n o tin g  th at en ab l in g  th e I P S  o n l y  f o r th e W A N  
( I n tern et)  in terf ace as we susp ect m an y  users wil l ,  h as m in im al  im p act 
h o wev er. 
 
W e th en  ex am in ed  th e im p act W E P  en cry p tio n  ( 1 2 8-b it)  h ad  o n  W L A N  
traf f ic b y  creatin g  a sim p l e co n f ig uratio n  with  j ust I P S  en ab l ed  o n  th e W A N  
in terf ace,  run n in g  a test with  un en cry p ted  traf f ic,  th en  en cry p tin g  with  W E P -
1 2 8 an d  co m p arin g  th e d if f eren ce.  
 
A s we can  see f ro m  th e g rap h  b el o w,  th ere was a sig n if ican t h it o n  th e 
n um b er o f  successf ul  tran sactio n s reco rd ed  in  th e test,  d ue to  th e o v erh ead  
W E P  p ro d uces.  
W ith  th e 1 0 K B web  p ag e siz e,  to tal  tran sactio n s f el l  f ro m  1 1 , 2 0 4 to  5, 32 2 ,  
wh il e th e 64K B siz e wen t d o wn  co n sid erab l y  f ro m  2 , 2 2 8 to  2 0 8. I t is wo rth  
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n o tin g  th at th e 1 0 K B web  p ag e siz e is b y  f ar th e m o st co m m o n l y  p ul l ed  
d o wn  f ro m  th e I n tern et h o wev er. 
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Figure 13 – W E P  I m p a c t  T es t  

O b v io usl y ,  th ere is al way s g o in g  to  b e a trad e-o f f  b etween  p erf o rm an ce an d  
security  l ev el s. H o wev er,  g iv en  th e ty p ical  wo rk in g  p attern  o f  a set o f  users 
in  a sm al l  b usin ess,  we susp ect th at,  o n  a d ay -to -d ay  b asis,  th e av erag e 
user wo ul d  n eith er n o tice an y  sig n if ican t b o ttl en eck ,  n o r b e in co n v en ien ced  
in  an y  way .  
 
T h e b en ef its o f  th e ad d ed  security  th eref o re o utweig h  an y  p erf o rm an ce 
d o wn sid es. 
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Q o S  T e s t  
Fin al l y ,  we en ab l ed  Q o S  o n  th e W A N  in terf ace an d  ad d ed  so m e stream in g  
v id eo  traf f ic ( tested  b o th  with o ut an d  with  Q o S )  to  th e m ix ,  to  see if  we co ul d  
o p tim ise th e o utg o in g  I n tern et co n n ectio n  f o r real -tim e traf f ic.  
 
W e started  b y  saturatin g  th e l in k  with  h ttp  traf f ic,  G E T tin g  a 1 M B p ag e siz e,  
th en  en ab l ed  Q o S  with  70 %  b an d wid th  reserv ed  f o r R T S P  ( Q uick T im e 
R eal T im e S tream in g  P ro to co l )  traf f ic an d  co m p ared  h o w m an y  v id eo  
stream s we were ab l e to  p ush  th ro ug h  b ef o re an d  af ter Q o S . 
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Figure 14 – Q o S  V id eo  S t rea m in g T es t  

W e f o un d  th at b y  en ab l in g  Q o S  o ur v id eo  stream s in creased  b y  30 0 %  f ro m  
th ree to  n in e. T h is is as g o o d  a resul t as we co ul d  h av e ex p ected ,  g iv en  th e 
h ig h  b an d wid th  req uirem en ts f o r v id eo . I t m ean s th at with  v o ice,  an y  V o I P  
traf f ic co ul d  easil y  b e g uaran teed  suf f icien t b an d wid th ,  ev en  f o r 2 0  users 
sim ul tan eo usl y ,  g iv en  th e l o w o v erh ead  o f  v o ice traf f ic. 
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O V E R A L L  S U M M A R Y  
 

T h e aim s o f  o ur testin g  were to  ex am in e th e f eature set o f  th e I S R  871  with  
a f o cus o n  ease o f  use,  f l ex ib il ity  an d  d ep th  o f  co v erag e,  to  test th e 
cap ab il ities o f  th e I S R  871  to  co p e with  wh at wil l  b e sub stan tial l y  h eav ier 
traf f ic l o ad s th an  th o se it wo ul d  real istical l y  f in d  in  th e real  wo rl d ,  an d  to  
g aug e h o w easy  th e I S R  871  is to  co n f ig ure an d  m an ag e o n  a d ay - to -d ay  
b asis. 
 
W e f o un d  th e f eature set at al l  l ev el s – W L A N ,  security ,  n etwo rk in g  – to  b e 
v ery  co m p reh en siv e an d  a cl ear d if f eren tiato r b etween  th is l ev el  o f  p ro d uct 
an d  so m eth in g  l ik e C isco ’ s o wn  L in k sy s b ran d . I f  y o u n eed  real  d ep th  o f  
f eatures th en  th e I S R  80 0  series g iv es y o u ex actl y  th at. 
 
O n  th e p erf o rm an ce f ro n t,  wh il e we p ro v ed  th at it d o es d ip  n o ticeab l y  wh en  
I P S  is en ab l ed  o n  th e wirel ess n etwo rk ,  o r wh en  wirel ess en cry p tio n  is 
en ab l ed ,  in  real istic d ay -to -d ay  use,  th ere are n o  issues to  wo rry  ab o ut. T h e 
p ro d uct wo rk ed ,  d ay -in ,  d ay -o ut f o r a m o n th ,  with o ut req uirin g  a sin g l e 
reb o o t d urin g  th at tim e.  
 
W ith  S DM  2 .1 ,  th e I S R  871  was easy  to  co n f ig ure,  ev en  f o r rel ativ el y  
co m p l ex  task s,  such  as m ul ti-l ay ered  security  o r Q o S . O ur o n l y  d o wn sid e 
was th e W L A N  m an ag em en t wh ich  is cl earl y  o f  a p rev io us g en eratio n  o f  
in terf ace an d  l ess in tuitiv e as a resul t. H o wev er,  th is is a v ery  m in o r p o in t,  
g iv en  th e o v eral l  q ual ity  o f  th e m an ag em en t in terf ace. A d d ed  to  th is,  th e 
cl assic C L I  is accessib l e b o th  l o cal l y  an d  rem o tel y  ( an d  securel y )  m ean in g  
th at th e ro uter can  easil y  b e sup p o rted  f ro m  a rem o te site,  id eal  f o r a 
m an ag ed  serv ice o p eratio n ,  f o r ex am p l e. 
 
O v eral l  th en ,  we can  reco m m en d s th e I S R  871  to  an y  sm al l  b usin ess 
l o o k in g  f o r a p ro d uct wh ere an  ex ten siv e f eature set is th e k ey  req uirem en t 
an d  d ay -to -d ay  rel iab il ity  is an  im p o rtan t f acto r. A n d  wh o  wo ul d n ’ t b e 
in terested  in  th at co m b in atio n ?  
 
P ro d uct:  C isco  I S R  ( I n teg rated  S erv ices R o uter)  871  ( 80 0  series)  
 
P rice:  Fro m  $ 649 
 
C o n tact:  C isco  – www.cisco .co m  
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A P P E N D I X :  T H E  T E S T  E Q U I P M E N T  D E T A I L S  
S p i r e n t  A v a l a n c h e / R e f l e c t o r  2 5 0 0  

 
I n tern et arch itectures are b eco m in g  in creasin g l y  co m p l ex .  
 
W h eth er y o u' re b uil d in g  n etwo rk  eq uip m en t o r p ro v id in g  a serv ice,  y o u m ust 
d el iv er co n sisten t p erf o rm an ce un d er al l  co n d itio n s. U n til  n o w,  cap acity  
assessm en t at h ig h -l o ad s h as b een  a co stl y  an d  co m p l ex  p ro cess. Fo r th is 
reaso n ,  S p iren t C o m m un icatio n s in tro d uced  th e A v al an ch e 2 50 0  an d  
R ef l ecto r 2 50 0  ap p l ian ces to  assist with  th e ch al l en g e. A t Bro ad b an d -
T estin g  we h av e tak en  th ese web  ap p l icatio n  sim ul atio n  an d  p l an n in g  
p ro d ucts an d  in teg rated  th em  in to  o ur test-b ed  sim ul atin g  real -l if e I n tern et 
co n d itio n s;  th o se th at th e av erag e user ex p erien ces d ail y .  

 

 
Figure 15 – S p iren t  A v a l a n c h e 250 0  

 
A v al an ch e 2 50 0  is d escrib ed  b y  S p iren t as a cap acity  assessm en t p ro d uct 
th at ch al l en g es an y  co m p utin g  in f rastructure o r n etwo rk  d ev ice to  stan d  up  
to  th e real  wo rl d  l o ad  an d  co m p l ex ity  o f  th e I n tern et o r in tran ets T h e sy stem  
d eterm in es th e arch itectural  ef f ectiv en ess,  p o in ts o f  f ail ure,  an d  th e 
p erf o rm an ce cap ab il ities o f  a n etwo rk  o r sy stem . U sin g  A v al an ch e 2 50 0  to  
g en erate I n tern et user traf f ic an d  R ef l ecto r 2 50 0  to  em ul ate l arg e cl usters o f  
d ata serv ers,  y o u can  sim ul ate ev en  th e wo rl d ' s l arg est custo m er 
en v iro n m en ts.  T h e sy stem  p ro v id es in v al uab l e in f o rm atio n  ab o ut a site' s 
arch itectural  ef f ectiv en ess,  p o in ts o f  f ail ure,  m o d es o f  p erf o rm an ce 
d eg rad atio n ,  ro b ustn ess un d er critical  l o ad ,  an d  p o ten tial  p erf o rm an ce 
b o ttl en eck s. I t is ab l e to  set up ,  tran sf er d ata o v er,  an d  tear d o wn  
co n n ectio n s at v ery  h ig h  rates - al l  wh il e h an d l in g  co o k ies,  I P  m asq uerad in g  
f o r l arg e n um b ers o f  ad d resses,  an d  trav ersin g  ten s o f  th o usan d s o f  U R L s.  
 
A v al an ch e 2 50 0  in itiates an d  m ain tain s m o re th an  a m il l io n  co n curren t 
co n n ectio n s,  each  ap p earin g  to  co m e f ro m  a d if f eren t I P  ad d ress. T h is 
al l o ws real istic an d  accurate cap acity  assessm en t o f  ro uters,  f irewal l s,  l o ad -
b al an cin g  switch es,  an d  W eb ,  ap p l icatio n ,  an d  d atab ase serv ers. I t h el p s 
id en tif y  p o ten tial  b o ttl en eck s f ro m  th e ro uter co n n ectio n  al l  th e way  to  th e 
d atab ase. T h is accuracy  is esp ecial l y  critical  f o r g aug in g  L ay er 4-7 
p erf o rm an ce. T h e ab il ity  to  ad d itio n al l y  sim ul ate erro r co n d itio n s such  as 
H T T P  ab o rts,  p ack et l o ss,  an d  T C P / I P  stack  id io sy n crasies can  h el p  
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an ticip ate-an d  av o id -sig n if ican t an d  p rev io usl y  un k n o wn  im p acts o n  
p erf o rm an ce.  
 
T o  en ab l e m o re accurate l o ad  sim ul atio n s acro ss m ul ti-tiered  W eb  site 
arch itectures,  th e sy stem  al so  sup p o rts ex trem el y  real istic user m o d el l in g  
b eh av io urs such  as th in k  tim es,  cl ick  stream ,  an d  H T T P  ab o rts th at cause 
W eb  serv ers to  term in ate co n n ectio n s wh il e b ack -en d  ap p l icatio n  serv ers 
co n tin ue to  p ro cess req uests. C o n f ig urin g  in  th is way  is sim p l e as b o th  
A v al an ch e 2 50 0  an d  R ef l ecto r 2 50 0  d irectl y  f ro m  a d esk to p  b ro wser to  set 
up  tests,  rev iew f eed b ack  in  real  tim e,  an d  easil y  reco n f ig ure test 
p aram eters. 
 

  
Figure 16 – C rea t in g A n  A v a l a n c h e 250 0  T es t  

T h e A v al an ch e 2 50 0  al so  sup p o rts b ro wser co o k ies,  h tm l  f o rm s,  H T T P  
p o sts,  an d  S S L -en cry p ted  traf f ic. T h e sy stem  th eref o re g iv es y o u th e 
f l ex ib il ity  to  sp ecif y  d ata so urces an d  m ix  an d  m atch  d ata sets to  recreate 
accurate user b eh av io ur at v ery  h ig h  p erf o rm an ce l ev el s.  
 
I t al so  sim ul ates S S L  l o ad s th at can  stress th e wo rl d ' s m o st so p h isticated  
secure e-co m m erce p l atf o rm s. I t al so  in cl ud es co n f ig urab l e cip h er suites 
th at en ab l e y o u to  em ul ate d if f eren t ty p es o f  b ro wsers. A v al an ch e 2 50 0  
in cl ud es a h ig h -accuracy  d el ay  f acto r th at m im ics l aten cies in  users'  
co n n ectio n s b y  sim ul atin g  th e l o n g -l iv ed  co n n ectio n s th at tie up  n etwo rk in g  
reso urces. L o n g -l iv ed ,  sl o w l in k s can  h av e a f ar m o re d etrim en tal  ef f ect o n  
p erf o rm an ce th an  a l arg e n um b er o f  sh o rt-l iv ed  co n n ectio n s,  so  th is 
ap p ro ach  d el iv ers m o re real istic test resul ts.  
 
 
 
W h il e A v al an ch e 2 50 0  f o cuses o n  th e cl ien t activ ity ,  R ef l ecto r 2 50 0  
real istical l y  sim ul ates th e b eh av io ur o f  l arg e W eb ,  ap p l icatio n ,  an d  d ata 
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serv er en v iro n m en ts. C o m b in ed  with  A v al an ch e 2 50 0  it th eref o re p ro v id es a 
to tal  so l utio n  f o r recreatin g  th e wo rl d ' s l arg est serv er en v iro n m en ts.  
 

C M C  E m u l a t i o n  E n g i n e  
T h e E m ul atio n E n g in e X T ’ s ab il ity  to  im p o se a scal ab l e an d  co n tro l l ab l e l o ad  
o f  m ul tip l e 80 2 .1 1  co m p l ian t S tatio n s h as m ad e it an  essen tial  to o l  f o r 
p ro d uct d esig n  en g in eers,  test en g in eers,  n etwo rk  in stal l ers an d  n etwo rk  
m ain tain ers. T h e E m ul atio n E n g in e en ab l es critical  scal ab il ity  an d  cap acity  
testin g  o f  80 2 .1 1  p ro d ucts,  n etwo rk  d ev ices,  n etwo rk  arch itecture,  an d  
b ack en d  sy stem s. 
 

  
Figure 17 – T h e C M C  E m ul a t io n  E n gin e 

T h e E m ul atio n E n g in e f eatures h av e n o w b een  ex ten d ed  to  en ab l e th e 
testin g  o f  W P A  en ab l ed  d esig n s. W i-Fi P ro tected  A ccess ( “ W P A ” )  is a 
sp ecif icatio n  o f  stan d ard s-b ased ,  in tero p erab l e security  en h an cem en ts th at 
stro n g l y  in crease th e l ev el  o f  d ata p ro tectio n  an d  access co n tro l  f o r W irel ess 
L A N  sy stem s.  
 
T h is security  is n ecessary  an d  d em an d ed  b y  E n terp rise l ev el  W irel ess 
n etwo rk  im p l em en tatio n s. W h en  p ro p erl y  d esig n ed  in to  an  80 2 .1 1  p ro d uct 
an d  in stal l ed  in  a W L A N  sy stem ,  it wil l  p ro v id e a h ig h  l ev el  o f  assuran ce th at 
d ata wil l  rem ain  p ro tected  an d  th at o n l y  auth o riz ed  n etwo rk  users can  
access th e n etwo rk . N o w with  E E -W P A ,  a co re m em b er o f  th e 
E m ul atio n E n g in e X T  f am il y ,  en g in eers h av e th e ab il ity  to  p erf o rm  
so p h isticated  cap acity ,  scal ab il ity  an d  l o ad  stress testin g  o n  W P A  en ab l ed  
E n terp rise cl ass p ro d ucts an d  W irel ess n etwo rk s. 1  to  59 o f  th e 
E m ul atio n E n g in e’ s 64 v S T A ™  ( v irtual  statio n )  can  b e sel ectiv el y  co n f ig ured  
to  en ab l e W P A .  
 
A n  en g in eer can  n o w use m ul tip l e statio n  l o ad in g  to  test critical  asp ects o f  
W P A :  80 2 .1 x  auth en ticatio n ,  E A P -T L S ,  ties to  R ad ius serv ers with  im p o rt o f  
certif icates,  T K I P / A E S ,  M I C  an d  P S K  m o d e. A  un iq ue f l ex ib il ity  o f  th e E E -
W P A  al l o ws th e security  m o d e f o r each  o f  th e em ul ato rs v S T A ’ s to  b e set 
in d iv id ual l y  an d  d if f eren tl y :  O p en ;  W E P ;  W P A -P S K ;  o r W P A . T h is en ab l es 
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testin g  o f  80 2 .1 1  p ro d ucts an d  W L A N  sy stem s th at sup p o rt m ix ed  m o d e 
security . 
 
T h e E m ul atio n E n g in e can  b e d irectl y  co n n ected  to  a W in d o ws 2 0 0 0 / X P  P C  
usin g  th e sup p l ied  80 2 .3 E th ern et cro sso v er cab l e o r th ro ug h  a n etwo rk . 
T h is “ C o m m an d  an d  C o n tro l ”  P C  f un ctio n s as a co n f ig uratio n ,  co n tro l  an d  
m o n ito rin g  un it f o r th e E m ul atio n E n g in e v ia C M C ’ s G U I  ( with  a W eb  
b ro wser)  o r a C o m m an d  L in e I n terf ace ( C L I ) . 
 

 
Figure 18 – T h e C M C  E m ul a t io n  E n gin e M a in  S c reen  

E ach  E m ul atio n E n g in e al l o ws y o u to  create m ul tip l e v irtual  W L A N  users,  
v S T A s. T h e v S T A s are h o sted  o n  th e E m ul atio n E n g in e. V S T A s can  b e 
d ef in ed  in  g ro up s usin g  an  o rg an iz atio n  d ef in ed  b y  th e user. T h e user can  
m an ag e in d iv id ual  o r g ro up s o f  v S T A s in  o rd er to  co n tro l  auth en ticatio n ,  
asso ciatio n ,  d isasso ciatio n ,  d e-auth en ticatio n ,  an d  g en eratio n  o f  80 2 .1 1  
traf f ic. T h e user can  co n f ig ure each  v S T A  to  g en erate traf f ic. I n tern al  M o d e 
g en erates traf f ic l o ad  p er v S T A ,  in tern al  to  th e em ul ato r,  usin g  co n f ig urab l e 
P in g  to  sel ectab l e h o sts. U sin g  E x tern al  M o d e a “ T h ird  P arty  L o ad  
G en erato r”  can  b e tied  to  th e em ul ato rs 80 2 .3 p o rt an d  receiv ed  d ata 
p ack ets can  b e seam l essl y  red irected  as 80 2 .1 1  traf f ic b y  each  in d iv id ual  
v S T A .  
 
T h ese d if f eren t co n f ig uratio n s en ab l e true testin g  o f  th e cap acity ,  scal ab il ity  
an d  p erf o rm an ce o f  a wirel ess n etwo rk  at th e d esig n  stag e,  d urin g  p re-
in stal l atio n  co n f ig uratio n  an al y sis an d  d ep l o y m en t,  an d  f o r b ack  en d  
p erf o rm an ce an al y sis o f  n etwo rk s. 


