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A l l  r i g h t s  r e s e r v e d .  N o  p a r t  o f  t h i s  p u b l i c a t i o n  m a y  b e  r e p r o d u c e d ,  p h o t o c o p i e d ,  s t o r e d  o n  a  r e t r i e v a l  s y s t e m ,  o r  t r a n s m i t t e d  w i t h o u t  t h e  e x p r e s s  w r i t t e n  
c o n s e n t  o f  t h e  a u t h o r s .   
 
P l e a s e  n o t e  t h a t  a c c e s s  t o  o r  u s e  o f  t h i s  R e p o r t  i s  c o n d i t i o n e d  o n  t h e  f o l l o w i n g :  
 
1 .  T h e  i n f o r m a t i o n  i n  t h i s  R e p o r t  i s  s u b j e c t  t o  c h a n g e  b y  B r o a d b a n d -T e s t i n g  w i t h o u t  n o t i c e .   
 
2.  T h e  i n f o r m a t i o n  i n  t h i s  R e p o r t ,  a t  p u b l i c a t i o n  d a t e ,  i s  b e l i e v e d  b y  B r o a d b a n d -T e s t i n g  t o  b e  a c c u r a t e  a n d  r e l i a b l e ,  b u t  i s  n o t  g u a r a n t e e d .  A l l  u s e  

o f  a n d  r e l i a n c e  o n  t h i s  R e p o r t  a r e  a t  y o u r  s o l e  r i s k .  B r o a d b a n d -T e s t i n g  i s  n o t  l i a b l e  o r  r e s p o n s i b l e  f o r  a n y  d a m a g e s ,  l o s s e s  o r  e x p e n s e s  a r i s i n g  
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B r oa d b a n d -T es tin g  is  E u r op e’ s  f or em os t in d ep en d en t n etw or k  tes tin g  f a cil ity  a n d  
con s u l ta n cy  or g a n is a tion  f or  b r oa d b a n d  a n d  n etw or k  in f r a s tr u ctu r e p r od u cts .   
 
B a s ed  in  th e s ou th  of  F r a n ce,  B r oa d b a n d -T es tin g  of f er s  ex ten s iv e l a b s ,  d em o a n d  
con f er en ce f a cil ities .  F r om  th is  b a s e,  B r oa d b a n d -T es tin g  p r ov id es  a  r a n g e of  s p ecia l is t I T ,  
n etw or k in g  a n d  d ev el op m en t s er v ices  to v en d or s  a n d  en d -u s er  or g a n is a tion s  th r ou g h ou t 
E u r op e,  S E A P  a n d  th e U n ited  S ta tes .   
 
B r oa d b a n d -T es tin g  is  a n  a s s ocia te of  th e f ol l ow in g : 
 
• NSS Network Testing Laboratories (specialising in secu rity  prod u ct testing)  
• B road band  V antage (broad band  consu ltancy  grou p)  
• Lim bo C reativ es (bespoke sof tware d ev elopm ent)  
 
B r o a d b a n d -T e s t i n g  L a b o r a t o r i e s  a r e a v a il a b l e to v en d or s  a n d  en d -u s er s  f or  f u l l y  
in d ep en d en t tes tin g  of  n etw or k in g ,  com m u n ica tion s  a n d  s ecu r ity  h a r d w a r e a n d  s of tw a r e.   
 
B r o a d b a n d -T e s t i n g  L a b o r a t o r i e s  op er a tes  a n  A p p r o v a l  s ch em e w h ich  en a b l es  p r od u cts  
to b e s h or t-l is ted  f or  p u r ch a s e b y  en d -u s er s ,  b a s ed  on  th eir  s u cces s f u l  a p p r ov a l .  
 
O u tp u t f r om  th e l a b s ,  in cl u d in g  d eta il ed  r es ea r ch  r ep or ts ,  a r ticl es  a n d  w h ite p a p er s  on  th e 
l a tes t n etw or k -r el a ted  tech n ol og ies ,  a r e m a d e a v a il a b l e f r ee of  ch a r g e on  ou r  w eb  s ite a t 
H T T P :/ / w w w . b r oa d b a n d -tes tin g . co. u k  
 
T h e con f er en ce cen tr e in  M ou x  in  th e s ou th  of  F r a n ce is  th e id ea l  l oca tion  f or  s a l es  
tr a in in g ,  g en er a l  s em in a r s  a n d  p r od u ct l a u n ch es ,  a n d  B r oa d b a n d -T es tin g  ca n  a l s o p r ov id e 
tech n ica l  w r itin g  s er v ices  f or  s a l es ,  m a r k etin g  a n d  tech n ica l  d ocu m en ta tion ,  a s  w el l  a s  
d ocu m en ta tion  a n d  tes t-h ou s e f a cil ities  f or  p r od u ct d ev el op m en t.  
 
B r o a d b a n d -T e s t i n g  Co n s u l t a n c y  Se r v i c e s  of f er s  a  r a n g e of  n etw or k  con s u l ta n cy  
s er v ices  in cl u d in g  n etw or k  d es ig n ,  s tr a teg y  p l a n n in g ,  I n ter n et con n ectiv ity  a n d  p r od u ct 
d ev el op m en t a s s is ta n ce.  
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C I S C O  I S R  2 8 1 1  R E P O R T  – E X E C U T I V E  S U M M A R Y  
 

� W ith  its  n ew  I S R  ( I n teg r a ted  S er v ices  R ou ter s )  r a n g e,  Cis co is  
cl a im in g  to d el iv er  s ecu r e,  w ir e-s p eed  d a ta ,  v oice,  v id eo a n d  oth er  
a d v a n ced  s er v ices  to th e S M E / b r a n ch  of f ice m a r k et.  O u r  tes t 
s h ow ed  th a t it is  p os s ib l e to en a b l e m u l tip l e f ea tu r es  a n d  com p l etel y  
s a tu r a te th e d ev ice w ith  d a ta  a p p l ica tion  tr a f f ic,  b u t s til l  b e a b l e to 
f u l l y  u s e r ea l -tim e a p p l ica tion s  s u ch  a s  th e in teg r a ted  I P  tel ep h on y  
f ea tu r es .   

 
� T h e 2 81 1  ex a m p l e w e tes ted  com es  w ith  a  v er y  f u l l  f ea tu r e s et b y  

cl a s s  s ta n d a r d s ,  b u t a t a n  a ttr a ctiv e en tr y  p r ice – n ot a l w a y s  a  
com b in a tion  th a t w e a s s ocia te w ith  Cis co a s  a  p r em iu m  b r a n d ,  b u t 
a  v er y  w el com e on e.  

 
� T h e I P  tel ep h on y  f ea tu r es  in cl u d ed  w ith  th e 2 81 1  a r e a n  ef f ectiv e 

p r od u ct in  th eir  ow n  r ig h t.  
 
� T h e n ew  G U I  ( S D M  2 . 0 )  f ea tu r ed  w ith  th e 2 81 1  is  v er y  

com p r eh en s iv e b y  Cis co s ta n d a r d s  a n d  ea s y  to u s e,  b u t a  l ittl e 
s l ow .  H ow ev er ,  Cis co cl a im s  to h a v e r es ol v ed  th is  is s u e w ith  
r el ea s e 2 . 1  of  S D M .  

 
� T h e ch oice of  op tion a l  in ter f a ces  a n d  ex p a n s ion  ca r d s  is  en or m ou s  

– ov er  90  a r e a v a il a b l e.  T h is  m a k es  th e I S R  a  v er y  f l ex ib l e p r od u ct 
th a t ou g h t to s u it a  v er y  w id e r a n g e of  u s er  r eq u ir em en ts ,  b oth  on  
th e L A N  a n d  W A N / I n ter n et.  

 
� T h e I S R  f a m il y  a s  a  w h ol e is  a  v er y  s ig n if ica n t im p r ov em en t,  

p er f or m a n ce a n d  f ea tu r es  w is e,  on  th e ol d  2 60 0  r a n g e of  m u l ti-
s er v ice r ou ter s  of f er ed  b y  Cis co.  I n  m a n y  ca s es ,  tr a f f ic-h a n d l in g  
ca p a b il ities  h a v e b een  in cr ea s ed  b y  a  h u g e m a r g in .  

 
 
 
 

T h e  A i m s  Of  T h i s  Re p o r t  
 
W ith in  th e s cop e of  th is  r ep or t w e’ r e l ook in g  to a ch iev e th r ee a im s ,  a l l  
r el ev a n t to th e ta r g et m a r k et of  th e p r od u ct: S M E  a n d  b r a n ch / s a tel l ite of f ice 
u s er s .  
 
1 .  T o ex a m in e th e f ea tu r e s et of  th e I S R  2 81 1  w ith  a  f ocu s  on  

p er f or m a n ce,  I P  tel ep h on y  a n d  m a n a g em en t f ea tu r es .   
 
2 .  T o tes t th e ca p a b il ities  of  th e I S R  2 81 1  to cop e w ith  h ea v y  tr a f f ic l oa d s  

a n d  m u l tip l e f ea tu r es  en a b l ed ,  w h il e s til l  m a n a g in g  r ea l -tim e tr a f f ic.  
 
3.  T o g a u g e h ow  ea s y  th e I S R  2 81 1  is  to con f ig u r e a n d  m a n a g e on  a  d a y - 

to-d a y  b a s is ,  g iv en  its  in ten d ed  ta r g et u s er  b a s e – S M E / b r a n ch  of f ice – 
w h ich  ty p ica l l y  h a s  f ew  tech n ica l  I T  s k il l s  to h a n d .  E q u a l l y ,  in  a  m a n a g ed  
s er v ices  en v ir on m en t,  w e n eed  to ex a m in e w h a t l ev el  of  s u p p or t th e 
s er v ice p r ov id er  is  l ik el y  to n eed  to of f er ,  in  or d er  to k eep  th eir  
cu s tom er s  h a p p y .  
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I N T R O D U C T I O N :  A  M A R R I A G E  O F  C O N V E N I E N C E  
F or  h ow  l on g  n ow  h a v e w e b een  h ea r in g  th e v oice a n d  d a ta  con v er g en ce 
s tor y ?  
 
“ T oo l on g ”  is  w h a t w e g u es s  m os t of  y ou  w il l  s a y .  F or  a l l  th e n ois e,  th e g r ea t 
p r om is e of  a  s in g l e n etw or k  – a n d  s in g l e d ev ice – s u p p or tin g  v oice a n d  d a ta  
tr a f f ic a n d  a p p l ica tion s  h a s n ’ t r ea l l y  b een  f u l f il l ed ,  b u t th er e is  a  s ou n d  
r ea s on  f or  th a t.  A s  th e b a d  s ta n d -u p  com ed ia n  s a y s ,  it’ s  a l l  a b ou t,  er  – 
tim in g .   
 
T h e s in g l e s ou r ce of  v oice a n d  d a ta  r ea l l y  is  a  g r ea t s tor y  f or  th e s m a l l  to 
m ed iu m ,  or  b r a n ch ,  of f ice.  O n e d ev ice to m a n a g e,  on e n etw or k  to w or r y  
a b ou t…  w h a t cou l d  b e ea s ier ?  B u t it h a s  to b e b oth  a n  a f f or d a b l e s ol u tion  
a n d  a  d el iv er a b l e on e.  F or  m a n y  y ea r s  th is  j u s t w a s n ’ t th e ca s e;  W A N  
con n ection s  w er e too ex p en s iv e,  a s  w er e th e d ev ices  th em s el v es  a n d  th e 
I n ter n et j u s t d id n ’ t cu t it.   
 
B u t n ow  w ith  l ow -cos t b r oa d b a n d  con n ection s  ( a l m os t)  ev er y w h er e y ou  
l ook ,  a d d  in  a n  a f f or d a b l e v oice a n d  d a ta  con v er g en ce d ev ice a t th e en d ,  et 
v oila !  S o,  a l on g  com es  Cis co w ith  its  n ew  r a n g e of  I n teg r a ted  S er v ice 
R ou ter s  ( I S R s )  of f er in g  th a t v er y  cock ta il  of  a f f or d a b l e d a ta  a n d  I P  tel ep h on y  
s er v ices  a n d  th e in v ites  ca n  b e s en t ou t,  th e m a r r ia g e of  con v en ien ce is  
of f icia l l y  on .  O r  s h ou l d  it b e th e con v er g en ce of  con v en ien ce…  
 
F or  th is  r ep or t w e’ v e p l u ck ed  a  p r od u ct f r om  th e l ow er -m id d l e of  th e r a n g e,  
th e I S R  2 81 1  to s ee if  Cis co’ s  cl a im s  of  com b in in g  f ea tu r es  a n d  
p er f or m a n ce in  on e b ox  s ta n d  u p .  W e’ l l  s ta r t b y  ta k in g  a  l ook  a t th e f ea tu r e 
s et on  of f er .  
 

  
Figure 1 – T h e C is c o  I S R  280 0  S eries  
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I S R  2 8 1 1  – F E A T U R E S  A N D  F U N C T I O N A L I T Y  
O V E R V I E W  

T h e I S R  2 81 1  h a s  a  f ea tu r e s et th a t s p l its  a p p r ox im a tel y  5 0 :5 0  b etw een  
v oice a n d  d a ta  m a n a g em en t a n d  s ecu r ity .  
 
W ith  th is  p r od u ct,  Cis co’ s  a im  h a s  b een  to p r ov id e a  v er y  com p l ete s et of  
f ea tu r es  in  a r ea s  th a t w ou l d  n or m a l l y  b e con s id er ed  a s  d ev ice s p ecia l is t;  f or  
ex a m p l e s ecu r ity  or  I P  tel ep h on y ,  th e id ea  b ein g  th a t it s h ou l d  n ot b e l a ck in g  
in  a n y  of  th es e a r ea s  com p a r ed  to a  d ev ice th a t on l y  d oes  on e of  th es e 
f u n ction s .  Cis co – b ein g  a  r ou ter  com p a n y  – m a d e a  v er y  cl ea r  s ta tem en t 
a b ou t th e I S R  r a n g e of  p r od u cts : h er e r ou tin g  is  a  s er v ice,  n ot a  p r od u ct in  
its  ow n  r ig h t.  T h is  g oes  b ey on d  m a r k etin g -es e,  it r ea l l y  d oes  s a y  a  l ot a b ou t 
th e a m b ition s  of  th is  p r od u ct a n d  th e v er y  b r oa d  r a n g e of  f ea tu r es  it h a s  on  
ta p .  S o,  a l l  th e r ou tin g  f ea tu r es  y ou  w ou l d  ex p ect – cou r tes y  of  th e 
u b iq u itou s  I O S  – a r e p r es en t,  b u t th es e r ea l l y  a r e j u s t a  s m a l l  p a r t of  th e 
s tor y .  
 

V o i c e  A n d  D a t a  F e a t u r e s  
T h e  H a r d w a r e  

W ith  th e l a u n ch  of  th e I S R  r a n g e,  Cis co h a s  d on e m or e th a n  s im p l y  
p ol is h ed  u p  its  ol d  2 60 0  m u l ti-s er v ice r ou ter  f a m il y ,  m a k in g  m a j or  
a r ch itectu r a l  im p r ov em en ts  in s id e th e b ox .  

 
Figure 2 – C is c o  I S R  I n t ern a l  A rc h it ec t ure 

T h is  h a s  r es u l ted  in  a  v er y  m od u l a r  a r ch itectu r e w ith  s ta ck s  of  h a r d w a r e 
op tion s  a v a il a b l e.  T h es e a r e in  th e f or m  of  d if f er en t ty p es  of  m od u l e,  
d ep en d in g  on  th e s er v ice ty p e a n d  s l ot a v a il a b il ity .  
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H W ICs  ( H i g h -p e r f o r m a n c e  W A N  In t e r f a c e  Ca r d s ) : T h e 2 81 1  h a s  f ou r  
H W I C s l ots  f or  d if f er en t ty p es  of  W I C ( d a ta / v oice)  m od u l es .  O u r s ,  f or  
ex a m p l e,  ca m e w ith  a  ch oice in cl u d in g  A D S L ,  E 1  a n d  G . 70 3 W A N  
in ter f a ces ,  a  f ou r -p or t con n ector  f or  a n a l og u e p h on es  or  f a x  d ev ices  a n d  a  
f ou r -p or t E th er S w itch  s u p p or tin g  P ow er  ov er  E th er n et ( P oE ) .  A  n in e-p or t 
v er s ion  of  th e m od u l e is  a l s o a v a il a b l e.  
 
D SP ( D i g i t a l  Si g n a l  Pr o c e s s o r )  Sl o t s : T h es e ( tw o s l ots  on  th e 2 81 1 )  a r e 
f or  v oice p r oces s in g  f u n ction s ,  s u ch  a s  tr a n s cod in g  a n d  con f er en cin g .  
 
N M E ( N e t w o r k  M o d u l e  En h a n c e d ) : T h es e ( on e s l ot on  th e 2 81 1 )  s u p p or t 
a  r a n g e of  n etw or k  m od u l es .  P oE  is  s u p p or ted  f or  con n ection s  P oE  en a b l ed  
d ev ices .  
 
A IM  ( A d v a n c e d  In t e g r a t i o n  M o d u l e ) : T h es e ( tw o s l ots  on  th e 2 81 1 )  
s u p p or t f ea tu r es  s u ch  a s  v oicem a il ,  com p r es s ion ,  h ig h er  en cr y p tion  r a tes  
a n d  A T M .  
 
I n  a d d ition ,  th e 2 81 1  ca m e w ith  tw o 1 0 / 1 0 0  E th er n et p or ts  a s  s ta n d a r d ,  p l u s  
on -b oa r d  h a r d w a r e en cr y p tion ,  s u p p or tin g  u p  to 2 0 M b p s  of  en cr y p tion  
p er f or m a n ce.  A  f l a s h  ca r d  in ter f a ce is  a l s o f itted  f or  h os tin g  I O S  a n d  r u n n in g  
con f ig u r a tion s .  VL A N  p l u s  80 2 . 1 q  ( VL A N  ta g g in g )  a r e s u p p or ted  a s  
s ta n d a r d .  T w o U S B  p or ts  a r e a l s o in cl u d ed  f or  f u tu r e u s e w ith  s ecu r ity  
d ev ices  s u ch  a s  U S B -b a s ed  s ecu r ity  tok en s  a n d  r em ov a b l e s tor a g e.  A  
d ed ica ted  m a n a g em en t p or t is  a l s o in teg r a ted .  
 
S ev er a l  ta s k s  w ith in  th e d ev ice a r e d ed ica ted  to s p ecif ic h a r d w a r e 
com p on en ts .  T h is  r es u l ts  in  a  f ew  h ea d l in e f ig u r es :  
 

� F a s ter  CP U  g iv in g  5 0 0 %  p er f or m a n ce im p r ov em en t ov er  ex is tin g  
p l a tf or m s  

� H W I Cs  s u p p or tin g  40 0 M b p s  of  s w itch ed  tr a f f ic ( p r ev iou s l y  8M b p s  
s h a r ed )  

� N M E s  s u p p or tin g  1 . 2 G b p s  of  tr a f f ic in to a  d ed ica ted  A S I C 
 

I n ter n a l  m em or y  h a s  a l s o b een  in cr ea s ed  to 2 5 6M B  a s  s ta n d a r d  ( 768M B  
m a x im u m ,  a s  in s ta l l ed  h er e)  w h ich  is  n ow  D D R  S D R A M  w ith  E CC ( E r r or  
cor r ectin g  cod e) .  T h e p ow er  s u p p l y  is  in ter n a l  w ith  s u p p or t f or  b oth  Cis co in -
l in e p ow er  a n d  I E E E  80 2 . 3a f  P oE .  T h is  P ow er  ov er  E th er n et ca p a b il ity ,  
w h ich  ex ten d s  to p ow er in g  I P  p h on es ,  is  id ea l  f or  th e S M E  m a r k et;  f ew er  
p ow er  s ou r ces  r eq u ir ed ,  ea s il y  l oca ted ,  n o S p a g h etti J u n ction  of  w ir es  a n d  
s im p l e to d ep l oy .   
 

V o i c e  F e a t u r e s  
O n  th e v oice s id e,  s ig n if ica n t a d v a n ces  in  v oice tr u n k  a n d  s ta tion  d en s ities  
a n d  th e a f or em en tion ed  D S P  h a v e en a b l ed  Cis co to em b ed  th e v oice 
tech n ol og y  w ith in  th e r ou ter ,  w ith ou t it ta k in g  u p  a n y  m od u l e s l ots .   
 
T h e D S P s  h a n d l e a l l  s ecu r e v oice,  v oice g a tew a y ,  con f er en cin g ,  a n d  
tr a n s cod in g  ca p a b il ities ,  com b in ed  w ith  ca l l  p r oces s in g  in teg r a ted  w ith in  
Cis co I O S  s of tw a r e,  a l on g  w ith  op tion a l  v oice m a il  a n d  a u tom a ted  a tten d a n t 
in  th e A I M s .  I n  th eor y ,  th is  m ea n s  th a t v oice p r oces s in g  s h ou l d  b e 
u n a f f ected  b y  d a ta  tr a f f ic – r eg a r d l es s  of  d en s ity  – p a s s in g  th r ou g h  th e 
r ou ter ,  s om eth in g  w e n a tu r a l l y  p u t to th e tes t ( s ee l a ter ) .  
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T h e 2 80 0  s er ies  in cl u d es  n ew  r el ea s es  of  Cis co’ s  Ca l l M a n a g er  E x p r es s  a n d  
Cis co U n ity  E x p r es s  s y s tem s .  I t m ea n s  th a t,  w ith  th e I S R  2 81 1  y ou  ca n  
ef f ectiv el y  r ep l a ce P B X s ,  es p ecia l l y  in  a  b r a n ch  of f ice ty p e en v ir on m en t,  
w ith ou t l os in g  a n y  f ea tu r es ;  I P  tel ep h on y ,  v oice m a il  a n d  a u to a tten d a n t 
s ol u tion s  a r e a l l  in cl u d ed .  T ol l -q u a l ity ,  s ecu r e v oice ov er  I P  is  th e p r om is e 
( Q oS ,  cR T P  a n d  s R T P  a r e a l l  s u p p or ted ) .  U p  to 36 I P  p h on es  a r e s u p p or ted  
b y  th e 2 81 1  – m or e on  u p p er -r a n g e m od el s ,  ov er  m u l tip l e E 1  W A N  
con n ection s ,  a s  w e ex p l a in ed  ea r l ier ,  d ep en d in g  on  th e m od u l e 
con f ig u r a tion  ch os en .   
 
W e a tta ch ed  f ou r  Cis co 7960  I P  tel ep h on es  to th e I S R  2 81 1  in  or d er  to 
ev a l u a te th e v a r iou s  I P  tel ep h on y  f u n ction s  on  of f er .  
 

 
Figure 3 – C is c o  7960  I P  T el ep h o n e 

T h es e a l l  a r e f u l l y  op er a b l e f r om  th e b u il t-in  s cr een  a n d  k ey p a d  on  th e 
p h on e its el f ,  h a v in g  p er f or m ed  b a s ic con f ig u r a tion  op er a tion s  f ir s t a t th e 
I S R ’ s  CL I  ( Com m a n d  L in e I n ter f a ce) .  W e s et u p  a  n u m b er  of  f ea tu r es  to 
tes t in cl u d in g : 
 

� A u tom a ted  A tten d a n t ( d ia l  b y  n u m b er / n a m e)  
� Voicem a il  
� D ir ector y  
� S p eed -d ia l  
� Ca l l  W a itin g  
� Ca l l  F or w a r d  
� O n  H ol d  
� Con f er en cin g  
� Ca l l  B a ck  W h en  F r ee 
� Ca l l  T r a n s f er  
� Ca l l  P ick u p  
� P a g in g  
� S h a r ed  L in e W ith  F ea tu r e R in g  
� H u n t G r ou p  
� Ca l l  P a r k  
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A l l  th e s er v ices  w er e P I N  p r otected .  W e f ou n d  th e f u n ction s  ea s y  to u s e v ia  
th e p h on e – f iv e m in u tes  “ p r a ctice”  w a s  a l l  it took .  T h e I P  T el ep h on y  
f u n ction a l ity  w a s  a l s o p u t to th e tes t in  a n  en v ir on m en t w h er e th e I S R  2 81 1  
w a s  f u l l y  s a tu r a ted ,  to s ee if  it w or k ed  f l a w l es s l y  s til l  in  a  s tr es s ed  
en v ir on m en t ( s ee tes t s ection ) .  
 

Q u a l i t y  O f  S e r v i c e  ( Q o S )  
F or  r ea l -tim e a p p l ica tion s  s u ch  a s  VoI P ,  Cis co p r ov id es  Q oS  s u p p or t.  T h is  
ca n  b e s et u p  u s in g  Cis co’ s  S ecu r ity  D ev ice M a n a g er  ( s ee l a ter )  to s p ecif y  
g u a r a n teed  b a n d w id th  a l l oca tion  to r ea l -tim e p r otocol s ,  in cl u d in g  v id eo 
s tr ea m in g  p r otocol s  s u ch  a s  R T S P ,  s om eth in g  w e p u t to th e tes t ( s ee l a ter ) .  
 

 
Figure 4 – E d it in g Q o S  S et t in gs  W it h  S D M  2. 0  

B oth  r ea l -tim e a n d  b u s in es s  cr itica l  a p p l ica tion s  ca n  b e a l l oca ted  
g u a r a n teed  b a n d w id th  a v a il a b il ity / p r ior ity  s ettin g s  s im p l y  b y  a d d in g  to th em  
f r om  a  l is t of  s u p p or ted  p r otocol  ty p es .  T h es e ca n  b e ch a n g ed  or  a d d ed  to 
a s  r eq u ir ed ,  a s  d em a n d s  ch a n g e.   
 
T h is  d y n a m ic con f ig u r a tion  of  Q oS ,  com b in ed  w ith  th a t of  oth er  tech n ol og ies  
s u ch  a s  I P  M u l tica s t a n d  s ecu r e tu n n el in g  v ia  VP N s ,  op tim is es  l a ten cy -
s en s itiv e a p p l ica tion s  s u ch  a s  v oice a n d  v id eo w h il e s ecu r in g  th em  a t th e 
s a m e tim e.  
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S e c u r i t y  F e a t u r e s  
A  w id e r a n g e of  s ecu r ity  f ea tu r es  a r e in teg r a ted  w ith  th e I S R  2 81 1 ,  a s  w el l  
a s  a n  op tion a l  I D S  s ecu r ity  m od u l e w h ich  h a s  d ed ica ted  p r oces s in g  a n d  
s tor a g e ca p a b il ities .   
 
A  on e-cl ick  op tion  – O n e-S tep  L ock d ow n  - en a b l es  y ou  to s ecu r e th e en tir e 
n etw or k  im m ed ia tel y ,  in  th e ev en t of  a  p er ceiv ed  a tta ck  or  a n y  oth er  
em er g en cy  s ta te.  O th er w is e,  th e S D M  G U I  ( s ee l a ter )  a l l ow s  y ou  to 
con f ig u r e to I S R ,  f ea tu r e b y  f ea tu r e.  A  g ood  s ta r tin g  p oin t is  th e S ecu r ity  
A u d it op tion ,  w h ich  l ets  y ou  r u n  th r ou g h  a  s tep  b y  s tep  ex a m in a tion  of  th e 
s ecu r ity  s ta te of  th e I S R ,  cr ea tin g  a  r ep or t w h ich  a l l ow s  y ou  to th en  
a u tom a tica l l y  en a b l e or  d is a b l e a n y  s ecu r ity  f ea tu r es ,  w ith  
r ecom m en d a tion s .  
 

 
Figure 5 – S ec urit y  A ud it  

A  n u m b er  of  a cces s  con tr ol  m ech a n is m s  a r e a l s o s u p p or ted  w ith  th e 2 81 1 .  
T h e N etw or k  A d m is s ion  Con tr ol ,  th e 1 st p h a s e of  w h a t Cis co ca l l s  its  “ S el f -
D ef en d in g  N etw or k  in itia tiv e”  s u p p or ts  A R P ,  E A P  a n d  R a d iu s  A CL s ,  l im itin g  
n etw or k  a cces s  to com p l ia n t a n d  tr u s ted  en d p oin ts ,  a s  d ef in ed  b y  th e u s er .  
 

V P N  ( V i r t u a l  P r i v a t e  N e t w o r k i n g )  
T h e 2 81 1  s u p p or ts  a  b r oa d  r a n g e of  VP N  tu n n el in g  a n d  en cr y p tion  op tion s  
in cl u d in g  D M VP N ,  E a s y  VP N  a n d  V3P N  w ith  M u l ti-Vir tu a l  R ou te F or w a r d in g  
( VR F )  a n d  M u l tip r otocol  L a b el  S w itch in g  ( M P L S )  f or  s ecu r e,  r ou ted  
con n ection s .  
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I n teg r a ted  h a r d w a r e-b a s ed  VP N  en cr y p tion  a ccel er a tion  ( 2 0 M b p s  l icen s ed  
a s  s ta n d a r d )  of f l oa d s  I P S ec en cr y p tion  a n d  VP N  p r oces s es  to p r ov id e 
in cr ea s ed  VP N  th r ou g h p u t w ith  m in im a l  im p a ct to th e r ou ter  CP U .  I P S ec,  
A E S ,  D ig ita l  E n cr y p tion  S ta n d a r d  ( D E S ) ,  a n d  T r ip l e D E S  ( 3D E S )  en cr y p tion  
a r e a l s o s u p p or ted .   
 
O p tion a l  VP N  en cr y p tion  A I M s  a r e a v a il a b l e to p r ov id e a d d ition a l  VP N  
th r ou g h p u t or  s ca l a b il ity .  T h e op tion a l  A I M  p r ov id es  u p  to 1 0  tim es  th e 
en cr y p tion  p er f or m a n ce ov er  p r ev iou s  m od el s ,  a s  w el l  a s  tu n n el  s ca l a b il ity .  
 
Cis co D M VP N  h el p s  en a b l e on -d em a n d  a n d  s ca l a b l e f u l l -m es h  VP N  to 
r ed u ce l a ten cy ,  con s er v e b a n d w id th ,  a n d  s im p l if y  VP N  d ep l oy m en t.  T h e 
D M VP N  f ea tu r e b u il d s  u p on  Cis co I P S ec a n d  r ou tin g  ex p er tis e b y  h el p in g  
en a b l e d y n a m ic con f ig u r a tion  of  G R E  tu n n el s ,  I P S ec en cr y p tion ,  N ex t H op  
R es ol u tion  P r otocol  ( N H R P ) ,  O p en  S h or tes t P a th  F ir s t ( O S P F ) ,  a n d  
E n h a n ced  I n ter ior  G a tew a y  R ou tin g  P r otocol  ( E I G R P ) .  D M VP N  a l s o ea s es  
a d m in is tr a tiv e b u r d en  w ith  n o con f ig u r a tion  a t th e h u b  w h en  a d d in g  n ew  
s p ok es  or  w h en  s ettin g  u p  s p ok e-to-s p ok e con n ection s .  
 
 

Se c u r e  V o i c e  
 
Voice con v er s a tion s  ter m in a tin g  on  eith er  T D M  or  a n a l og  v oice g a tew a y  
p or ts  a r e p r otected  f r om  ea v es d r op p in g .  T h es e p r ov id e a  s ecu r e 
en v ir on m en t f or  I P  com m u n ica tion s  ov er  a  L A N  or  W A N .  
 
M ed ia  en cr y p tion  u s in g  s ecu r e R T P  ( S R T P )  en cr y p ts  th e v oice 
con v er s a tion ,  r en d er in g  it u n in tel l ig ib l e to w ou l d -b e h a ck er s  w h o h a v e 
p en etr a ted  a n d  g a in ed  a cces s  to th e v oice d om a in .  S R T P  is  d es ig n ed  
s p ecif ica l l y  f or  v oice p a ck ets  a n d  s u p p or ts  th e A E S  en cr y p tion  a l g or ith m .  
M ed ia  en cr y p tion  u s in g  s ecu r e R T P  is  m or e b a n d w id th -ef f icien t th a n  I P S ec.  
 
 
A n oth er  op tion  is  E a s y  VP N .  T h is  is  a n  I P S ec s ol u tion  d es ig n ed  to s u p p or t 
h u b -a n d -s p ok e VP N  top ol og ies  w ith  m in im a l  ef f or t a n d  h ig h  s ca l a b il ity .  E a s y  
VP N  s im p l if ies  p r ov is ion in g  a n d  m a n a g em en t of  VP N  s ol u tion s  b etw een  
Cis co P I X  f ir ew a l l s ,  th e Cis co VP N  30 0 0  S er ies  Cl ien t a n d  r ou ter s  of  a l l  
s iz es .  I t u s es  “ p ol icy -p u s h ”  tech n ol og y  to s im p l if y  con f ig u r a tion .  
 
T h e Cis co 2 81 1  a l s o s u p p or ts  V3P N ,  w h ich  p r ov id es  a  VP N  in f r a s tr u ctu r e 
ca p a b l e of  con v er g ed  d a ta ,  v oice,  a n d  v id eo a cr os s  a  s ecu r e,  Q oS -en a b l ed  
I P S ec n etw or k .  Cis co cl a im s  it a l l ow s  cu s tom er s  to ob ta in  th e s a m e 
p er f or m a n ce f or  v oice a n d  v id eo a p p l ica tion s  ov er  a n  I P  tr a n s p or t a s  th ey  
w ou l d  ov er  a n  a l ter n a te W A N  l in k .   
 
M u l ti-VR F ,  a l s o r ef er r ed  to a s  VR F -L ite,  p r ov id es  th e a b il ity  to con f ig u r e a n d  
m a in ta in  m or e th a n  on e in s ta n ce of  a  r ou tin g  a n d  f or w a r d in g  ta b l e w ith in  th e 
s a m e p h y s ica l  r ou ter .  I n  com b in a tion  w ith  E th er n et VL A N  tech n ol og ies  a n d  
W A N  VP N  tech n ol og ies  s u ch  a s  F r a m e R el a y ,  M u l ti-VR F  h el p s  en a b l e th e 
p r ov is ion in g  of  s ev er a l  l og ica l  s er v ices  u s in g  on e p h y s ica l  n etw or k ,  
ex ten d in g  th e p r iv a cy  a n d  s ecu r ity  d ow n  to a  b r a n ch -of f ice L A N .   
 
O n e Cis co r ou ter  w ith  M u l ti-VR F  ca n  s u p p or t m u l tip l e or g a n is a tion s  w ith  
ov er l a p p in g  I P  a d d r es s es  w h il e m a in ta in in g  s ep a r a tion  of  d a ta ,  r ou tin g ,  a n d  
p h y s ica l  in ter f a ces .  

F i r e w a l l  
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Figure 6 – S et t in g U p  T h e Firew a l l  

T h e 2 81 1  in cl u d es  a  s ta tef u l  in s p ection  f ir ew a l l  w h ich ,  in  a d d ition  to L a y er  3 
s ta tef u l  f ir ew a l l in g ,  ca n  s u p p or t tr a n s p a r en t f ir ew a l l in g ,  w h ich  is  th e a b il ity  to 
p r ov id e L a y er  3 f ir ew a l l in g  f or  L a y er  2  con n ectiv ity  on  th e s a m e r ou ter .  
T r a n s p a r en t f ir ew a l l in g  p r ov id es  s u p p or t f or  s u b  in ter f a ces  a n d  VL A N  
tr u n k s ,  S p a n n in g  T r ee P r otocol ,  a l l  s ta n d a r d  m a n a g em en t tool s ,  a n d  
D y n a m ic H os t Con f ig u r a tion  P r otocol  ( D H CP )  p a s s -th r ou g h  to a s s ig n  D H CP  
a d d r es s es  on  op p os ite in ter f a ces  ( b i-d ir ection a l ) .   
 
S in ce it d oes  n ot r eq u ir e I P  s u b n et r en u m b er in g  or  I P  a d d r es s es  on  th e 
in ter f a ces ,  it is  a  on e-cl ick  con f ig u r a tion  to a d d  it to th e n etw or k .  Ch il d ’ s  
p l a y …  
 

I n l i n e  I P S  
T h e 2 81 1  in cl u d es  I D S / I P S  ca p a b il ities .   
 
T h e Cis co I P S  is  a n  in l in e,  d eep -p a ck et,  in s p ection -b a s ed  s ol u tion  th a t ca n  
d r op  tr a f f ic,  s en d  a n  a l a r m ,  or  r es et th e con n ection ,  h el p in g  en a b l e th e 
r ou ter  to r es p on d  im m ed ia tel y  to s ecu r ity  th r ea ts  a n d  p r otect th e n etw or k .  
W or k in g  in  ta n d em  w ith  th e oth er  s ecu r ity  f ea tu r es  s u ch  a s  I P S ec VP N ,  
G R E ,  a n d  th e F ir ew a l l ,  th e I P S  ca n  a l l ow  d ecr y p tion ,  tu n n el  ter m in a tion ,  
f ir ew a l l in g ,  a n d  tr a f f ic in s p ection  a t th e f ir s t p oin t of  en tr y  in to th e n etw or k .  
 
I t ca n  l oa d  a n d  h el p  en a b l e s el ected  I P S  s ig n a tu r es ,  a l l ow in g  cu s tom er s  to 
ch oos e f r om  th e s ig n a tu r e d a ta b a s e s u p p or ted  b y  Cis co’ s  ex is tin g  I D S  
S en s or  p l a tf or m s .  Com p a n ies  a l s o ca n  m od if y  a n  ex is tin g  s ig n a tu r e or  
cr ea te a  n ew  s ig n a tu r e to a d d r es s  n ew l y  d is cov er ed  th r ea ts ,  a n d  if  th ey  
w a n t m a x im u m  in tr u s ion  p r otection ,  th ey  ca n  s el ect a  s ig n a tu r e f il e th a t 
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con ta in s  “ m os t-l ik el y ”  w or m  a n d  a tta ck  s ig n a tu r es .  T r a f f ic m a tch in g  th es e 
h ig h  con f id en ce-r a ted  w or m  a n d  a tta ck  s ig n a tu r es  is  con f ig u r ed  to b e 
d r op p ed .   
 

 
Figure 7 – C o n f igurin g T h e I P S  

A n  I D S  h a r d w a r e u p g r a d e op tion  is  s u p p or ted  b y  th e 2 81 1 ,  w h ich  ca n  b e 
a d d ed  a s  a  m od u l e.  T h e Cis co I D S  N etw or k  M od u l e h el p s  en a b l e a  
com p l ete I D S  s y s tem  th a t w or k s  in  con cer t w ith  oth er  I D S  com p on en ts  to 
ef f icien tl y  p r otect d a ta  a n d  in f or m a tion  in f r a s tr u ctu r e.  I t h a s  a  d ed ica ted  
CP U  f or  I D S  a n d  a  2 0 -G B  h a r d  d r iv e f or  l og g in g  w ith  m or e th a n  1 0 0 0  I P S  
s ig n a tu r es  s u p p or ted .   
 

U R L  F i l t e r i n g  ( O f f -b o x  a n d  O n -b o x  O p t i o n a l )  
W ith  th e 2 81 1 ,  Cis co of f er s  U R L  f il ter in g  to s u p p or t th e F ir ew a l l ,  a l l ow in g  
cu s tom er s  to u s e eith er  W eb s en s e or  N 2 H 2  3 r d  p a r ty  U R L  f il ter  d a ta b a s es  in  
ta n d em  w ith  th e I S R ,  to p r ev en t u s er s  f r om  a cces s in g  s p ecif ied  w eb s ites  on  
th e b a s is  of  th eir  s ecu r ity  p ol icy .  T h e F ir ew a l l  w or k s  w ith  th e W eb s en s e a n d  
N 2 H 2  s er v er s ,  a v a il a b l e eith er  of f l in e a s  p r ox ies ,  or  on -b ox  op tion a l l y ,  to 
d eter m in e w h eth er  to a l l ow  or  d en y  ( b l ock )  a  p a r ticu l a r  U R L ,  b a s ed  on  th e 
p ol icies  th a t h a v e b een  s et.   
 
U R L  f il ter in g  is  a l s o a v a il a b l e v ia  a n  op tion a l  m od u l e,  th e Con ten t E n g in e 
N etw or k  M od u l e.  
 

C o n f i g u r a t i o n  A n d  M a n a g e m e n t  
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T h e I S R  2 81 1  ca n  b e con f ig u r ed  eith er  v ia  th e cl a s s ic I O S  Com m a n d  L in e 
I n ter f a ce or  CL I  ( v ia  d ir ect con s ol e con n ection ,  T el n et or  S ecu r e S h el l  – 
S S H )  or  – f or  m os t f ea tu r es  – v ia  th e Cis co R ou ter  a n d  S ecu r ity  D ev ice 
M a n a g er  G U I ,  p r ov id ed  h er e in  S D M  2 . 0  f or m a t.  
 

  
Figure 8 – S D M  2. 0  G U I  

M os t of  th e b a s ic r ou ter  f u n ction s  – con f ig u r in g  th e v a r iou s  in ter f a ces ,  
s ettin g  u p  N A T ,  s ta tic r ou tes  a n d  s im il a r  f ea tu r es  – ca n  b e s et u p  v ia  th e 
G U I .  A n d  – a p a r t f r om  b ein g  s l ow  – it is  v er y  ea s y  to u s e.  A  h om e p a g e 
p r es en ts  y ou  w ith  a  s u m m a r y  of  th e I S R ’ s  con f ig u r a tion  a n d  s ta tu s ,  u s in g  
g r eed / r ed  L E D  s im u l a tor s  to id en tif y  th e h ea l th  of  th e v a r iou s  r ou ter  
com p on en ts .   
 
A  “ Con f ig u r e”  op tion  p r es en ts  a  l is t of  f ea tu r e con f ig u r a tion  op tion s : 
I n ter f a ces  a n d  Con n ection s ,  F ir ew a l l  a n d  A CL ,  VP N ,  S ecu r ity  A u d it,  
R ou tin g ,  N A T ,  I n tr u s ion  P r ev en tion ,  Q u a l ity  of  S er v ice a n d  A d d ition a l  T a s k s .  
A  n u m b er  of  w iz a r d  op tion s  a r e a v a il a b l e to g u id e y ou  th r ou g h  s ettin g  u p  
m os t of  th es e f ea tu r es .  T h is  is  a  v er y  p os itiv e s tep ,  com p a r ed  w ith  Cis co of  
ol d ,  in  ter m s  of  en a b l in g  l es s  s p ecia l is t u s er s  to b e a b l e to ca r r y  ou t b a s ic 
con f ig u r a tion  ta s k s ,  or  a t l ea s t b e ea s il y  g u id ed  th r ou g h  th em  v ia  r em ote 
s u p p or t.  
 
F or  th os e w h o p r ef er  to g et th eir  “ h a n d s  d ir ty ”  th e Cis co CL I  is  s til l  th e b es t 
a r ou n d .  W e f ou n d  th a t w h en  th e 2 81 1  w a s  b ein g  s tr es s -tes ted ,  th is  w a s  th e 
m or e r el ia b l e ( n oticea b l e f a s ter  u n d er  th e r el ea s e tes ted  – S D M  r el ea s e 2 . 1  
s h ou l d  r es ol v e th is  p r ob l em )  m eth od  f or  m a n a g in g  th e d ev ice.  T h e 2 81 1  ca n  
b e m on itor ed  v ia  eith er  th e CL I  or  th e S D M .   
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W ith  S D M  2 . 0  y ou  g et a  d ed ica ted  M on itor  s ection  th a t p r ov id es  a  
b r ea k d ow n  of  s ta tis tics  a cr os s  th e r a n g e of  a v a il a b l e f ea tu r es  en a b l ed  on  
th e d ev ice.  
 

 
Figure 9 – M o n it o rin g T h e I S R  2811 W it h  S D M  

I n  a d d ition  to p r ov id in g  “ s n a p s h ot”  or  tr en d  g r a p h ica l  v iew s  of  th e I S R  
p er f or m a n ce/ s ta tu s ,  a  n u m b er  of  l og s  a r e a l s o m a d e a v a il a b l e f or  m or e 
d eta il ed  a n a l y s is .  
 
T h e I S R  2 81 1  a l s o com es  w ith  con tex t-s en s itiv e on l in e h el p ,  th ou g h  w e 
f ou n d  th is  to b e s om ew h a t l im ited  in  th e d ep th  of  h el p  it w a s  a b l e to g iv e.  
W h a t w a s  g ood ,  h ow ev er ,  w a s  th a t S D M  2 . 0  w a s  ea s y  en ou g h ,  m os t of  th e 
tim e,  to u s e w ith ou t r es or tin g  to a n y  k in d  of  h el p .  
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C I S C O  I S R  2 8 1 1  P E R F O R M A N C E  T E S T S  
T e s t  O v e r v i e w  

F or  th e tes t w e con f ig u r ed  th e I S R  2 81 1  w ith  th r ee s ep a r a te VL A N s  – 
in ter n a l / ex ter n a l  a n d  v oice – u s in g  a n  E th er n et s w itch  to s im u l a te th e 
L A N / W A N  ( I n ter n et)  d iv id e.  Voice tr a f f ic w a s  con f ig u r ed  w ith  com p r es s ion ,  
s o th a t ea ch  v oice ch a n n el  w ou l d  ta k e a r ou n d  2 0 K b p s  of  b a n d w id th .  I n  
or d er  to tes t th e I P  tel ep h on y  f u n ction a l ity  w e a tta ch ed  s om e Cis co 7960  I P  
P h on es .  
 
O u r  tes t b ed  con s is ted  of  S p ir en t’ s  W eb A v a l a n ch e ( cl ien t)  a n d  
W eb R ef l ector  ( s er v er )  w eb  tr a f f ic g en er a tor s  ( s ee a p p en d ix )  to cr ea te 
s im u l a ted  w eb  tr a f f ic ( G E T tin g  h tm l  p a g es ) ,  p ea k in g  a t 5 0 0  u s er s ,  b u il d in g  
s im u l a ted  u s er s ,  s tep  b y  s tep .  T h is  s im u l a ted  a  ty p ica l  ta r g et u s er  
con f ig u r a tion  f or  th e 2 81 1 ,  a l b eit ta k in g  it to its  a b s ol u te ex tr em es .  B u t th en ,  
w e w er en ’ t in  th e b u s in es s  of  tr y in g  to m a k e l if e ea s y  f or  th e d ev ice.   
 

D e v i c e  S a t u r a t i o n  T e s t  
O u r  p r im a r y  a im  w a s  to s ee h ow  th e 2 81 1  r ea cted  w h en  en a b l in g  m or e a n d  
m or e f ea tu r es  on  th e d ev ices ,  g iv en  th e s a m e tes t a n d  s a m e l ev el  of  tr a f f ic.  
S ta r tin g  w ith  on l y  th e b a s ic r ou tin g  f u n ction s  en a b l ed ,  w e th en  r ep ea ted  th e 
tes t s ev er a l  tim es ,  on  ea ch  occa s ion  en a b l in g  a n oth er  f ea tu r e,  th en  a n oth er ,  
th en  a n oth er  – s u ch  a s  F ir ew a l l ,  th en  VP N ,  th en  I P S  – a n d  com p a r ed  
p er f or m a n ce,  a cr os s  tes ts ,  p l u s  th e 2 81 1 ’ s  CP U  a n d  m em or y  u til is a tion  
ea ch  tim e.   
 
E a ch  tes t r a n  f or  2 480  s econ d s  a n d  ea ch  in d iv id u a l  tes t iter a tion  w a s  
r ep ea ted  s ev er a l  tim es  in  or d er  to en s u r e a ccu r a cy .  
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Figure 10  – S uc c es s f ul  T P S  Figures  
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F r om  th e f ir s t g r a p h  a b ov e,  w e ca n  s ee th a t,  a s  m or e f ea tu r es  w er e 
en a b l ed ,  tota l  s u cces s f u l  tr a n s a ction s  – ef f ectiv el y  th e n u m b er  of  s im u l a ted  
u s er s  s es s ion s  – p a s s in g  th r ou g h  th e I S R  w en t d ow n  in  a  r eg u l a r  p a tter n .  
W ith  j u s t r ou tin g  en a b l ed  940 , 2 88 s u cces s f u l  tr a n s a ction s  w er e r ecor d ed .   
 
A t th e oth er  ex tr em e,  w ith  F ir ew a l l ,  A A A  a u th en tica tion ,  VP N ,  I P S  a n d  Q oS  
en a b l ed ,  1 0 3, 1 2 6 s u cces s f u l  tr a n s a ction s  w er e r ecor d ed .  W h a t is  im p or ta n t,  
h ow ev er ,  is  th a t th e p er cen ta g e of  s u cces s f u l  tr a n s a ction s  r em a in ed  v er y  
h ig h  th r ou g h p u t,  m ea n in g  th a t th e r ou ter  w a s  th r ottl in g  tr a f f ic in  a  g r a cef u l  
f a s h ion ,  s o f ew  s es s ion s  w er e a ctu a l l y  l os t.  G iv en  th a t w e w er e l oa d in g  th e 
I S R  2 81 1  w el l  b ey on d  th e l ev el s  it h a s  r ea l is tica l l y  b een  d es ig n ed  to s u p p or t,  
th is  w a s  v er y  en cou r a g in g .  
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Figure 11 – B es t  +  A v era ge T P S  Figures  R ec o rd ed  

D u r in g  th e tes ts  w e a l s o m ea s u r ed  b es t r ecor d ed  a n d  a v er a g e – ov er  th e 
tes t – f ig u r es  f or  tr a n s a ction s  p er  s econ d ,  w h ich  tr a n s l a tes  in to th e n u m b er  
of  s im u l a ted  u s er  s es s ion s  ( op en  b r ow s er  s es s ion s )  r ecor d ed .  P r ed icta b l y  
th e p a tter n s  f ol l ow ed  th os e of  th e p r ev iou s  g r a p h ,  b u t g iv in g  u s  s om e r ea l  
f ig u r es  in  ter m s  of  w h a t w e ca n  ex p ect th e 2 81 1  to s u p p or t;  n a m el y  th a t 
ev en  in  th e w or s t ca s e s cen a r io – ev er y th in g  on  – it w a s  s u p p or tin g  41  
s u cces s f u l  tr a n s a ction s  p er  s econ d  on  a v er a g e u n d er  ex ces s iv e d ev ice 
l oa d in g .  I n  “ n or m a l ”  con d ition s  w e w ou l d  p oin t y ou  m or e in  th e d ir ection  of  
th e f ig u r es  a ch iev ed  u n d er  “ r ou tin g  on l y ” .  
 
A  ca v ea t h er e is  th a t th e cen tr a l  CP U  of  th e 2 81 1 ,  d es p ite th e w ea l th  of  
oth er  d ed ica ted  h a r d w a r e el em en ts  of  th e I S R ,  cl ea r l y  ca m e u n d er  p r es s u r e 
w el l  b ef or e th e 5 0 0  s im u l a ted  u s er  l im its  of  th e tes t w er e r ea ch ed  ( s ee ov er  
p a g e) .  H ow ev er ,  d es p ite in d u cin g  v er y  h ig h  CP U  u til is a tion ,  a t n o tim e 
d u r in g  ou r  tes ts  d id  th e d ev ice l ock  u p  – tw o w eek s  of  n on -s top  u s e – n or  
d id  w e ev er  ex p er ien ce a n y  p r ob l em s  u s in g  th e I P  tel ep h on y  f u n ction s ,  m id -
tes t.  
 
I n  ea ch  ca s e,  w e r a n  v er s ion s  of  th es e tes ts  p u r el y  to ch eck  th a t I P  
tel ep h on y  p er f or m a n ce – a s  Cis co cl a im s  – is  u n a f f ected  b y  d a ta  tr a f f ic 
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p a s s in g  th r ou g h  th e r ou ter ,  th a n k s  to th e d ed ica ted  D S P s ,  a n d  ea ch  tes t 
w a s  p a s s ed  w ith ou t a  s in g l e is s u e a r is in g .  T h is ,  d es p ite th a t CP U  b ein g  f u l l y  
l oa d ed  ea r l y  on  d u r in g  th e tes t r u n ,  d u e to a l l  th e f ea tu r es  b ein g  en a b l ed .  
 
W e a l s o m on itor ed  m em or y  u s a g e th r ou g h ou t th e tes t,  b u t f ou n d  th a t th is  
w a s  r el a tiv el y  u n a f f ected  b y  th e a m ou n t of  s im u l a ted  u s er  tr a f f ic b ein g  
g en er a ted .  T y p ica l l y ,  m em or y  u til is a tion  r a r el y  ex ceed ed  1 0 % .  G iv en  th a t 
ou r  tes t ex a m p l e of  th e 2 81 1  h a d  th e f u l l  768M B  m em or y  com p l im en t,  th is  
m ea n s  th a t w ith  th e s ta n d a r d  2 5 6M B ,  u til is a tion  w ou l d  s til l  on l y  b e a r ou n d  
th e 30 %  m a r k ,  w h ich  w a s  ex cel l en t.  
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Figure 12 – C P U  U t il is a t io n s  V ers us  N o  O f  S im ul a t ed  U s ers  

Q o S  T e s t  
W e a l s o s et u p  Q oS  on  th e I S R  2 81 1  f or  a  s p ecif ic r ea l -tim e tr a f f ic tes t,  
u s in g  th e S p ir en t W eb A v a l a n ch e to s im u l a te s tr ea m in g  v id eo s es s ion s  
( R T S P  p r otocol ) .   
 
T h e id ea  h er e w a s  to s et a  b a n d w id th  r es er v a tion  l im it,  r u n  a  tes t in cl u d in g  
th e r ea l -tim e tr a f f ic a n d  s ee h ow  cl os e w e cou l d  g et to u s in g  th a t r es er v ed  
b a n d w id th  com p l im en t.  W e s et r ea l -tim e tr a f f ic to 70 %  r es er v ed  b a n d w id th ,  
a d d ed  th e R T S P  p r otocol  to th is  b a n d w id th  r es er v a tion ,  a n d  r a n  th e 
s im u l a ted  tr a f f ic tes ts .  A  m a x im u m  of  1 0  s tr ea m s  p er  u s er  - w ith  u p  to 5 0 0  
u s er s  eq u a l s  5 0 0 0  m a x im u m  s tr ea m s  – w a s  s et u p  to en s u r e th a t w e r ea l l y  
s a tu r a ted  th e 2 81 1 .  
 
O v er a l l ,  w e a v er a g ed  66%  of  tota l  b a n d w id th  a s  R T S P  tr a f f ic w h ich ,  g iv en  
th e cl a s s ic 1 0 %  a l l ow a n ce eith er  w a y ,  m ea n t w e a ch iev ed  w h a t w e s et ou t 
to – n a m el y  to p r ov e th a t th e Q oS  w or k s  f or  r ea l -tim e a p p l ica tion s  a n d  n ot 
s im p l y  VoI P .  W e u s ed  S D M ’ s  Q oS  tr a f f ic m on itor  d u r in g  th e tes ts  to ch eck  
r ea l -tim e v er s u s  oth er  tr a f f ic,  a s  w el l  a s  to en s u r e th a t w e cou l d  s til l  u s e 
S D M  w h en  th e 2 81 1  w a s  s tr es s ed  w ith  s tr ea m in g  v id eo,  g iv en  th a t th is  on l y  
a d d s  to th e CP U  h it.  
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Figure 13 – M o n it o rin g Q o S  

D u r in g  th e tes t,  w e a l s o m ea s u r ed  th r ou g h p u t a t th e E th er n et in ter f a ces  w e 
u s ed  to cr ea te th e in ter n a l  a n d  ex ter n a l  n etw or k s ,  m ea s u r in g  p ea k s  of  
a r ou n d  1 93M b p s  on  ea ch ,  ef f ectiv el y  s a tu r a tion ,  g iv en  th e 2 0 0 M b p s  f u l l -
d u p l ex  l im its  of  ea ch  p or t.  
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O V E R A L L  S U M M A R Y  
 

T h e a im s  of  ou r  tes tin g  w er e to ex a m in e th e d a ta  p er f or m a n ce,  I P  tel ep h on y  
a n d  m a n a g em en t f ea tu r es  of  th e I S R  2 81 1 .  
 
S p ecif ica l l y ,  w e w a n ted  to a s s es s  its  ca p a city  to cop e w ith  s im u l ta n eou s  
h ea v y  tr a f f ic l oa d s  w ith  m u l tip l e f ea tu r es  en a b l ed ,  w h il e s til l  m a n a g in g  r ea l -
tim e tr a f f ic – v oice a n / or  v id eo.  W e a l s o w a n ted  to a s s es s  h ow  ea s y  th e I S R  
2 81 1  is  to con f ig u r e a n d  m a n a g e on  a  d a y - to-d a y  b a s is ,  g iv en  its  in ten d ed  
ta r g et u s er  b a s e – S M E / b r a n ch  of f ice – w h ich  ty p ica l l y  h a s  f ew  tech n ica l  I T  
s k il l s  to h a n d .   
 
S ta r tin g  w ith  th e l a tter ,  w e f ou n d  S D M  2 . 0  to b e v er y  ea s y  to u s e,  th e on l y  
d ow n s id e b ein g  th a t it is  q u ite s l ow  to l oa d  a n d  r ef r es h .  Con f ig u r a tion  
ch a n g es  a r e v er y  ea s y  to m a k e a n d  in itia l  con f ig u r a tion s  a r e a id ed  b y  w el l -
d es ig n ed  w iz a r d s .  
 
O n to p er f or m a n ce.  A d d in g  f ea tu r e b y  f ea tu r e to th e m ix ,  w e f ou n d  a  g r a d u a l  
d eg r a d a tion  in  p er f or m a n ce a s  ea ch  f ea tu r e w a s  en a b l ed ,  b u t on l y  s a w  a n y  
s ig n if ica n t f a il ed  con n ection s  tow a r d s  th e en d  of  ea ch  tes t r u n ,  w h en  th e 
n u m b er  of  v ir tu a l  u s er s  w a s  40 0 + ,  w el l  b ey on d  w h a t th e 2 81 1  m od el  is  
ex p ected  to r ea l is tica l l y  s u p p or t.  W h a t w e d id  s ee w a s  th a t’ s ’  th e 2 81 1  CP U  
u til is a tion  q u ick l y  w en t u p  to 1 0 0 %  w ith  m u l tip l e f ea tu r es  en a b l ed ,  th ou g h  
m em or y  u s a g e w a s  v er y  l ow .  D es p ite th is ,  w e tes ted  th e I P  tel ep h on y  
f ea tu r es  d u r in g  ea ch  tes t,  a n d  ev en  a t 1 0 0 %  u til is a tion ,  h a d  n o p r ob l em s  a t 
a l l ,  w h ich  s h ow s  th a t th e a r ch itectu r e w or k s .  Q oS  a l s o w or k ed  v er y  
ef f ectiv el y  w ith  s tr ea m in g  v id eo tr a f f ic.  
 
I n  a l l ,  th e 2 81 1  w a s  u p  a n d  r u n n in g  n on -s top  in  ou r  l a b s  f or  ov er  tw o w eek s  
a n d  s u r v iv ed  a  s er iou s  h a m m er in g  w ith ou t a n y  en f or ced  d ow n tim e.  W ith  th e 
I S R ,  Cis co d es cr ib es  r ou tin g  a s  b ein g  “ j u s t a n oth er  s er v ice”  a n d ,  f or  on ce,  
th is  is n ’ t m er e m a r k etin g  ta l k  b u t d oes  s u m  u p  th e p r od u ct – r ou tin g  is  
in d eed  j u s t on e of  m a n y  s er v ices  it of f er s .  A s  s u ch ,  th is  is  a  d ev ice th a t is  
eq u a l l y  s u ited  to th e b r a n ch  or  s a tel l ite of f ice,  or  b u n d l ed  a s  p a r t of  a  
m a n a g ed  s er v ice,  s o w ou l d -b e s er v ice p r ov id er s  s h ou l d  d ef in itel y  ta k e a  
s er iou s  l ook  a t th e 2 80 0  s er ies ,  a l on g  w ith  a n y on e el s e l ook in g  a t b r a n ch  
of f ice l ev el  m u l ti-s er v ice d ev ices  cu r r en tl y .  
 
P r od u ct: Cis co I S R  ( I n teg r a ted  S er v ices  R ou ter )  2 81 1  
 
P r ice: F r om  $ 1 995  
 
Con ta ct: Cis co – w w w . cis co. com  
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A P P E N D I X :  T H E  T E S T B E D  D E T A I L S  
 
I n ter n et a r ch itectu r es  a r e b ecom in g  in cr ea s in g l y  com p l ex .   
 
W h eth er  y ou ' r e b u il d in g  n etw or k  eq u ip m en t or  p r ov id in g  a  s er v ice,  y ou  m u s t 
d el iv er  con s is ten t p er f or m a n ce u n d er  a l l  con d ition s .  U n til  n ow ,  ca p a city  
a s s es s m en t a t h ig h -l oa d s  h a s  b een  a  cos tl y  a n d  com p l ex  p r oces s .  F or  th is  
r ea s on  S p ir en t Com m u n ica tion s  in tr od u ced  th e W eb A v a l a n ch e a n d  
W eb R ef l ector  a p p l ia n ces  to a s s is t w ith  th e ch a l l en g e.  A t B r oa d b a n d -T es tin g  
w e h a v e ta k en  th es e w eb  a p p l ica tion  s im u l a tion  a n d  p l a n n in g  p r od u cts  a n d  
in teg r a ted  th em  in to ou r  tes t-b ed  s im u l a tin g  r ea l -l if e I n ter n et con d ition s ;  
th os e th a t th e a v er a g e u s er  ex p er ien ces  d a il y .   

 

 
Figure 14 – S p iren t  W eb A v a l a n c h e 250 0  

 
W eb A v a l a n ch e is  d es cr ib ed  b y  S p ir en t a s  a  ca p a city  a s s es s m en t p r od u ct 
th a t ch a l l en g es  a n y  com p u tin g  in f r a s tr u ctu r e or  n etw or k  d ev ice to s ta n d  u p  
to th e r ea l -w or l d  l oa d  a n d  com p l ex ity  of  th e I n ter n et or  in tr a n ets  T h e s y s tem  
d eter m in es  th e a r ch itectu r a l  ef f ectiv en es s ,  p oin ts  of  f a il u r e,  a n d  th e 
p er f or m a n ce ca p a b il ities  of  a  n etw or k  or  s y s tem .  U s in g  W eb A v a l a n ch e to 
g en er a te I n ter n et u s er  tr a f f ic a n d  W eb R ef l ector  to em u l a te l a r g e cl u s ter s  of  
d a ta  s er v er s ,  y ou  ca n  s im u l a te ev en  th e w or l d ' s  l a r g es t cu s tom er  
en v ir on m en ts .   T h e s y s tem  p r ov id es  in v a l u a b l e in f or m a tion  a b ou t a  s ite' s  
a r ch itectu r a l  ef f ectiv en es s ,  p oin ts  of  f a il u r e,  m od es  of  p er f or m a n ce 
d eg r a d a tion ,  r ob u s tn es s  u n d er  cr itica l  l oa d ,  a n d  p oten tia l  p er f or m a n ce 
b ottl en eck s .  I t is  a b l e to s et u p ,  tr a n s f er  d a ta  ov er ,  a n d  tea r  d ow n  
con n ection s  a t v er y  h ig h  r a tes  - a l l  w h il e h a n d l in g  cook ies ,  I P  m a s q u er a d in g  
f or  l a r g e n u m b er s  of  a d d r es s es ,  a n d  tr a v er s in g  ten s  of  th ou s a n d s  of  U R L s .   
 
W eb A v a l a n ch e in itia tes  a n d  m a in ta in s  m or e th a n  a  m il l ion  con cu r r en t 
con n ection s ,  ea ch  a p p ea r in g  to com e f r om  a  d if f er en t I P  a d d r es s .  T h is  
a l l ow s  r ea l is tic a n d  a ccu r a te ca p a city  a s s es s m en t of  r ou ter s ,  f ir ew a l l s ,  l oa d -
b a l a n cin g  s w itch es ,  a n d  W eb ,  a p p l ica tion ,  a n d  d a ta b a s e s er v er s .  I t h el p s  
id en tif y  p oten tia l  b ottl en eck s  f r om  th e r ou ter  con n ection  a l l  th e w a y  to th e 
d a ta b a s e.  T h is  a ccu r a cy  is  es p ecia l l y  cr itica l  f or  g a u g in g  L a y er  4-7 
p er f or m a n ce.  T h e a b il ity  to a d d ition a l l y  s im u l a te er r or  con d ition s  s u ch  a s  
H T T P  a b or ts ,  p a ck et l os s ,  a n d  T CP / I P  s ta ck  id ios y n cr a s ies  ca n  h el p  
a n ticip a te-a n d  a v oid -s ig n if ica n t a n d  p r ev iou s l y  u n k n ow n  im p a cts  on  
p er f or m a n ce.   
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T o en a b l e m or e a ccu r a te l oa d  s im u l a tion s  a cr os s  m u l ti-tier ed  W eb  s ite 
a r ch itectu r es ,  th e s y s tem  a l s o s u p p or ts  ex tr em el y  r ea l is tic u s er  m od el l in g  
b eh a v iou r s  s u ch  a s  th in k  tim es ,  cl ick  s tr ea m ,  a n d  H T T P  a b or ts  th a t ca u s e 
W eb  s er v er s  to ter m in a te con n ection s  w h il e b a ck -en d  a p p l ica tion  s er v er s  
con tin u e to p r oces s  r eq u es ts .  Con f ig u r in g  in  th is  w a y  is  s im p l e a s  b oth  
W eb A v a l a n ch e a n d  W eb R ef l ector  d ir ectl y  f r om  a  d es k top  b r ow s er  to s et u p  
tes ts ,  r ev iew  f eed b a ck  in  r ea l  tim e,  a n d  ea s il y  r econ f ig u r e tes t p a r a m eter s .  
 

  
Figure 15 – C rea t in g A  W eb A v a l a n c h e T es t  

T h e W eb A v a l a n ch e a l s o s u p p or ts  b r ow s er  cook ies ,  h tm l  f or m s ,  H T T P  
p os ts ,  a n d  S S L -en cr y p ted  tr a f f ic.  T h e s y s tem  th er ef or e g iv es  y ou  th e 
f l ex ib il ity  to s p ecif y  d a ta  s ou r ces  a n d  m ix  a n d  m a tch  d a ta  s ets  to r ecr ea te 
a ccu r a te u s er  b eh a v iou r  a t v er y  h ig h  p er f or m a n ce l ev el s .   
 
I t a l s o s im u l a tes  S S L  l oa d s  th a t ca n  s tr es s  th e w or l d ' s  m os t s op h is tica ted  
s ecu r e e-com m er ce p l a tf or m s .  I t a l s o in cl u d es  con f ig u r a b l e cip h er  s u ites  
th a t en a b l e y ou  to em u l a te d if f er en t ty p es  of  b r ow s er s .  W eb A v a l a n ch e 
in cl u d es  a  h ig h -a ccu r a cy  d el a y  f a ctor  th a t m im ics  l a ten cies  in  u s er s '  
con n ection s  b y  s im u l a tin g  th e l on g -l iv ed  con n ection s  th a t tie u p  n etw or k in g  
r es ou r ces .  L on g -l iv ed ,  s l ow  l in k s  ca n  h a v e a  f a r  m or e d etr im en ta l  ef f ect on  
p er f or m a n ce th a n  a  l a r g e n u m b er  of  s h or t-l iv ed  con n ection s ,  s o th is  
a p p r oa ch  d el iv er s  m or e r ea l is tic tes t r es u l ts .   
 
W h il e W eb A v a l a n ch e f ocu s es  on  th e cl ien t a ctiv ity ,  W eb R ef l ector  
r ea l is tica l l y  s im u l a tes  th e b eh a v iou r  of  l a r g e W eb ,  a p p l ica tion ,  a n d  d a ta  
s er v er  en v ir on m en ts .  Com b in ed  w ith  W eb A v a l a n ch e it th er ef or e p r ov id es  a  
tota l  s ol u tion  f or  r ecr ea tin g  th e w or l d ' s  l a r g es t s er v er  en v ir on m en ts .   
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B y  g en er a tin g  a ccu r a te a n d  con s is ten t H T T P  r es p on s es  to W eb A v a l a n ch e' s  
h ig h  v ol u m e of  r ea l is tic I n ter n et u s er  r eq u es ts ,  W eb R ef l ector  tes ts  to 
ca p a city  a n y  eq u ip m en t or  n etw or k  y ou  con n ect b etw een  th e tw o s y s tem s .  
I ts  p r otocol -l ev el  a ccu r a cy  h el p s  y ou  a s s u r e th e s ta b il ity  a n d  p er f or m a n ce of  
s w itch es ,  r ou ter s ,  l oa d  b a l a n cer s ,  f ir ew a l l s ,  ca ch es ,  a n d  oth er  L a y er  4-7 
d ev ices .  T h e s y s tem  is  id ea l  f or  h el p in g  in f r a s tr u ctu r e s er v ice p r ov id er s  
v a l id a te,  en f or ce,  a n d  m a in ta in  s er v ice l ev el  a g r eem en ts  ( S L A s ) .   
 
 


