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Application Note

Cisco Easy VPN

Application Overview

When deploying VPN for teleworkers and
small branch offices, ease of deployment is
critical when technical resources are not
available for VPN configuration on remote
site routers. It is now easier than ever to
deploy VPNs as part of small/medium-
business or large-enterprise networks with
Cisco products. The Cisco Easy VPN
Remote feature and the Cisco Easy VPN
Server feature offer flexibility, scalability,
and ease of use for site-to-site and
remote-access VPNs.

The Cisco Easy VPN Remote feature allows
Cisco routers running Cisco 10S Release
12.2(4)YA (or later releases), Cisco PIX
firewalls, and Cisco hardware clients to act
as remote VPN clients. The Cisco Easy VPN
Remote feature is now available on
Cisco800, uBR900, and 1700 series
routers, as well as Cisco PIX 501 firewalls
and the Cisco VPN 3002 hardware client.
As such, these devices can receive
predefined security policies and
configuration parameters from the
headquarters’ VPN head-end, thus
minimizing the VPN configuration required
at the remote location. Parameters such as
internal IP addresses, internal subnet
masks, DHCP server addresses, WINS
server addresses, and split-tunneling flags
are all pushed to the remote device. This
cost effective solution is ideal for remote
offices with little IT support, or large CPE
deployments where it is impractical to
individually configure multiple remote
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devices. The Cisco Easy VPN Remote
feature simplifies VPN configuration and
can help companies reduce costs as the need
for local IT support is minimized. The Cisco
Easy VPN Remote feature is now available
on Cisco 800, Cisco 1700, and Cisco
uBR900 series routers, as well as Cisco PIX
501 firewalls and the Cisco VPN 3002
hardware client.

The Cisco Easy VPN Server feature,
available in Cisco 10S Release 12.2(8)T or
later releases, increases compatibility of
Cisco VPN products, and allows Cisco
VPN concentrators, Cisco PIX firewalls, or
Cisco routers to act as VPN head-end evices
in site-to-site or remote-access VPNSs. Using
this feature, security policies defined at the
head-end can be pushed to the remote office
devices running the Cisco Easy VPN
Remote feature. In addition, an
Easy-VPN-Server-enabled device can
terminate VPN tunnels initiated by mobile
and remote workers running Cisco VPN
client software on PCs. This flexibility
makes it possible for mobile and remote
workers, such as sales people on the road or
teleworkers, to access their small business,
branch office, or headquarters intranet
where critical data and applications exist.
The Cisco Easy VPN Server feature is
available on numerous Cisco 10S routers
including Cisco uBR900, 1700, 2600,
3600, 7100 and 7200 series routers running
Cisco 10S Release 12.2(8)T, or later
releases, Cisco VPN 3000 series VPN
concentrators, and Cisco PIX firewalls.
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Small/Medium Business Deployment

A small/medium business using a Cisco Easy-VPN-Server-enabled Cisco router or Cisco security appliance at the

main site, or head-end, can securely connect small branch offices, teleworkers, and mobile workers. The head-end
router must have security policies configured, determining which VPN parameters, such as encryption algorithms

and authentication algorithms, will be used to communicate with remote devices.

When the head-end security policies have been defined, Cisco devices running the Cisco Easy VPN Remote feature

can be deployed to small branch offices. During VPN initialization the head-end router is prompted to push the
security policies to the small branch office devices, eliminating the need for remote users to do ongoing configuration

updates. Once the VPNs are established, voice, video, and data can be safely exchanged over reliable secure

connections, and individuals at the small branch offices no longer need to run VPN client software on their PCs.

Teleworkers using Cisco Easy-VPN-Remote-enabled Cisco routers or Cisco security appliances can also access the
Cisco Easy-VPN-Server-enabled router at the head-end through secure VPN connections. As with the small branch

office scenario, the head-end security policies are pushed to the remote devices with minimal configuration.

Mobile workers running VPN client software on PCs can easily establish VPN connections with the

Cisco Easy-VPN-Server- enabled device through their ISP. This connectivity allows business travelers to securely

access critical data and applications almost any time, from their ISP’s points of presence (POPs).

Figure 1:
Small to Medium Business Deployment
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Large Enterprise Deployment

A large enterprise can connect branch offices, remote offices, and teleworkers to its network using a Cisco Easy-VPN-
Server-enabled Cisco router or Cisco security appliance. The head-end router must have security policies configured,
determining which VPN parameters, such as encryption algorithms and authentication algorithms, will be used to
communicate with remote devices.

When the head-end security policies have been defined, branch offices can deploy Cisco Easy-VPN-Remote-enabled
devices. During VPN initialization, the head-end device is prompted to push security policies to the small branch
offices, eliminating the need for extensive local configuration. Voice, video, and data can be safely exchanged over
reliable secure connections, and individuals at the branch offices no longer need to run VPN client software on their
PCs.

Remote office workers and teleworkers using Easy-VPN-Remote-enabled devices can also access the
Easy-VPN-Server-enabled enterprise head-end through secure VPN connections. As with the small branch office
scenario, the head-end security policies are pushed to the remote devices with minimal configuration. Additionally,
non technical users in remote sites can easily set up the VPN connections without the need for an on-site technician.
The net effect is increased productivity, as remote workers spend less time configuring network devices.

Figure 2:
Enterprise Deployment
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High Availability

Cisco Easy VPN is compatible with Reverse Route Injection (RRI) and Hot Standby Router Protocol (HSRP) with
IPsec. When used together, these two features provide a more reliable network design for VPNs and reduce
configuration complexity on remote peers.

RRI is a feature designed to simplify network design for VPNs in which there is a requirement for redundancy and
routing. RRI works with both dynamic and static crypto maps. When routes are created, they are injected into any
dynamic routing protocol and distributed to surrounding devices. This causes traffic flows requiring IPSec to be
directed to the appropriate head-end VPN router for transport across the correct SAs to avoid IPSec policy
mismatches and possible packet loss.

HSRP is designed to provide high network availability by routing IP traffic from hosts on Ethernet networks without
relying on the availability of any single router. IPsec can use the HSRP virtual IP address as the local IPSec identity,
or local tunnel endpoint. Remote VPN gateways connect to the local VPN router via the virtual IP address that
belongs to the active device in the HSRP group. In the event of failover, the standby device takes over ownership of
the standby IP address and begins to service remote VPN peers.

RRI and HSRP are only relevant to the server side of the connection in a client-server VPN model, when redundant
head-ended VPN devices are deployed. RRI may also be used on its own in the case where traffic destined to remote
VPN devices must be routed to the VPN head-end device. If you have a single head-end gateway through which all
traffic flows, then RRI and HSRP are not necessary. RRI is not recommended for use with GRE/IPSec.

Figure 3:
High availability
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Split Tunneling

Cisco Easy VPN supports split tunneling which allows Internet destined traffic to be sent unencrypted directly to the
Internet. Without split tunneling all traffic is sent to the head-end device and then routed to destination resources
(eliminating the corporate network from the path for web access). This functionality provides a more efficient use of
corporate IT resources, freeing bandwidth for those who access mission-critical data and applications from remote
locations.

Figure 4:
Split Tunneling
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Summary

The Cisco Easy VPN features provide ease-of-use, scalability and reduce the need for individual PC-based client
applications. Branch office workers can now share connectivity through a Cisco Easy-VPN-Remote-enabled Cisco
router or Cisco security appliance, making use of a single VPN tunnel from the remote site, allowing the head-end
device to connect more users with fewer tunnels. The Cisco Easy VPN Server feature provides greater flexibility when
deploying head-end devices to terminate remote VPN tunnels at branch offices or small businesses. Together, the
Cisco Easy VPN features expand the critical role of Cisco products in any small/medium-business or large-enterprise
VPN.
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