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Cisco Aironet 350 Series Workgroup Bridge

Designed to meet the needs of remote workgroups, satellite offices, and mobile users, the
Cisco Aironet® 350 Series Workgroup Bridge brings the freedom and flexibility of wireless
connectivity to any Ethernet-enabled device. The workgroup bridge quickly connects up to
eight Ethernet-enabled laptops or other portable computers to a wireless LAN (WLAN),
providing the link from these devices to any Cisco Aironet Access Point (AP) or Wireless
Bridge. The Cisco Aironet 350 Series Workgroup Bridge offers:

< Diriverless installation of up to eight Ethernet-enabled devices

* Optimum wireless performance and range
e Standards-based centralized security
< Two versions for a range of application requirements

< Full-featured utilities and robust management

Support for a Variety of Applications

Any Ethernet-ready device, including printers, copiers, PCs, point-of-sale devices, or
monitoring equipment, can be placed directly at the point of work using the workgroup
bridge—without the expense or delay of cabling. For temporary classrooms or temporary
office space, the workgroup bridge provides flexible, easy network access for up to eight
devices through the use of a standard eight-port Ethernet hub (see Figure 1). Equipment can
be easily moved as workgroups change in number or location, lowering facilities costs.

Leading Throughput and Range

With a full 100-milliwatt (mW) of transmit power and the best receive sensitivity in the
industry, the Cisco Aironet 350 Series Workgroup Bridges provide the longest range and best
reliability available for wireless clients. Advanced signal processing in the Cisco Aironet 350
Series helps manage the multipath propagation often found in office environments.
Intelligent filtering addresses ambient noise and interference that can decrease network
performance. Building upon Cisco leadership in WLAN performance, Cisco Aironet 350
Series Workgroup Bridges provide the greatest throughput available so users can enjoy
virtually the same connectivity they gain from wire-line connections. Based on direct
sequence spread spectrum (DSSS) technology, the Cisco Aironet 350 Series Workgroup
Bridge operates in the 2.4 GHz band and supports data rates up to 11 Mbps.
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Figure 1 A remote workgroup
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Centralized Security Architecture

The Cisco Aironet security architecture is based upon an IEEE 802.1x standard utilizing the Extensible
Authentication Protocol (EAP), the open standard that enables wireless manufacturers and RADIUS server vendors
to independently develop interoperable hardware and software. For authentication of devices attached to the
workgroup, a username and password may be stored in the workgroup bridge in either static or dynamic memory.
When authenticated, the workgroup bridge receives a single-session, single-user encryption key from the Remote
Access Dial-In User Service (RADIUS) server via the associated AP. With this centralized and standards-based
architecture, wireless security scales to meet the requirements of any enterprise.

The Cisco Aironet 350 Series Workgroup Bridge supports Wired Equivalent Privacy (WEP) security architecture and
provides up to 128-bit encryption.

Flexible and Manageable

The workgroup bridge is available in two versions: one with a single, omnidirectional dipole antenna and another
with two RP-TNC connectors for applications that require antenna diversity or higher-gain antennas for long-range
applications. Other features include advanced diagnostic tools to simplify troubleshooting, remote system
configuration, and management via browser, Telnet, File Transfer Protocol (FTP), or Simple Network Management
Protocol (SNMP).

The Preferred Solution for Mobile Devices

The Cisco Aironet 350 Series Workgroup Bridge delivers superior range, reliability, and performance for business
users who need information access anytime, anywhere (see Figure 2). The workgroup bridge quickly connects any
Ethernet-enabled laptop or other portable computer to a WLAN, providing a “plug-and-play” solution for e-mail
and Internet access. Combined with unique Cisco security services, this product ensures that business-critical
information is secure. Most importantly, Cisco workgroup bridges are easy to use, making the benefits of wireless
mobility completely transparent.
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Figure 2 Mobile Ethernet enabled user connecting to a workgroup bridge
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Table 1 Cisco Aironet 350 Series Workgroup Bridge Specifications

Data Rates Supported 1,2,5.5, and 11 Mbps

Client Interface

10BaseT Ethernet

Clients Supported Direct: One
Via hub: Eight
Network Architecture Types Infrastructure (via Cisco Aironet AP or Bridge)

Note: the Cisco Aironet 350 Series Workgroup Bridge is NOT supported for
interoperation with non-Cisco Access Points.

Frequency Band

2.4 10 2.4897 GHz

Wireless Medium

Direct Spread Spread Spectrum (DSSS)

Media Access Protocol Carrier sense multiple access with collision avoidance (CSMA/CA)

Modulation

DBPSK @1 Mbps
DQPSK @ 2 Mbps
CCK @ 5.5 and 11 Mbps

Operating Channels

North America: 11
ETSI: 13
Japan: 14

Nonoverlapping Channels Three

Receive Sensitivity

1 Mbps: -94 dBm
2 Mbps: -91 dBm
5.5 Mbps: -89 dBm
11 Mbps: -85 dBm
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Table 1 Cisco Aironet 350 Series Workgroup Bridge Specifications (Continued)

Delay Spread

1 Mbps: 500 ns
2 Mbps: 400 ns
5.5 Mbps: 300 ns
11 Mbps: 140 ns

Available Transmit Power
Settings

100 mW (20 dBm)

50 mW (17 dBm)

30 mW (15 dBm)

20 mW (13 dBm)

5 mW (7 dBm)

1 mw (0 dBm)

Maximum power setting will vary according to individual country regulations.

Range (typical)

Indoor:

¢ 130 ft (40m) @ 11 Mbps
¢ 350 ft (107m) @ 1 Mbps
Outdoor:

« 800 ft (244m) @ 11 Mbps
« 2000 ft (610m) @ 1 Mbps

Compliance

Operates license free under FCC Part 15 and complies as a Class B device;
complies with DOC regulations; complies with EN 300.328 standards

SNMP Compliance

MIB | and MIB Il

Antenna

AIR-WGB352C: One nonremovable 2.2-dBi dipole

AIR-WGB352R: Two RP-TNC connectors (antennas optional, none supplied with
unit)

Encryption Key Length

AIR-WGB352x: 128-bit

Status Indicators

Three indicators on the top panel provide information concerning association
status, operation, error/warning, firmware upgrade, and configuration, network/
modem, and radio status

Remote Configuration Support

Telnet, HTTPR, FTR, TFTP, and SNMP

Dimensions

6.30 in. (16 cm) wide x 4.72 in. (12 cm) deep x 145 in. (3.7 cm) high

Weight

12.3 oz (3500)

Environmental

Temperature: 32° to 122°F (0° to 50°C)
10 to 90% (Noncondensing)

Input Power Requirements

North American: 120 VAC @ 60 Hz
Universal: 90 to 264 VAC @ 47 to 63 Hz

Warranty

One year
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