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PRODUCT BULLETIN NO. 1584
Cisco Catalyst 6500
Content Switching Module

Software Version 2.1(1)
New Features

Firewall Load Balancing

Firewall load balancing allows you to scale firewall protection by distributing traffic across multiple firewalls

on a per-connection basis. Version 2.1(1) of the Cisco Catalyst® 6500 Content Switching Module (CSM)

supports configurations for both standard and stealth firewalls and has the performance necessary to scale

for high-performance networks with many firewalls.

Connection RedundancyStateful Failover

You can configure two CSMs, either in the same chassis or in two different chassis, in a fault-tolerant pair to

share state information about user sessions and provide connection redundancy. If the active CSM fails, open

connections are handled by the standby CSM without interruption, and users experience hitless failover—an

important requirement for e-commerce sites and sites where encryption is used.

Multiple CSMs in a Chassis

This feature allows multiple CSM blades to be simultaneously inserted into a Catalyst 6500 Series Switch for

redundancy or increased performance. In addition, you can simultaneously use both IOS-SLB and one or

more CSMs in the same chassis.

HTTP 1.1 Persistence

With connection persistence, you can dispatch multiple HTTP requests from the client to the server on the

same persistent connection. Implementation of “persistence” support allows for independent switching of

each successive HTTP request in a persistent connection. As a new HTTP request arrives, it can be switched

to the same server as the prior request or to a different server.

Load Balancing of All Common IP Protocols

In Version 1.1, the CSM load-balanced TCP traffic only. The current version of CSM balances traffic

consisting of all common IP protocols including User Datagram Protocol (UDP).

URL Hashing

This feature is an additional predictor for Layer 7 connections in which the real server is chosen using a hash

value based on the URL. This hash value is computed on the entire URL or on a portion of it.
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Generic Header Parsing

The CSM parses, matches, and switches connections based on the HTTP URL or cookie value. With this version, additional

information about the end user is included in the header record of a HTTP request. The information, such as an end user’s

browser device type or selected language, is important to business segments that provide content services to end users. The

content must be tailored for an end user with a personal handheld device versus for an end user with a desktop PC. The

ability to select Web servers based on any user data helps businesses better organize content for their customers.

VPN and IP Security Protocol Load Balancing

In addition to support for generic IP protocols, specific enhancements to the CSM optimize virtual private networking (VPN)

and IP Security Protocol (IPSec) load balancing.

SNMP Server Health Traps

Simple Network Management Protocol (SNMP) server traps can now be configured on the CSM. Full SNMP support will

be available on the CSM in a future release.

Orderable Product Numbers

Further Information

Download this software version at:

http://www.cisco.com/cgi-bin/tablebuild.pl/cat6000-intellother

CSM Data Sheet: http://www.cisco.com/en/US/products/hw/modules/ps2706/products_data_sheet09186a00800887f3.html

CSM Installation and Configuration Guide: httP://www.cisco.com/en/US/products/hw/switches/ps708/

products_installation_and_configuration_guide_book09186a008007fa85.html

Version 1.2(1) Release Notes: http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/relnotes/index.htm

Marketing Contacts

Dyan Gray, dpgray@cisco.com

Stephanie Pache, sapache@cisco.com
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Part
Number

Software Part
Number

Hardware
Requirements

Native Cisco
IOS Software
Release

Added
Features

1.2(1) WS-X6066-SLB-APC SC6k-1.2-CSM Supervisor 1A with
Multiswitch Feature Card
(MSFC) and Policy Feature
Card (PFC) or Supervisor 2
Module with MSFC 2

12.1(8a)e Supervisor 2 support Route
Health Injection

2.1(1) WS-X6066-SLB-APC SC6k-2.1-CSM Supervisor 1A with MSFC
& PFC or Supervisor 2
with MSFC 2

12.1(8a)EX or 2.1 Firewall Load Balancing
Non-TCP Load Balancing
URL Hashing

HTTP 1.1 Persistence

Full Stateful Failover
Generic Header Parsing

SNMP Server Health Traps

Multiple CSM in a Chassis

VPN/IPSec Load Balancing
Cisco Systems, Inc.
All contents are Copyright © 1992–2001 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.

Page 2 of 3



Stefano Testa, testas@cisco.com
Copyright © 2001, Cisco Systems, Inc. All rights reserved. AccessPath, AtmDirector, Browse with Me, CCIP, CCSI, CD-PAC, CiscoLink, the Cisco Powered Network logo, Cisco Systems Networking Academy,

the Cisco Systems Networking Academy logo, Fast Step, Follow Me Browsing, FormShare, FrameShare, GigaStack, IGX, Internet Quotient, IP/VC, iQ Breakthrough, iQ Expertise, iQ FastTrack, the iQ

logo, iQ Net Readiness Scorecard, MGX, the Networkers logo, Packet, RateMUX, ScriptBuilder, ScriptShare, SlideCast, SMARTnet, TransPath, Unity, Voice LAN, Wavelength Router, and WebViewer

are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn, Discover All That’s Possible, and Empowering the Internet Generation are service marks of Cisco Systems, Inc.;

and Aironet, ASIST, BPX, Catalyst, CCDA, CCDP, CCIE, CCNA, CCNP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco IOS, the Cisco IOS logo, Cisco Press, Cisco Systems, Cisco Systems

Capital, the Cisco Systems logo, Enterprise/Solver, EtherChannel, EtherSwitch, FastHub, FastSwitch, IOS, IP/TV, LightStream, MICA, Network Registrar, PIX, Post-Routing, Pre-Routing, Registrar,

StrataView Plus, Stratm, SwitchProbe, TeleRouter, and VCO are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and certain other countries.

All other trademarks mentioned in this document or Web site are the property of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other

company. (0108R) LW2792 10/01

Printed in the USA

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are listed on the

C i s c o W e b s i t e a t w w w . c i s c o . c o m / g o / o f f i c e s
Argentina • Australia • Austria • Belgium • Brazil • Bulgaria • Canada • Chile • China PRC • Colombia • Costa Rica • Croatia

Czech Republic • Denmark • Dubai, UAE • Finland • France • Germany • Greece • Hong Kong SAR • Hungary • India • Indonesia

Ireland • Israel • Italy • Japan • Korea • Luxembourg • Malaysia • Mexico • The Netherlands • New Zealand • Norway • Peru

Philippines • Poland • Portugal • Puerto Rico • Romania • Russia • Saudi Arabia • Scotland • Singapore • Slovakia • Slovenia • South Africa

Spain • Sweden • Switzerland • Taiwan • Thailand • Turkey • Ukraine • United Kingdom • United States • Venezuela • Vietnam • Zimbabwe

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

European Headquarters
Cisco Systems Europe
11, Rue Camille Desmoulins
92782 Issy-les-Moulineaux
Cedex 9
France
www-europe.cisco.com
Tel: 33 1 58 04 60 00
Fax: 33 1 58 04 61 00

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
www.cisco.com
Tel: 408 526-7660
Fax: 408 527-0883

Asia Pacific Headquarters
Cisco Systems Australia, Pty., Ltd
Level 9, 80 Pacific Highway
P.O. Box 469
North Sydney
NSW 2060 Australia
www.cisco.com
Tel: +61 2 8448 7100
Fax: +61 2 9957 4350


	Product Bulletin No. 1584
	Cisco Catalyst 6500 Content Switching Module Software Version 2.1(1)
	New Features
	Firewall Load Balancing
	Connection RedundancyStateful Failover
	Multiple CSMs in a Chassis
	HTTP 1.1 Persistence
	Load Balancing of All Common IP Protocols
	URL Hashing
	Generic Header Parsing
	VPN and IP Security Protocol Load Balancing
	SNMP Server Health Traps

	Orderable Product Numbers
	Further Information
	Marketing Contacts


