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Introduction

e  This application note details the interoperability test result€igro Unified Wirelesdetwork(CUWN) 6.x, andResearch In Motion®
(RIM®) BlackBerry® Mobile Voice System5.0.

0 Release 8.0.3 was tested with H323, while Release 8.0.2 was tested with SIP.

e All testing was performed with BlackBe®yEnterpriseServer5.0 configured on MCS7808erver running Microsoft Windows Server
2003 which is registered into a Microsoft Exchange 2007 SP1 domain.

e The network topology diagram (Figure 1) shows the test setup fetoeml interoperability with the Cisco Unified Coranications
Manager versio®.0.2 The Cisco Unied Communications Manag8r0.2was configured on MCS7825.

e BlackBerry®B o | @@Q BlackBerry®B o | @70 smartphonewith AT&T SIM cardsB | ac k Be r r y B0sBartphomeE 9 5
son VerizonandB | ac k Ber r y B0sSartphoneok Spéirivere used for this test effort

e Cisco Wireless LAN Controllewith 6. x(WLC)and Access Poistvere usd for this BlackBerry WiFi test effort
e  WiFi testing included call scenarios with BlackBerry devices roaming within domains (layer 2) and between domains (layer 3)

e This application note usgheCisco2811voicerouter as MGCPSIP, or H323jateway. However, the use of other Cisco voice
gateways is also an option because the MGEIP, or H323&pplication is independent of thés€o platform. The gateway families
listed below can run MGGFSIP, or H323but each has different VolP capacitycapability. Please check the product specifications to
ensure that you are obtaining the proper device to support your VolP deployment, includimg addh as DSP resources.

Cisco 280 series Integrated Services Router

Cisco 3800 series Integrated Services Router

Cisco AS5400 series Univetsaateways
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Network Topology

Figure 1. Test Topology
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Limitations

These are the known limitations, caveats, or integration issues.

The testing was done using FCS version of 8.0.2 release at the time of when testingasiitedsion 8.0.3 for H323.

When performing an unattended ( blind ) transfer and the transfer&aisk8erry® Mobile Voice Systerdlient, the transferee will
not provide ringback ( RIM DT 540632 )

When performing a consult transfer where the transferee releases before theigaosfplete, and the transferor iBlackBerry®
Mobile Voice System clienthe transferor will enter an incorrect state and become unaware that the transferee call leg has been
disconnected ( RIM DT 693318)

A semiattended (blind) transfer is unavailalvhen H323 trunks are configured for PSTN access ( RIM DT forthcoming).

BlackBerry MVS client initiated calls, using a cellular network transport, will continue to provide ring back tone ary o glarly
media, such asband tonsgenerated by theetwork or IVRprompts. MVS client initiated calls, using the WiFi transport, supports the
use of early media.

BlackBerry MVS devices can not be controlled by CTI Application

Call-forward can only configured from the UCM and Cisco IP Phone.

Barge fromBlackBerry Mobile Voice System devices is not support in this release and can only be a participant.
Call-Park/Retrieve on BlackBerry Mobile Voice System devices can noiRaak, but can retrieve a Géthrk.

IDivert on BlackBerry Mobile Voice System dees is not supported.

Interaction between Single Number Reach (SiRp known as Cisco Unified Mobility) and Cisco Unified Mobile Communicator
with the BlackBerry® MVS was noested.

System Components

The following hardwarevas tested

Cisco 2800NMIPVOICE-M 10S 15.0(1)

Cisco Unified IP phones 7900 series {@B1skinny, CHF975SIP) Software Requirements

Cisco 7800 series server running Windows 2003 Server Edition

BlackBerry®Bo | @®Q Bl ackBer r y E BB alckB ed T QQEMaSphanedE cliehts2.0.1
Cisco UnifiedWireless LAN Controllersvith 6.x (WLC) and APswith 12.4

The following softwarevas tested

Cisco Unified Conmunications Manager: CUCBLO0.2
Cisco Unified Communications Manager: CUGW.3
Cisco Unified IP phone 7961

BlackBerry® Mobile VVoice System5.0
BlackBerryEnterprise Server® 5.0

COP file for BlackBerry MVS Device type

BlackBerryDevice Operatingystem5.0

© 2009 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com
Page 5 of 117



T
CISCO.

Features

Feature Supported

This section listed theupportedeatures

MVS client support featurefists all features supported by MVS client devies.

Features Supported
e Basic Calls

e PSTN Calls

e Call Forward Please refer to the Limitatiogection for more information

e Call Hold/Resume

e  Multiple calls per line (call waiting)

e  Consult Call Transfer

e SemiAttended Call Transfer (Blind Call Transfd?jease refer to the Limitation section for more information.
e Calling and Connected Line ID

e Calling and Connected Name

e  Multiple lines per phone

e S|PRegistration

e Incoming Call Screening

e  Outgoing Call Screenm

e CallerID Update

e Bargei Please refer to the Limitation section for more information

e ConferencePleasaefersto the Limitation section for more information

e Call Park/RetrievePlease refer to the Limitation section for more information

o iDivert (if appicable }Please refer to the Limitation section for more information
e DTMF services and MWI

e Roaming test ( laye2 and layeB WiFi roaming )

BlackBerry MVS Client specific features:

e Voice over WiFi calls

e Move Call to Desk Phone

e Move Call to Ongime Number

e Move Call from WiFi to Cellular Radio

e Move Call from Cellular to WiFi Radio

© 2009 Cisco Systems, Inc. All rights reserved.
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Environment s and Configuration s

This section contains configuration menus and commands and describes configuration sequences and tasks.

For updated information dBlackBerry Srver refetto:

BlackBerry® Server Documentation web portal:
www.blackberry.com/go/serverdocs

BlackBerry® Enterprise Server for Microsoft Exchange:
http://docs.blackberry.com/en/admin/subcategories/?userTymat@§ory=BlackBerry+Enterprise+Server+for+Microsoft+Exchange&subCate
gory=&url=%2Fadmin%2Fsubcategories%2F&versionld=494

BlackBerry® Mobile Voice System 5.0
http://docs.blackberry.com/en/admin/subcategories/?userType=2&category=BlackBerry+MVS

Server Configurations
The following snapshot shows the required configurations for each component.

Microsoft Active Directory and Exchange Server

Microsoft Active Drectory Server
Create user on the Active Directory Domain and Exchange that will be integra®iit®6 ® BlackBerry®EnterpriseServer and
BlackBerry®Mobile Voice System

User List
4% Active Directory Users and Computers o [m]
@ File  Action  Wiew  Window  Help | - Iﬂlﬂ
= b ) o ]
= AE B XEFRER @0 GiIEETE&E
@ Ackive Directory Users and Computer
-] Saved Queries
EI% IOTLP.BQCOM Mame £ Twpe Descripkion | =
(23 Builtin ﬂ Administrator Iser Built-in account For administering the computer/da. ..
(] Computers £ BEVTGO0 User
[£3) Domain Contrallers €7 BevTa0l User
(27 ForeignSecurityPrincipals € eevT0z User
(£ LostandFound €2 BevTG03 User
[£3] Microsoft Exchange Security € BEVTGO4 Idser
(Z3] Microsoft Exchange System ¢ | €3 BBYTE0S Idser
[Z] NTDS Quatas 7 EBYTE0E User
[Z Program Data € EBvTG07 User
7 EBvTG0S User
€7 EES_ADMIN_ARTS User
€7 BESADMIN User | |
ﬁCert Publishers Security Group .., Members of this group are permitted to publish cer., ..
ﬂEDHCP Bdministrakors Security Group ... Members wha have adminiskrative access to DHCP...
ﬂzDHCP Users Security Group ... Members who have view-only access to the DHCP ...
fﬁDns.ﬂ.dmins Security Group ... DMS Administratars Group
ﬂansUpdatePrnxy Security Group .., DS clisnts who are permitted ta perfarm dynammic ...
ﬁ:Dnmain Admins Security Group .., Designated administrators of the domain
ﬁ:Dnmain Computers Security Group .., All workstations and servers joined to the domain
ﬁ:Dnmain Contrallers Security Group ... All domain controllers in the domain
LI—I LI mnnmnin iacke Sariwiku (Tronm Al Aernsin miscke ;I
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User Properties

BBYTGOO Propetties 2lxl

Published Certificates | MemberOF | Diakin | Object | Security
Enviru:unmentl Sessionsl Remote contn:ull Terminal Services F'rofilel COk+
General I Address  Account I Praofile I Telephones I Organization

Uzer logon name:

|@I0TLEE COM =

Uzer logon name [pre-windows 2000];
floTLaBy [EEVTEOD

Logon Howrs. . LogOnTo.. |

[T Accountis locked out

Account options:

™ User must change password at nest logon -
[ User cannot change password

v Password never expires

[ Store password using reversible encryption LI
—Account expires

f* Newver

€ Erdof | Frdsy . Jub 232000 =]

ak. I Cancel | Apply |

© 2009 Cisco Systems, Inc. All rights reserved.
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MS ExchangeUser List

Exchange Management Console

File  Action Wisw Help

e = | @m| 2 /m

3 Microsoft Exchange

%= Organization Configuration
= Serwer Configuration

] Recipient Configuration
er il
2 Distribution Group
=/ Mail Contact

=8 Toalbox

£E Mailbox - IOTLAB.COM
_f" Create Filker

Actions

Display Name = | Alias Recipient Type Details | Primary SMTP Address
:_‘_andministrator Adrministrakor User Mailbo:x Administrator@iotlab, com
2 ABRYTE00 BBYTE00 User Mailbo: BBYTGO0@intlab, com
HABRYTGOL BEYTGO01 User Mailboz EBYTGO1@intlab, com
HABRYTGOZ BEVTGO0Z User Mailboz EBYTGO2@intlab, com
HABRYTGO3 BBVTE03 User Mailbo EBYTGO3@intlab, com
HAEBYTE04 BEVTGO4 Lser Mailbio BEWTGO4@iotlab. com
HAEBYTE0S BEVTGOS Lser Mailbio BEWTGOS@iotlab. com
HAEBYTE06 BEVTGOE User Mailbox BEWTGOE@iotlab. com
@BBVTGD? bbetgd? User Mailbox bbwhgd7@iotlab.com
@BBVTGDB bbeetgos User Mailbox bbwhg&@iotlab, com
;_I_EBBVTGEIQ bbeetga User Mailbox bbwtgio@iotlab.com
;_I_EBBVTGID bbvtgio User Mailbox bbwtgio@iotlab.com
@BBVTGI 1 bbetgll User Mailbox bbwtgl 1@iotlab.com
@BBVTGIZ bbtgiz User Mailbox bbwtgl 2@iotlab.com
@BBVTGIS BBYTGL3 User Mailbo:: EEYTG13@iotlab, com
@BBVTGH BBYTG14 User Mailbo:: EBYTG14@iotlab, com
@BBVTGIS BBYTGLS User Mailbo:: BBYTG15@intlab, com
@BESP«DMIN BESADMIN User Mailbo BESADMIN@iotlab. com
@Jim Cheung jcheung User Mailbo jcheung@iotlab . com
@Pato Araujo paraujo User Mailbox paraujo@iotlab, com
;_‘_ashane shane shane User Mailbo: shane@iotlab.com

Mailbox

?_, Modify the Maximumm Mum. ..

&5 Find...

by Mew Maibax..,

= Export List...
Wiew

Refrash

@ Help

Administrator

| Disable

(4]

Remove

Move Mailbox, ..

Enable Urified Messaging. ..
Manage Send As Permissi. ..
Manage Full Access Permi. ..

Properties

B F & B B

Help

© 2009 Cisco Systems, Inc. All rights reserved.
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MS ExchangeUser Properties

BBYTGOO Properties Ei

Account I tdember OF I E-tail Addreszes
tailbox Settings I b ail Flows Settings I Mailbox Features
General | |Jzer Information I Addrezz and Phone I Qrganization

Organizational unit:  iotlab comd/U zers

Last logged on by: IO TLABMBESADMIM

Total items: 23
Size [KE]: 23
Exchange server rim-x2007

Mailbox database:  First Storage GroupiMailbox D atabase
todified: Saturday, March 27, 2010 3:10:47 A

Alias:
[BEVTGOO

[” Hide from Exchange address lists

Wiew and modify cuzstorn attnbutes., LCuztom Attnbutes... |

)8 I Cancel | Lpply | Help |

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server

BlackBerry® Enterprise Server version

ﬁ Add or Remove Programs ;lglil
Currently installed programs: [T show updates Sort by IName vl

B EBlackBerry Device Communication Companents Size  10,39MB 2
A BlackBerry Enterprise Server for Microsoft Exchange Size  395.00MB
Click here For support information. Used rarely
To remove this program From your computer, click Remowve. FemiEe |
ﬁ! Component Checker Size 0,96ME
b
(2] Java(TH) 6 Update Lt AR = See  97.66ME
BlackBerry Enterprise Server for Microsoft Exchange
| £ JavalTM) & Update Size  168.00MB
Use the Following information to get technical support For ]
| £ Java(TM) 5E Devel  glackBerry Enterprise Server For Microsoft Exchange iz 133.00MB
[B] Mcafee AntiSpywa  publisher: Research In Motion Size  141.00MB
Version: 5.0.1 (Bundle 70}
E Mcafee Wirusscan E Size 45.31MEB
{5 Messaging AFT and Siee  5.23MB
5 Microsaft MET Frai Size  157.00MB

|j Microsoft SGL Server 2005 Size  385.00MBE
ﬁ Micrasaft SOL Server 2008 Native Client Size 4,43MB
|j Microsoft SQL Server Management Studio Express Size £1.45ME
|j Microsaft 3QL Server Mative Client Size 4,13MEB
|j Microsoft SQL Server Setup Support Files (English) Size  21,92ME
[ Mirrosnft SO0 Serer WSS Writer iz nETME

© 2009 Cisco Systems, Inc. All rights reserved.
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@ View reconciliation event status
[ wireless activations
Wiew activations
@ Device activation seftings

Servers and components

[=] BlackBerry Solution topology
[l BlackBerry Domain
[l server view
E BES-I0T
@Bas
® BES-I0T
- @ BES-I0T_POLC
[ server view
(= BES-I0T
@ Bas
@ BES-IOT
s @ BES-I0T_POLC
[ server view
E BES-10T
@Bas
@ BES-I0T
_ @ BES-I0T_POLC
[ Server view
(& BES-IOT
®Bss
@ BES-I0T
. @ BES-I0T_POLC
[ Server view
(& BES-IOT
@Bss
@ BES-I0T
_ @ BES-I0T_POLC
= server view
& BES-I0T
®@Bas
@ BES-I0T
e @ BES-I0T_POLC
E server view
[ BES-I0T
®Bss
@ BES-IOT
@ BES-I0T_POLC
® BES-IOT_SYNC
@ BES-IOT_ALRT
@ BES-I0T_LOG 1
@ BES-IOT_CTR_1
@ BES-IOT_EMAIL
@ BES-IOT_AC_EMAIL_13
@ BES-IOT_AC_MDS-
Cs_12
@ BES-I0T_AS_11
@ BES-I0T_MDS-CS_1
& Componert view
[ BlackBerry Administration
Service
@ BAS on BES-IOT
[ BlackBerry Erterprise
Server
@ BES-IOT on BES-IOT
& Policy
@ BES-IOT_POLC on BES-

Instances

[&lBlackBeny Solution topslogy » BlackBerry Domain >

BESADMIN

Log out | Home | Help

erverview > BES-IOT » View (BES-IOT)

You can view the name and computer information for the BlackBerry® Enterprise Server instance, and see if it is running.

‘ Instance information

Supported MDS Connection Service instances

Instance information
Instance name:
Friendly description:
Component:

BES-IOT Friendly name:
Component category:

Installation server:

BlackBerry Enterprise Server

BlackBerry Enterprise Server BES-IOT

Statistical information

MNumber of users:

Instance status
Status:

Running Availabilty state: Primary

BlackBerry Dispatcher version: 501.30

Security information

Encryption algorithm:

3DES and AES

SRP information
SRP ID:
Authentication key:

Default SRP port number
from all components to the
router:

544861880 SRP status:

ajxg-gsgu-Berd-dmid-zg34-ighg-fect-bdrk- Host routing information:
23wvg-pkim
30

Connected

External services turned on Yes

SRP addresses

localhost

Port override

0 Edit instance
e Yieww components list

& Creste a user on instance
[y Send message to users

Manage BlackBerry Enterprise Server users
e View BlackBerry Enterprise Server membership

Status

(%) Stopinstance

(@) Restart instance

@ Change primary instance to standby instance

Copyright @ 1997 - 2010 Research In Mation Limited. Al ights reserved

10T ﬁl
| of d

<
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BlackBerry Enterprise Server Manager Role for User and Device

BESADMIN
e | Help

& fRiole = Manage roles = Wiew role {Enterprise Administrator) =
Manage roles
ou can add more permissions to & role or deny existing permissions, copy a role to create a new one, delete a role, viewy users azsociated with 2
cle, and more.
[ User
@ Creste a user e N
@ Manage users Role information User and device Topology | BlackBerry Administration Service setup | Organizations Mizcellaneous
= Group
@ Creste a graup =
© Manage oroups
El Role Creste a group Granted
® Creste arole Delete & aroup Granted j—
@ Manage roles Wiewy @ group Granted All groups
Edlit & group Grarted Al groups
" | Creste & user Granted
Delete o user Granted
\ ), Wiewy a user Granted All groups
Edit & user Granted All groups
Wiew a device Granted All groups
Edit & device Grarted Al groups
Wiewy device activation settings Granted
Edit device activation zettings Granted
Wireless activations Creste an [T palicy Granted
. 4 Delete an 1T policy Granted
Wi an IT palicy Granted
n Impiort an 1T policy Granted
[E] BlackBerry Solution t.opolog\,-' Export an T policy ranted
B BlackBerry Dormzin Create a user-defined T policy template Granted
Bl Server view Delete & user-defined IT policy template Granted
Bl BES-10T Resend data to devices Granted All groups
®pas bl [ R P i
0 | LH il | _>l_I

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server Instance Information

BESADMIH
Log out | Home | Help

I=1 BlackBerry Soiution tapalagy 7 T S S
[ BlackBerry Domain
Server view

B Componert view | Instance information Supported MDS Connection Setvice instances
[ BlackBerry &dministration
Service
@ LS on BES-IOT Instance information
SE BlackBstry Erterprise Instance name: BES-I10T Friendly name:
==l
® BESIOT on BES-IOT Friendly description: Component cateary: BlackBerry Erterprise Sarver
Policy Component: BlackBerry Erterprize Server Installstion server: BES-1OT

Synchronization
Alert

Logging Statistical information
Corntroller

Ermil

Attachment

MOS Connection Service

Mumber of users:

Instance status

; ’ Funning Availabilty state: Primary
=] My setup General
| @ Manage my profie ) BlackBerry Dispstcher version:

Security information

Encryption algorithm: 3DES and AES

SRP information

SRPID: 544561880 SRP status: Connectecd
Authertication key: ajxg-g3gu-Gord-dmid-zg34-ighg-feci-bdrk-  Host routing information:
23weg-pkim

Defautt SRP port number 310

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server Wi-Fi Profile

BESADMIN
Log out | Home | Help

Quick user search ;IPoIic;r = Wii-Fi canfiguration = Manage Wi-Fi profiles

Wi-Fi profiles

ou can viewe and edit the information that the BlackBerry® Enterprise Server uses to configure Wi-Fi® profiles for users . Wi-Fi profiles permit you
0 puzh different Wi-Fi® profiles to BlackBerry devices and sssociste VolP and WP profiles to Wi-Fig profiles.

Software Hame Description

= Palicy cizco-iot
@ creste an 1T prolicy
[©)] Manage 1T policies
@ Creste an T policy rule
©] Manage 1T palicy rules
[E] wi-Fi configuration
@ Creste WiFi prafie
@ Manzge Vi-Fi profiles
@ Creste VPN profile
@ Manage WPM profiles
@ creste volP profile e
@ Manage WalP prafiles
Administrator user

Copywright @ 1997 - 2010 Research In hiotion Limited. Al dghts reservad.
“wersion: 5.0.1.58

Atached devices
eployment jobs
Wireless activations

Servers and components

[E] BlackBerry Solution topolagy
I=1 AlarkFiere Mnmsin | _Iﬂ
*

© 2009 Cisco Systems, Inc. All rights reserved.
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BlackBerry Enterprise Server Wi-Fi Profile Configurations (1 of 2)

Wi-Fi profiles

You can viewy and edit the information that the BlackBerry® Enterprize Server uses to configure Wi-Fig profiles for users. Wi-Fi€ profiles permit you
to push different Wi-Fi® profiles to BlackBerry devices and azsociate YolP and “PH profiles to Wi-Fig profiles.

Wi-Fi profile information Wi-Fi profile settings |

Profile settings Value
WI-Fi Allowy Handheld Changes Yes

WWi-Fi Link Security EAP-FAST
Wi-Fi S50 Fitm

Wi-Fi Default Key D

WWi-Fi WEP ey 1

Wui-Fi WEF Key 2

WI-FiWEP Key 3

WWi-FiWEP Key 4

Wi-Fi Preshared Key

Wi-Fi Uzer Mame cizco
Wi-Fi Uzer Passward cizco
Wi-Fi DHCP Configuration Yes

Description

Thiz rule iz obsolete a5 of BlackBerry Enterprize
Server version More..

Specifies the type of security reguired for WWi-Fi
network access. (Open, WEP, More.

Type the network name of the Wi-Fi network and
its access points.

Thiz rule More. ..
Type the Default WEP Key ID.

Mote: The WEP ey ID must match the desired
WER Mare...

Type the password for WEP key 1 using the
farmmat = xe xe wawx,

Alloveahle Mare...

Type the password for WEP key 2 using the
FOrmmEt w0 mm i,

Alloweshle More .

Type the password for WEP key 3 using the
FarmmiEt xo wo W K w,

Alloweahle Mare..

Type the password for WEP key 4 using the
format xo o= xxx.

Alloveahle Mare...
Type the pre-shared key.

Thiz rule applies only to Java-based BlackBerry
hore...

Type the uzer name for EAP-PEAP or EAP-LEAP
secyrity access onthe BlackBerry More, .

Type the user password for EAP-PEAP or EAP-
LEAP zecurity access onthe More..

Specify whether or not Dyynamic Host
Configuration Protocol (DHCP) is used for More.
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Wi-Fi Profile Configuration s (2 of 2)

wWi-Fi IP Address Type the IP addres=s in IP address format (for
example 10.0.0.1) for use if More ..

Wi-Fi Subnet Mask Type the subnet mask in dotted format (for
example, 10.0.0.17 for use if More. ..

WYWi-Fi Prinary DRSS Type the primary DRSS in IP address format (for
example, 10.0.0.1) if the DHCF More. .

YWi-Fi Secondary DRSS Type the =econdary DS in dotted format (for
example, 10.0.0.17) if the DHCP is bMore .

WI-Fi Default Gateway Type the default gatewsay in IP address format
(for exampls, 10,0017 if the More. ..

WYWi-Fi Minimal EAP-TLS Certificate Encryption ey Thi= rule is obsolete as of BlackBerry Enterprize

Security Lewvel Server version More. .

wWi-Fi Enable Authentication Page Thi=s rule iz ob=solete as of BlackBerry Enterprize

Server version 4.1 .4

Set to More .

YWi-Fi Hard Token Reguired Set to YWes if a hard token (e.g., RS54 SecurlD) is
required as part of the More ..

Wi-Fi Token Serial Mumber Zerial number of the soft token provisioned to the
device if a soft token is More_ .

Wi-Fi Profile “isikility Full wisikility Specify whether the user may view the settings
of this WWi-Fi profile.

Full kore .

Wi-Fi Profile Editakility Full editakility Specify whether the user may edit the settings of
this WWi-Fi profile.

Full hore .

WI-Fi Allowy Password Save ez Specify whether users can sawve Wi-Fi
passwwords on the BlackBerry device.

Set More .

YWi-Fi Roaming Threshold Ato The roaming threshold determines how often the
Wi-Fi radio shall s=can for More.

WiI-Fi Server Subject Type the substring used to match the "Subject”
field of the server's Mores ..

Wi-Fi Server SAan Type the substring used to match
the "SubjectaitMame" (SAM) field of the More ..

YWi-Fi Inner Authentication Mode EAP-M=CHAPY 2 Specify the authentication mode for tunneled EARP
security . One of: Mone, kMore .

RESERYWED for Wi-Fi Protected Access Crederntial RESERED FOR FUTURE USE

Hey
Thi=s rule applies only to Java-based BlackBerry
hore .

WI-Fi Domain Suffix Type the internal domain name suffix using the
FaDr format, for use if the DHCP More. ..

Wi-Fi Alloser AP to AP Handowver Yes Set to Yes to enable Wi-Fi handovers between
access points for this profile. More ..

YWi-Fi Band Type S02.11 atig Specify the band type or types, which access
point of a particular S50 are More. .

Wi-Fi EAP-FAST Provisioning method Boath Specify the type of provisioning method used far
EAP-FAST PAC More. ..

Wi-Fi Disable Server Cedificate Walidstion "es This setting is applicakle to Wi-Fi security types
wehich require CA certificate More ..

wWi-Fi BlackBerry Infrastructure wWi-Fi Access Access does not require PR Specifty whether BlackBerry device can use

hlocle BlackBerry Infrastructure over a More ..

Azzociated Certificate Authority Configuration A Ca configuration is a set of credertials that is

used to contact your More.

Description

Azzociated WP Profile Plorne Defined Cortains the name of the associated WPMN Profile.
Thiz iz & hidden hMore. ..
Azzociated WolP Profils Mone Defined Contains the name of the associated ““olP Profile.

Thi= iz & hidden hMore. .

€7 Edit profile
oy Wiews Wi-Fi profiles list
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BlackBerry Enterprise Server Manage User

BlackBerry ® Enterprise ServerUser List

BESADMIN
Log out | Hame | Help

Showing 1 - 23 of 23
Mame: I Q Sorting: Display name

X Digplay name IT policy Device model Last contact date
BlackBerry solution management Administrator Defaut More..

[ User BBYTGOD 30DCD4ES Detaut 9530 BI22M0 41902 AM More...
@ Creste a user BBYTGO1 JODCAEF? Defautt 8530 B/24101:10:34 PM Mare...
@ hanage users BBYTGO2 212DBF36 Defaut 9700 BHMMO 54526 AM More...
Graup BBYTGO3 20014458 Defaut 3000 BHMSM0 83504 AM More...
Fole BBYTGO4 2128B2E2 Defaut 3700 BMM0 92538 AW Marz...
Software BBYTGDS 30DCD2C1 Defaut 9530 Bi21M0 9:53:07 P More...
Policy BBYTGDG Defaut &M 2M010:46:03 AM More...
Administratar user BBYTGO? Defaut 41210 11:07:50 AM Mare..
" J BEBYTGOS Default Mare...
BBYTGOY Default Mare...
BBYTGAD 2004 Adad Detaut 3000 Bi24M01:25:31 P More...
BBYTGI1 212DC1F? Defaut 9700 Bi20M0 43410 P More...
Atached devices BBYTGA2 30DCBSEY Detault 9550 EMEAD 65337 P More...
Deployment jobs BBYTGA3 2001AA39 Defaut 3000 £r24M0 1:58:28 PM Mare...
Wireless activations BBYTG14 30DC1EG Default 8530 624010 1:51:28 Pht Mare...
- /| BBYTG15 J0DC336 Defaut 8530 52410 2:01:26 PM More...
BESADMIN More...
Servers and components BESADMIN Default hore...
BlackBerry Solution topology
Preferences
Wy setup
\ J Showeing 1 - 23 of 23

Sorting: Display name

g:j Manage muttiple uzers -
4] |
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BlackBerry® Enterprise Server Manage Users (1 of 2)

BESADMIN
Log out | Heme | Help

Quick user search User = Manage users = View uzer (BBYTGOD)
Mame: I Q Manage users

“ou must search for a user to manage. You can update user information, add or change the groups and roles that & user is assigned ta, and delete

BlackBerry solution management Uzers.

[E] User
@ Create a user
@ Manage uzers P .
Graup User Information Groups Roles Wi-Fi prafiles WPM profiles WalP profiles Software tokens
Rale
Software Component information Access control rules Software configuration Policies
Palicy
[+1 é)riminiﬂ‘trmnr LRRE

ANEGE USErs . .
Groug User information

.

Role Dizplay natme: BEYTGO0 User ID: 21
Software
Palicy
Administrator user Authentication type User name Password

- g Active Directory The ertered data retrieved a user idertification from the Active Directory system. The

_ authentication will use the associsted Active Directory credertials.

Attached devices

Deploymert jobs Associated device properties
Wireless activations

L ) FIN S0DCD4E4 Device madel 9550
Home Carrier Yerizon Wireless Current Carrier
Servers and components Phane numker 4052023926 Saftweare version 500507 (Platform 4.2.0.275)
BlackBerry Solution topology Aszzocisted BlackBerry BES-IOT
- . Enterprize Server
Device IT policy Default Device IT policy time 4/5M06:23: 49 PM
P =R Geued IT policy status Applied successfully
My setup Last cortact date BrZ2A10 4:19:02 At Last message sent BI2200 4:19:02 AM
’ l Result of last transactionto  Delivered to device
the device

4 [ »l
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BlackBerry Enterprise ServerManage Users (2 of 2)

BESADMIH
ut | Home | Help

Mame: I q
BlackBerry solution management
[ user

@ Creste a user
@ Manane users

Palicy
= r
™ it nse
Grolp

Palicy

[+ inistratne ser
éﬁ"ﬂ:'l'anage LZers

Group

Policy

I+ ini=trator Lser
éﬁjm‘anage USErs

Group

Palicy
™ it re
Group

Palicy
[F1 Administeatnr user

Attached devices
Deployment jobs
Wireless activations

Servers and components

BlackBerry Solution topology

Preferences
My =stup

User » hManage users = View user {BEY TG00}
Manage users

“Fou must search for & user to manage. You can update user informstion, sdd or change the groups and roles that 2 user is assigned to, and delete
USEFS.

Uszer Infarmation Groups

Roles | Wi-Fi profiles | WP profiles | “olP profiles | Software tokens

Component information Access control rules Software configuration Policies

BlackBerry Enterprizse Server information

Associgted BlackBerry BES-1OT

Enterprize Server:

Association date: 302810 1:42:31 P

External services turned on - Yes

Generste keys
automatically:

es zimum key generstion u]

attempts;

|

Forwarded messages: 4
Pending data packets: 1]
Expired messages:

Sert messages:

Fitered messages:

Mail information

Uszer state: Running Email address: BBEYTGO0@ictlab.com
‘Wireless message Enabled ‘Wireless calendar: Enabled
reconciliation:
Lser natme: BENVTGOO Messaging server: Jo=Cizco-RIMiou=Exchange Sdminizstrative
Groug
[FYDIBOHF 23SPDL T won=Configurationscn
=Serversicn=RIM-X2007 fon=tMicrosoft
Private MDEB
Mailkyoz; fo=Cizco-Riiou=Exchange Administrative
Graup
(FYDIBOHF235POLT Men=Recipients/on=0
BY TG00
Turn on static mailbox Mo Mailbox agert 10 1

agent:

%) Eclit user

@ Back to zearch
@ Back to previous search results

Statistics
(D) Export statistics for device
I8y Clear statistics for device

Organizer data synchronization
"_.} Clear backed up data for organizer data synchronization

Copyright E 1997 - 2010 Research In histion Limited. Al dghts reserved.
“wersion: 5.0.1.58

4| I &
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BlackBerry Mobile Voice System
BlackBerry ® Mobile Voice System Version

® Add or Remove Programs _— ‘-‘J-glﬂ
—

%]‘ Currently installed programs: [T Show updates Sort by: IName vl
CE;';%?,; : &2 BlackBerry Mobile Yoice System Size  29.42MB A
Kouens Click here for support information. Used rarely

?& To remove this program from your computer, click Remove., Remove I
;‘gz:-:_’f:; | £ Java(TM) 6 Update 16 Size  97.66MB

‘- &} LiveUpdate BlackBerry Mobile Yoice System Size 1.37MB

Ac‘ﬁﬁdeor:u?e [€] Mcafee AntiSpyware Use the followiqg infprmation to get technical support for Size  141,00MB
tants E s rescanEl BlackBerry Mobile Voice System oo 48.A1ME
Publisher: Research In Motion
5 Microsoft \NET Fram Version: 5.0.0 (Bundle 52) Size  137.00MB
‘a Microsoft SQL Serve Size  82.70MB
[ MSXML 6.0 Parser M Size  1.31MB
ﬁj PL-2303 USB-to-Serial Size 2.37MB
@j Real-Time Monitoring Tool 8.5 Size  98.05MB
Snagit 9.1.3 Size  59.45MB
@ Symantec Procomm Plus Size  31.41MB
E YNC Free Edition 4.1.3 Size 1.56MB
5 winPcap 4.0.1 Siee  0.19MB
W wireshark 1.99.6a Siza____AQ QI:MQ__v.l
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BlackBerry Mobile Voice SystemConfigurations

BlackBerry ® Mobile Voice SystemTelephony Connectorto the UCM

:-:: BlackBerW(l User: sysadmin About | Change Password | Log Off

\ ’ /. BlackBerry® Mobile Yoice System Thursday, April 22, 2010

Edit Telephony Connector - UCM8_0
Dashboard

Display Name |ucms [i] *
System Configuration Type | Cisco Unified Communications Manager 7.0/7.1 | *
E]mSe_ssion Managers IP Address |172_20.99.253 *
- fdd

Host Name |172.20.89.253 %
‘Manage
“High Availability LineRor [sos0 &
El-Telephony Connectors Trunk Port |soso *

e add Registration Timeout [+z00 i

~-Manage
& '-°?at'°d": PBX Initiated Calling
Caller Identification Number *

Manage .
- Yoice Mail Connectors Number Action
o pdd [ 1

“-Manage 14085551212 @
User Management Phone Number Translation

E-Users |Location I = |
- add
.:.:::3: Savel Cancel I
E***Templates
. ieadd
: g~---'Manage
E-Class of Service
- add
o Manage
S--~Administrative Roles
j—----Add
i -Manage
= Administrators
- add
é-----Manage
Services Reporting
- CDR Viewer
Copyright @ 2010 Research In Motion Limited
« ' : | o
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BlackBerry® Mobile Voice System Session Managédor the UCM

*2:BlackBerry. ssar: sysadmin about | ch

’ ~ BlackBerr:
Dashboard

1obile ¥Yoice System f

Edit Session Manager - mvs-iot

E- Session Managers
b iidd
-Manage
“High Availability
E-Telephony Connectors
b pidd

- Manage

[ Locations

e add

“-Manage

[#Voice Mail Connectors

System Configuration

= Templates

A dd

Enable High Awailability O
Imus-iot ok
|1?2.2l3.89.251 i

Instance Mame

SIP IP Address

Line Port |5DE|CI i
Trunk Port ISDSU #*

DID/DDI number for BlackBerry smartphone-initiated calling:

UZME 0 |+14083253?99

BlackBerry Enterprise Servers *

Secure Connection Password
BlackBerry MYS will use the default secure connection pas

Associated Instance Name
2 BES-10T
[ Change the secure connection password that the Blac

User Management

Sauel Cancel |
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BlackBerry Mobile Voice System User Configuration

BlackBerry ® Mobile Voice System UseL.ist

*2:BlackBerry. e sysadmin Abaut |2 sl

. BlackBerr ® Mobile Yoice System Thursday, April 22, 2010

Manage BlackBerry MVYS Users

Use this page to manage BlackBerry MVS Users that are already configured to use the BlackBerry MVS.
Search for existing BlackBerry MVS Users by specifying the search criteria below.

em Configuration

B Session Managers Search Criteria
i pdd User Name | Telephony Connector I-Search All- ;]
‘Manage Extension [ Yoice Mail Connector |-Search All- =
High-Availability BlackBerry Enterprise Server |-Search All- »| Class of Service | -search All- =
= Telephony Connectors
- pdd
E-""Manage Search I CIearI
=~ Locations
Search Results
selected users
B User Name Extension Class of Service MYS Service
T BBWYTGOO 4000 ANI Enabled
i M 3
ekl bl [~ BEVTGOL 4001 ANI Enabled
E-Users
e [T BEVTGOZ 4002 ANI Enabled
v Manage [T BBYTGO3 4003 ANI Enabled
i = Import
El-Templates [T BBYTGOD4 4004 ANI Enabled
. oadd [T BEWTGOS 4005 ANI Enabled
~~Manage
i 4 2 T BBYTGO6 4006 ANI Enabled
El-Class of Service
- add [T BBVWTGOZ 4007 ANI Enabled
Manage [~ BEVTGOS 4009 ANI Enabled
Administrator Management [T BBYTG10 4010 ANI Enabled
El-'ﬂdministrative Roles 1 2 =>
. -Add
: “Manage Remove MVS User(s) I Change MVS User(s) Settings I
- Adrninistrators
- fdd
“Manage
Services Reporting
"~ CDR Viewer
Copyright @ 2010 Research In Motion Limited
< | ol
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BlackBerry® Mobile Voice SystemUser Information

Edit User - BBYTGOO
Dashboard N N
J General || Template Settings || Class of Service |

System Configuration General Attributes
I Enabled = I

Session Managers MVUS Service

e fdd Extension |4DDD *
M.anage — Direct Dial Murnber I

------ High Awailability
El-Telephany Connectars Mobile Phone Mumber |14082028925

e pdd Desk Phone Number IqDDD "‘

Manage
[ Locations Telephony Connector

o fdd Telephony Connector IUCMB_D =] *
- Manége User Autharization 10 |4DDD
F-Woice Mail Connectors
Password qu—
User Management
: ¥Yoice Mail Connector

El-Users
Yoice Mail Connector INone 'I

&dd
i Save Cancel
E-Templates —I—I =

A I
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BlackBerry® Mobile Voice SystemUser Templatelnformation

admin

Edit User - BBYTGOO
Dashboard n -
General Template Settings || Class of Service |

System Configuration BlackBerry M¥S Line Configuration
El-Session Managers BlackBerry MWS Line Label [ =

add Default line for outgoing calls: [BlackEerry Mvs Line =]

M.anage e when the BlackBerry MVS
High awailability Line is unawvailable use the

Telephony Connectors Mobile Line: IAsk -I
Default network for Work calls: Im

when Mobile is unavailable,

Locations use Wi-Fi: IYes ’I
: woice Mail Access Nurmber I

Manage MW I Motifications [Ernabled = |
El-woice Mail Connectors

Aadd Caller Restrictions

Manags Caller Restrictian |all Callers Except Blacked x|

User Management M allow calls from unknown numbers

Blocked Callers {ma= limit = 20D}

Number Nanme Action
I I )

Allowed callers {max limit = 20}

| Manage Number MName Action
= Class of Service I I |§|
add
Manage call scheduling {in office time zone)
Office Tirme Zone |amMT-08: 001 Pacific Time [US & Canada) |
Administrator Management
Elrrndrninistrative Roles Day of Week 5 Start of Day (HHFMM) End of Day (HHMM)

Weelly IAIways ;I | |

Manage
=~ Administrators Sunday IAIways j'
Monday IAIways -I
Tuesday IAIways ‘I
s Reporting wednesday IAIways -I
CDOR YWiewer Thursday IAIwa-,-s ’I
Fridaw IAlways vl
Saturday IAIways ‘I

Save I Cancel I

Copyright @ 2010 Research In Motion Lirmited
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Black8erry. 5 ot

. BlackBerr: = Mobile Yoice System Thursday, April 22, 2010

Edit Template - all-mobile
Lipashboard Template Name [sh-mobile  *

System Configuration BlackBerry M¥S Line Configuration
El-Session Managers BlackBerry MVS Line Label |Work *

add Default line for outgoing calls: |3|ack3e"v MVS Line ;l
Manage when the BlackBerry MYS
High availability Line.is u_navailable use the

- Telephony Connectors Mobile Line: Ask B

add Default network for Work calls: IMobiIe vl
“-Manage when Mobile is unavailable,

Bl=Locations use Wi-Fi: |Yes 5|
i add Voice Mail Access Nurnber |

Manage MWI Notifications [Enabled =l
=~ Yoice Mail Connectors
Add Caller Restrictions
~~Manage Caller Restriction |4l Callers Except Blocked «|
lser Management ¥ allow calls from unknown numbers
[?—"“US?"S Blocked callers {max limit = 20)
: Add Number Name Action

Manage
| e | | °
E---Te_mplates
o add

Allowed Callers {(max limit = 20)

Manage Number Name Action
liﬂmclass of Service | I @
- add
Manage call Scheduling (in office time zone)
Office Time Zone | (GMT-08:00) Pacific Time (US & Canada) ~1
E]---Administrative Roles Day of Week Allow Calls Start of Day (HHMM) End of Day (HHMM)
- add Wweekly IAIways _v_l I I
Manage -
B Administrators Sunday IA""a"'s j’

add Monday IAIways vl
Tuesday lm
Services Reporting ednesday lm

..CDR Viewer Thursday lm
Friday m
Saturday lm

Save I Cancel I

Copyright @ 2010 Research In Motion Limited
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