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Customer Case Study

Building a Secure, Reliable College Network Community

Mississippi State Board depends on a Cisco security solution to safeguard its network
and extend access to students and staff.

EXECUTIVE SUMMARY

Mississippi State Board for Community
and Junior Colleges

® Higher Education

® Jackson, MS

® 32 employees
Business Challenge

Safeguard critical student and
administrative records while maximizing
network reliability and accessibility.

Network Solution

Intelligent firewall protection and support for
both SSL and IPsec VPN connectivity

Business Results

® Network protected from denial of service
attacks and other threats

® Mobile and remote employees able to
safely access applications and network
resources over the Web

® Students’ learning experience improved
through access to latest technology

Business Challenge

Making higher education opportunities accessible to all
citizens is a top priority for the State of Mississippi. The
state’s 15 community and junior colleges are dedicated
to providing affordable, diverse learning opportunities,
and technology plays a key role in helping educators
meet their objectives. The State Board for Community
and Junior Colleges is responsible for technology
initiatives to respond to the changing needs of the
community. The Board also acts as the Internet Service
Provider and supports the wide area network (WAN) for
the state’s community colleges.

“Our network enables communication between colleges,
and provides access to the Internet,” says Ray Smith,
director of information services. “It also supports
collaboration with other institutions and online education
programs.”

As an educational organization, the Board strives to facilitate the open exchange of information.

Students, instructors, and librarians all need access to the Internet. However, at the same time, the

Board has a responsibility to protect users from network threats, and keep the network up and

running. A top security priority was to establish a private network to keep confidential information

safe from unauthorized users, hackers, and other threats.

“Like any higher education entity, we have student records that contain a great deal of private

information related to student loans, scholarships, and other data,” says Smith. “We also have to

safeguard our own business assets, administrative records, and financial information.”

The Board needed a network security solution that could stop network attacks before they could

harm network reliability and availability. Since staffers frequently travel outside the office, the

solution would need to provide protection and secure access for remote users, as well as students
and instructors on campus. At the same time, it would have to be flexible to meet changing needs.
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Network Solution

After considering a variety of technology options, the Board chose Cisco® ASA 5500 Series
Adaptive Security Appliances, which help the Board to keep its information and IT assets safe,
while keeping deployment and operations costs under control.

“We chose a Cisco security solution because of Cisco’s
strategy and architectural approach, they look beyond
the network ‘plumbing,” and enable us to focus on
delivering the applications and services that we need.”

—Ray Smith, Director of Information Services

The Cisco ASA 5500 Series provides intelligent firewall services with identity-based access control,
and protection from threats like denial of service (DoS) attacks. Two Cisco ASA 5550 appliances
replaced the Board’s Cisco PIX 535 Security Appliances to provide redundant protection at the
network perimeter.

The Board chose the Cisco ASA 5550 not simply for its advanced firewall capabilities, but because
it also offered flexible virtual private network (VPN) services. SSL VPN technology allows a diverse
group of the Board’s mobile and remote employees to safely access applications and network
resources over the Web. The Cisco AnyConnect VPN Client provides the mobile workers
transparent VPN connections and optimized support for latency-sensitive traffic.

“We are using SSL technology because we want to make network access available to them in the
easiest sense possible,” says Smith. “Some of our staff work inside the state legislature, and during
the budget season, they constantly need to access the network to update documents, look at
spreadsheets, and work with colleagues—all from the capitol. The Cisco solution lets us get into
our system securely and stay productive from wherever we are.”

Smith and his team are actively working with Cisco representatives to explore new options for the
Cisco ASA 5500 Series appliances such as IPsec VPN technology, intrusion prevention (IPS), and
protection for voice and video applications.

“The scalability and flexibility of the Cisco ASA Series were key reasons for the upgrade,” says
Smith. “We used our Cisco PIX 535 primarily for Network Address Translation, but the Cisco ASA
is completely different and offers a wide range of new features. We are highly motivated to learn
more about it, so we can take full advantage of the solution.”

Deployment of the Cisco ASA Series and the transition to the new platform proceeded smoothly,
since the solution was designed for ease of use.

“We had to perform the migration during the semester, which limited our ability to bring the network
down,” says Smith. “We were able to accomplish the upgrade with very little downtime.”
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Business Results

The Board’s migration to the Cisco ASA has quickly unlocked several new benefits. By reducing
network security risks, the Board can help ensure its network services are always available to
students and staff.

“We support several online education initiatives, and our networks need to be up on a 24-hour
basis,” says Smith. “In the past, when we needed to upgrade firewall software, we had to bring
down the network. Now, with the redundancy and failover provided by our dual Cisco ASA
appliances, we can upgrade the devices without interrupting services.”

By providing secure VPN access, the Cisco solution also helps staff stay productive when they are
working outside the office. Employees use the Cisco AnyConnect VPN Client, which automatically
adapts its tunneling to the most efficient method possible based on network constraints.

“With our new system we are able to utilize SSL VPN and come back through our ASAs and feel
very secure about what we are doing,” says Smith.

Managing the Board network has become easier, too, because IT staff can login securely anytime,
from any location. If issues arise involving the network, Domain Name System (DNS) changes, or
firewall modifications, staff can address them as soon as they occur.

“Our IT staff is very small, and even though supporting the network is mission critical, most of our
work after business hours is done from home,” says Smith. “Staff can work from home and have
the feeling that they are sitting at their desk, which is great. And we save a considerable amount of
time in not having to drive back to the office to modify the network.”

Perhaps most importantly, by deploying the latest technology, the Board has helped Mississippi
community colleges offer students a better learning experience.

“We want to make sure that when our students come in, they feel they have access to the same
quality technology that they would if they went to other institutions,” says Smith. “Most of our
students have experienced high-speed Internet access at home or at school, and they expect it on
a college campus. The Cisco solution was a real upgrade for us and enabled us to meet students’
high expectations.”

Next Steps
PRODUCT LIST P
Security and VPN Now that lthe Boarc.i has com.pleted fjeployment of its ASA
Cisco ASA 5550 Series Adaptive Security 5500 Series Adaptive Security Appliances, the
AplEnees, s e v Y s organization plans to enhance its solution to tap its full

potential. To provide a more personalized experience for
remote employees, Smith and his team are working to create customized portals for staff who
connect to the Board network via SSL VPN.

The Board also hopes to improve management of its solution with the Cisco Security Monitoring,
Analysis and Response System (MARS). Cisco Security MARS provides an end-to-end view of the
network, and can help Smith and his team improve their threat mitigation.

“Because we share buildings with other agencies, we need to maintain a high level of security as
we deploy wireless and other applications inside our offices,” says Smith. “Cisco MARS can
provide detailed reports and other tools that we have not had in the past, which will really enable us
to have better insight into the state of the network.”
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For More Information

For more information, please visit http://www.cisco.com/go/asa.
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