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INTRODUCTION

The Challenge

One of the major challenges of network managensstat €reate a solution that is flexible enoughdap to the changing needs of your network.
While it makes sense to have applications thatigeolasic network management functionality regasitef the function, the network environment
must also be considered. To do this successftlly better to have a focused set of tools for ganeent. For example, a tool that focuses on
managing quality of service (QoS) levels is prolatit going to be very good at managing a serven fapology.

Growth and Enhancements in Network Security

When we look at the network as a strategic asgetenterprise, network management clearly becamésportant factor in the success of the
company. When we consider the evolution of busiapgdications running across the traditional daavork including e-commerce, business-to-
business transactions, and voice over IP (VolR)need to provide secure network connections gréws. result, we have witnessed a
proliferation in virtual private networks (VPNs)a&an enhanced awareness of network security.

PAPER OBJECTIVE

This paper provides guidance on how to effectiwldploy CiscoWorks VPN/Security Management Solu{idilS). Covered topics include:

server, installation and operating system requirgmeeference topology, metrics to monitor, andi@econfiguration considerations. It
supplements the quick start guide and user maandladdresses such questions as: Which produdtschrded and what are they used for? How
many servers will | need? What devices can | mamatiethis application? How can | harden VMS seritgelf? By answering these questions, we
can provide some basic best practices for managiagific Cisc security technologies.

What It Does NOT Do
This paper is not intended to replace user guidesther product documentation). It does not go samprehensive detail about the various
features or capabilities of the products.

Intended Audience
This paper is intended for audiences that are @yré&amiliar with network security, VPNSs, firewalland intrusion detection, and have a basic
understanding of these concepts and tools. It éxglow best to deploy VMS in a production envireamt

HIGH-LEVEL OVERVIEW OF VMS 2.3

What Does It Do?

CiscoWorks VMS is a set of integrated tools thawjte a comprehensive solution for VPN and secumihagement. VMS features are positioned
to configure, monitor, and troubleshoot enterpXgiNs, firewalls, and network- and host-based intmusletection and prevention systems
(IDS/IPS). VMS provides key features to assist@umrs in the deployment, monitoring, and managemwietiiteir security-specific hardware. It

also provides the operational management suppdttyare distribution, configuration archive, charaelit, and logging management for different
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elements of a Cisco security infrastructure. VM8Buites a scalable solution that addresses the méeutsall- to large-scale VPN and security

deployments.

VMS 2.3 COMPONENTS

CiscoWorks VMS 2.3 consists of installable softwemenponents for flexible deployment options. Tablests the different VMS modules and

what they do.

Table 1. VMS 2.3 Modules*

VMS Module & Versions

Common Services 2.2

CiscoView 5.5

Management Center for Firewalls 1.3.3 (FWMC)

Auto Update Server 1.3 (AUS)

Management Center for VPN Routers 1.3.1 (RouterMC)

Management Center for IDS Sensors 2.0 (IDSMC)

Monitoring Center for Security 2.0.2 (SECMON)

Monitor Center for Performance 2.0.2

Management Center for Cisco Security Agent 4.5
(CSAMC)

Note:

VMS2.3 bundle.

4.5 will be available on CCO shortly after the
release of VMS 2.3, while officially the version\4MS
2.3is 4.0.3. We have decided to include directfyis
this guide, since it is going to be released shafter the

Platform

Windows

Solaris

Windows

Solaris

Windows

Solaris

Windows

Solaris

Windows

Solaris

Windows

Solaris

Windows

Solaris

Windows

Usage

Provides a set of common software and servicegt8 components
and CiscoWorks Resource Manager Essentials (RME)

CiscoView provides physical graphical view of dmvchassis and
basic status monitoring
Configures Cisco PIXfirewalls and Cisco CatalysFirewall Service

Modules

Permits configurations, PIXOS and PDM files to g from
update server

Configures VPN and firewall feature set on Cisc&1@uters and
Cisco Catalyst VPN Service Modules

Configures and updates network-based IDS sensdr€&ao
Catalyst IDS Service Modules

Monitors network and host-based IDS events, Ci€x® Software,
and Cisco PIX syslog

Monitors and troubleshoots the health and perfoomanr enterprise
network security services (remote-access VPN teitgte VPN,
firewall, web server load-balancing, and proxied 5S

Configures host-based IPS to protect aliservers
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VMS Module & Versions Platform Usage

Cisco Security Agent 4.5 (CSA) Windows The agents installed on the servers to be protected
Solaris
Linux

Resource Manager Essentials 3.5 (RME) Windows Provides operational management, such as softvigtrébdtion,
Solaris change audit, syslog analysis

* Users should check the Software Center on CC&e#oif any new modules have been added into VMS.

These components can be divided into distinct caiegr core asset management applications, secudiyjtoring applications, and security
configuration applications. This section detailmsoof the basic features associated with eachesktproduct categories.

Foundation Software, Common Components, Required In stallation

1. CiscoWorks Common Services

CiscoWorks Common Services includes basic compsraithe management server such as the web seoramon database, polling engine,
and so forthlnstall this CD first, because it is a prerequisite for the managemanectools in the VMS bundle. Common Serviceshmn
thought of as like an “operating system” for CisamWé applications.

Core Asset Management Applications
1. Resource Manager Essentials (RME)

Resource Manager Essentials provides the basionetwanagement tools for day-to-day network managenmcluding inventory,
configuration, change audit, and syslog. RME alswvides additional VPN management capabilitieswéek administrators will now be able
to produce device configuration, software imagel syslog reports specific for VPN environments.

2. CiscoView (an optional install located within Comm8ervices)

CiscoView is a web-based device management apiplicdtat provides dynamic status, monitoring, aodfiguration information for the
broad range of Cisco internetworking products. @ew displays a physical view of a device chawsth color-coded modules and ports for
at-a-glance status. Monitoring capabilities disglayformance and other statistics, and configunagitows comprehensive changes to devices.

Security Monitoring Applications
1. Monitoring Center for Security(SECMON) a.k.a. “SetuMonitor”

SECMON monitors the IDS events as well as SYSLOGsages from various Cisco devices. These inclutieonle IDS sensor appliances,
Cisco Catalyst 6500 Series IDS modules, Network Mieslfor routers (NM-IDS), Cisco 10S Software ID®ssages (including the new IPS
IDS feature for the routers), Cisco PIX Firewalslg messages, Catalyst 6500 Firewall Service Modyslog messages, Cisco Security
Agent events and events coming from another Sgduidnitor server.

2. Monitoring Center for Performance (MCP)

MCP is a browser-based tool that monitors and teslitoots the health and performance of enterpaseark security services. Performance
Monitor replaces the VPN Monitor 1.2 applicatiompPorted service types are remote-access VPNtcsiite VPN, firewall, web server load-
balancing, and SSL accelerators.
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Security Configuration Applications

1.

Management Center for VPN Routers (Router MC)

Router MC is a VPN and Cisco 10S Firewall featieenfiguration and deployment tool for Cisco I@BN routers. Router MC is a web-
based application installed on top of Common Sestic

CiscoWorks Management Center for Firewalls (FWMC)

Firewall MC is a complete firewall and access fdicy configuration tool for Cisco PIX firewallsd firewall service modules in Cisco
Catalyst switches. You can configure new firewaswell as import configurations from existing ¥iadls or configuration files. Firewall MC
also provides a powerful tool for controlling chasgnade to your network, showing configuration stadus changes. Firewall MC is a web-
based application installed on top of Common Sesic

CiscoWorks Auto Update Server Software (AUS)

AUS is a tool used to store and upgrade deviceigoration files and software images (firewall imagal Cisco PIX Device Manager [PDM]
image). Firewall devices periodically contact thd\to request configuration and software updatethis way, firewall devices are actively
kept up to date. AUS is particularly useful forlscadeployments of PIX firewalls when the remotX Firewall devices are dynamically
addressed or behind a Network Address TranslaN&T}] device. AUS is a web-based application insthibn top of Common Services.

Management Center for IDS Sensors (IDSMC)

IDS MC is an IDS configuration and deployment tfmyl Cisco network IDS sensor appliances, Cisco $8&ice modules in Catalyst switches
(IDSM) and routers (NM_IDS) and IPS IDS. IDS MCaisveb-based application installed on top of Comi®ervices.

Management Center for Cisco Security Agent (CSAMC)

Working as a complementary technology to IDS MC Sedurity Monitor, the Cisco Security Agent MC isanfiguration and deployment
tool for the host-based IDS solution, Cisco Segukiient. Cisco Security Agent MC is a web-basediaation installed on top of Common
Services.

Cisco Security Agent (CSA)

A Cisco host IDS/IPS application, Cisco SecurityeAgprotects critical servers and hosts by intéggawith the operating system.
By intercepting system calls to the kernel, CisecBity Agent can protect your hosts by identifyattacks and preventing access to resources
and unauthorized transactions.

REFERENCE TOPOLOGY
A reference network topology that shows the diffié@spects of VPN and network security (FiguresIprovided to describe how best to deploy
CiscoWorks VMS. Although it is not identical to m@sistomer environments, it does serve to provitlelistic view of a secured network. By

using this reference topology, you can select tieponents that best represent your topology andrstahd how best to deploy VMS in your

environment.
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Figure 1. Reference Security Topology
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The Infrastructure Involved

» Enterprise Gateway—This is a Cisco I0S Router with the Cisco |I0S FatWeature Set. The main purpose of this devite jgerform gateway
routing and basic frontline firewall functionality.

« PIX Firewall—The Cisco PIX Firewall provides the comprehensik@afall functionality for this enterprise networ®orporate network
resources are protected by this firewall by stiatgly placing these devices at network accesstpoin

« Cisco 800, 1700, 2600, 3600, 7100 or 7200 Series routers—Cisco routers act as site-to-site VPN terminatiom{s. In a hub-and-spoke
VPN topology, the high-end VPN routers act as hardxsthe small- to medium-sized routers act as spoke

« VPN 3000—The VPN 3000 Series Concentrator provides scalalf®te access VPN termination. In this topologydbecentrator terminates
VPN connections with a variety of remote accessrenments, VPN client software, and tunneling peots (IPSec, L2TP, PPTP).

» Cisco VPN remote access client software—This software allows remote access users to conoge corporate network through VPNs.

« Network IDS Sensor—This device sits on a network segment and passilistgns” to the traffic, inspecting it againstlatabase of common
attack signatures. It forwards IDS event informatio the monitoring station.

« Cisco host-based IDSIPS security agents—This software sits on critical network servers &l &ws home office PCs and mobile laptops to ptotec
individual hosts from intrusion and attacks. Evearts forwarded to a central monitoring console.

« Network management subnet—This subnet represents a dedicated network sedomethte network management servers. The components
of VMS reside in this subnet to manage the diffemaces of the infrastructure. All VMS servers seeured by Cisco Security Agents.

* DMZ Servers—This subnet represents a dedicated network sedoreptblicly accessible network servers. Generahis includes e-mail, Web,
FTP servers, and in our case includes CiscoWorke Apdate Server Software. All DMZ servers are setiy Cisco Security Agents.
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Within these reference topologies, we now focus@reral pieces of the infrastructure that VMS masadlote that the network management
applications within VMS can manage other devicesl{sas Cisco Catalyst switches), but the followang the components that should be the focal
point of VMS. These components include:

« Enterprise HQ

— This section includes the network management sgrirgernal firewalls, VPN termination points (bdthb routers and VPN
concentrators), and IDS sensors. Access to the pdtion of the network is controlled by internakfivalls and also has publicly
accessible servers.

*« Remote Access Sites

— The remote access sites in our topology contaimehmte PIX firewalls, remote Cisco IOS VPN routensd remote VPN clients. These
pieces of the infrastructure are responsible foN\{@mination and firewall access policy at the otersite.

OS SUPPORT AND SYSTEM REQUIREMENTS FOR VMS

VMS is composed of a series of tools that resida oetwork management server (or servers). Thitosediscusses the prerequisite software you
need to install in order to run the components iwitfMS. Primarily, this refers to OS support. Ftmast every application in the VMS bundle, the
supported OS is Windows 2000 Server or AdvancedeBerhis is summarized in Tables 2 and 3.

Table 2. Supported OS for VMS 2.3 Modules

VMS Module Windows Support Solaris Support
Common Services X X

Management Center for Firewalls X X

Auto Update Server X X

Management Center for VPN Routers X X

Management Center for IDS Sensor X X

Monitoring Center for Security X X

Management Center for CSA X

Resource Manager Essentials X X

Monitor Center for Performances X X
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Table 3. Minimum Hardware and OS Requirement for VMS Server

Windows
Hardware IBM PC compatible with 1GHz or faster Pentium CPU
1 GB memory
9 GB free hard drive space*
CD-ROM drive
Color monitor with video card capable of 16-bitaasl
10/100 BaseT or faster network connection
Operating Windows 2000 Server**
System
Windows Advanced Server**
Service Pack 4
NTFS file system
2 GB virtual memory
Solaris

Hardware Sun UltraSPARC 60MP with 440 MHz or faster CPU or

Sun UltraSPARC 11l (Sun Blade 2000 Workstation ang-ire
280R Server)

CD-ROM drive
Color monitor with video card capable of 16-bitaasl
10/100 BaseT or faster network connection

Operating Sun Solaris 2.8 full installation

System )
Required patches:

108528-13
108527-15

*  The actual amount of hard drive space requirgzedds on the number of VMS components you areliimgtand the number of devices you are managirty an
monitoring.

** Terminal Services in application mode cannotifstalled on the server while installing VMS 2.8stead it can be on the server at installation tfrimeother
modes, but it has to e disabled during installation

Note: |If Virus Scan is turned on, the installation carldrgger due to the Virus scan operations. We recenththat Virus Scan be turned off for
a faster installation.
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Server Sizing

Based on these factors, the recommend server dairgach of these configurations should be maveaty examined. Note that these specifications
are minimum requirements for individual applicagand are frequently exceeded in many deploym&htsgeneral rule is: If you must choose

one metric that will have the greatest affect origgmance, increase the amount of RAM. It is alsoassary to pay attention to the scale limits of
each application. If you are approaching some agéttheoretical limits, consider increasing thesapower of your VMS server(s). For example, it
is not unreasonable to see a P4 2.2 GHz CPU w&B 4f RAM running VMS applications. See Table 4 fogeneral guideline.

Table 4. Server Recommendations (Minimum) for VMS Configurations

Configuration Small Medium Large Extra Large

CPU P4 1 GHz P4 2.5 GHz Xeon 2 GHz Dual/Quad Xeon,
RAM 1GB 2GB 2+ GB 2-8 GB RAM

Virtual Memory 2 GB 3GB 4 GB 4 GB

Hard Disk Space 9GB 20 GB 40 GB with SCSI Hard Drive 40 GB withSIQRAID 5

Server Deployment—General Rules

In terms of application compatibility, there areeel rules to follow:

« Common Services must be installed first
« All other applications must be installed on topgCafmmon Services

Given these conditions, VMS can have extremelyilflexdeployments. All of the components can besiltesti and run on a single server—or, each
component can be installed on its own individuaee In general, both extreme is not recommendhebtlae deployment will generally depend on
a number of factors:

1. Which applications do you actually need?

Although VMS provides a rich, comprehensive managr@nsolution, it is possible that not every compuvell be used. The first question
that should be asked is: which applications wilsé? Once this has been answered, you can chomsgaibonly the modules that are needed.
Figure 2 provides a table that defines the instalieorder based upon the different managementogtiwhen they are installed on a single
server.
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Figure 2.  VMS Module Installation Matrix (components included in () are optional)
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Note: This table provides basic guidelines. Obviouslyt, albcombinations and tools within VMS are covereohly those with installation
order dependencies.

« Installation option 1: For VPN management, the rmitig component is handled by Monitoring CenterFerformance. If monitoring
is necessary, MCP needs to be installed.

« Installation option 2: For firewall management, Aid®nly necessary if you want to take advantagh®fiuto-update feature for PIX Firewall
configuration and software deployment.

« Installation option 3: For network and host-bade8 management, Security Monitor is necessary toitmiotine events from all these
components unless you plan to use other secufitynmration-management applications. Is always gaadtjze to install Security Monitor on a
separate server than the configuration server.
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2. How many devices will each application manage?

If one of the applications you are using is apphaag its theoretical scale limits (Table 5), itigood idea to dedicate a server to that
application. For obvious reasons of resource dflogand task distribution, it is best not to hawker applications using valuable CPU
resources if you are trying to manage a large numbeevices.

For example, if you have an instance of Firewall M&alled that is managing 800 PIX firewalls, afai are also trying to roll out a hub-and-
spoke VPN deployment across 600 router spokesyécdommended to break these applications apartdmuticated servers.

3. How many administrators will be using these appilices?

In some multi-administrator environments, it makesse to explore different deployment options ftS/ Since there are several

VMS components involved, and each has a very disfinrpose, it is possible that there will be dif& security administrators using different
applications. In this case, consider splitting éhagplications onto dedicated servers. This wayné application is busy with a resource-
intensive task such as generating configurati@s fithe second application will not suffer any degtion in performance.

4. What cost restrictions exist in terms of servercprement?

Does the organization using VMS have (or have Hiktyato get) multiple servers? In some casestaheay only be enough in the budget for
one server. If this is the case, then it is alwagftser to acquire a high-end server that exceadmthimum system requirements. This allows
room for growth, as well as improved performance.

More is Better

Ultimately, it is best to use multiple servers aptit the applications across them in a way thdteaaense, if at all possible. Generally, for bette
scalability, resource allocation, task distributiand room for growth, more is better as long a®ésn’t become cumbersome and unmanageable.
Also keep in mind that, should you decide to corabimultiple applications onto a single server, yolimeed to pay special attention to the
hardware requirements of each application and adpcordingly.

The following section discusses some basic deploymgtions and provides some general guidelingscthwaer most user scenarios (Figure 3).
Keep in mind that these are simply recommendatmiksdo not necessarily indicate that VMS must h@oyed in this manner.
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Figure 3. Server Deployment Options

Single Server

« Common Services
*RME

*MCP

* Firewall MC
*AUS

* Router MC
*|DSMC

* Security Monitor
*CSAMC

Option 1—Single Server Deployment
For small-scale security environments with a simgdework security administrator, we recommend glsiserver deployment. This has the benefit
of low cost to the organization as well as easadofiinistration.

Option 2—2 Servers: Configuration and Monitoring
This deployment option breaks down the VMS appiicet across function: One server is dedicated famitaring and the second server
is dedicated for configuration.

1. Server 1: Monitoring

The first server in this deployment option is dettc for monitoring. MCP is used for IPsec MIB ntoring and performance monitoring for
Firewalls, while Security Monitor is used for cofidated event viewing of PostOffice IDS, Remote @Bxchange Protocol (RDEP) IDS,
Cisco Security Agent, PIX, and Cisco 10S Syslogsagss. The applications for this server are:

e Common Services

« MCP

¢ Security Monitor

¢ CSA (to protect the VMS server)
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2. Server 2: Configuration and Inventory

This security management server is used to condlirad the VMS applications that assist in configiimn. Regardless if the infrastructure is
VPN router, PIX Firewall, IDS sensor, or Cisco SéguAgent, this server’s primary function is cagdiration. The relevant applications are:

* Common Services
* RME

» Firewall MC

o AUS*

* Router MC

* IDS MC

e CSAMC

Option 3—3 Servers: Recommended for most environment s
Since AUS server is intended to manage to remme/dills, it can be resource consumptive when mampte devices are contacting AUS for
configuration, or OS and PDM updates. Also, AUSutide positioned on the DMZ of the network, so Atifsild use one server by itself.

1. Server 1: Monitoring

e Common Services
« MCP

« Security Monitor
» CSA for protection

2. Server 2: Configuration/Inventory

» Common Services
« RME

* Firewall MC

* Router MC

* IDSMC

e CSAMC

3. Server 3: Auto Update

* Common Services
¢ AUS
« CSA for protection

*  The primary purpose of AUS to provide configueattiand software updates to remote PIX firewallsséah, it is frequently recommended to place thé&sAU
within the organization’s DMZ. If this is the casee recommend using a dedicated server for AUS.
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Option 4—3 Servers: Security Application Function (N ot shown in Figure 3)

The fourth deployment option centers around sptittip the VMS application according to the secustshnology (or infrastructure) managed. The
first server deals with VPNs, which generally cav€isco 10S Software-based VPN routers. The sesengr contains the applications used to
manage Cisco PIX firewalls. Finally, the third s&ris dedicated to the management and monitorinBD®fboth network-based and host-based
IDS.

1. Server 1: VPN

« Common Services
* RME

« MCP

* Router MC

» CSA for protection

2. Server 2: Firewall

e Common Services
» Firewall MC

* AUS

» CSA for protection

3. Server 3: IDS

e Common Services
¢ IDS MC

« Security Monitor

¢« CSAMC

Option 5—4 Servers: Granular Management Control (Not ~ Shown in Figure 3)

For even more granularity and scalability benefits,recommend you further divide your deploymethie Thost important difference with this
option is the use of a dedicated server for AUSesihis placed within a different subnet of théwark.

1. Server 1: Configuration

* Common Services
» Firewall MC

* Router MC

« IDSMC

« CSAMC

2. Server 2: Inventory

« Common Services
* RME
» CSA for protection
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3. Server 3: Monitoring

« Common Services
« MCP

» Security Monitor
« CSA for protection

4. Server 4: Remote Management (placed in DMZ)

« Common Services
« AUS
» CSA for protection

Keep in mind that these are only recommendatioheré are numerous combinations and deploymentrapéivailable and each case should
be considered on an individual basis. There wélbdle many cases where customers don’t want taluskthe possible applications within
VMS.

SCALING AND DEPLOYMENT CONSIDERATION

It is necessary to be aware of the hardware reqpeings for the VMS bundle as well as the softwalerg is also the inherent challenge of deciding
how best to deploy the different applications ie fiolution. Since we have eleven installable so&vagplications, there are numerous
combinations in which to deploy them.

Keeping the minimum requirements in mind, the défee in recommended system specifications based different sized networks and
configurations must also be examined. We will désctinree different sized configurations: small, med and large. The first consideration is
scalability, or how many devices equate to a smadium, or large configuration (see Table 6, 7 &nd

Scaling

Each application within VMS has a different scdispmetric. Table 5 provides the theoretical maximfor each application.

Table 5. Theoretical Scale Limits for VMS Applications

VMS Module Scalability Metric (tested up to*)

IDS MC 300 IDS sensors or 10S IPS

Security Monitor 50 events/sec** (500ev/sec for burst)

Firewall MC 1000 PIX firewalls & FWSM (is suggested not to gete or deploy for more than 300 devices at theesimme in case of

simple config, i.e. 501. If the configuration is diem to complex the performances will be lower rdfere is suggested
to deploy in a smaller number of devices at the}im

AUS 1000 PIX firewalls

Router MC 1000 routers

CSAMC 100.000 Cisco Security Agents

RME 5000 devices inventory, 1000 devices availability
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VMS Module Scalability Metric (tested up to*)

MCP 1000 devices (1000 Routers & 4000 tunnels with 25polling cycle, if the Routers/Tunnels are rediitieen the polling
cycle is reduced also.
For 1000 pix a 25 min polling cycle is needed drtié number of device is less then the pollingewdso is reduced.

Polling cycle is the time taken to poll all the ams in MCP).

*  The theoretical scale limits are the limits tbels have been tested to. The numbers are stateduideline to guarantee reasonable performanteiser
experience. Although possible, it is not recommeineexceed these metrics.

** The volume of security events can arrive up @®%er second only for a limited period of timasitecommended that users consider a monitoriadymt from
a partner-vendor that can handle higher event vetum

In general, these are not software-imposed lirhiis rather the scale limitations based on softwestng. For example, if you are using Router MC
and want to add device number 1001, the softwaltestili allow you to do so, but from a supportstipoint it is not recommended.

Also note that the specifications for the minimuardware requirements for VMS are provided baseduesting and performance statistics for
just ONE (not all) of the applications in the bundFor example, if you are using IDS MC to mana@@ Sensors (the theoretical maximum), we do
NOT recommend to use any other application ongbater. If you plan to heavily use more than orgieation within VMS, it is highly
recommended to put them on separate servers.

Now we will consider some of the resource-intensigplications within the bundle. The configurati@ms grouped as shown in Tables 6-8.

Table 6. Small Configuration Metrics (reflects restricted VMS license model)

VMS Module Scalability Metric (up to)

IDS MC 20 IDS sensors

Security Monitor 20 events per second sustained
Firewall MC 20 PIX firewalls

AUS 20 PIX firewalls

Router MC 20 routers

CSAMC 500 Cisco Security Agents

MCP 40 devices

Table 7. Medium Configuration Metrics*

VMS Module Scalability Metric (up to)

IDS MC 100 IDS sensors

Security Monitor 30 events per second sustained
Firewall MC 100 PIX firewalls

AUS 100 PIX firewalls
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VMS Module Scalability Metric (up to)

Router MC 100 routers
CSAMC 5000 Cisco Security Agents
MCP 200 devices

*  This configuration is designed to represent tregarty of the VMS customer base.

Table 8. Large Configuration (reflects the theoretical maximum scalability metrics)

VMS Module Scalability Metric (up to)

IDS MC 300 IDS sensors

Security Monitor 50 events per second sustained
Firewall MC 1000 PIX firewalls

AUS 1000 PIX firewalls

Router MC 1000 routers

CSAMC 100.000 Cisco Security Agents
MCP 1000 devices

Scaling SecMon
SecMon has a maximum rate of 50 ev/sec for a siestgieriod of time, and can reach 500ev/sec onsd time of 5 minutes max. If you expect the
event rate to be greater than this, it is suggdst@dyou consider using other vendor/partner nooimity tools.

Those numbers are not strict, but can vary depgnalinthe server used, the 1/0 speed of the compuattother parameters.

Scaling IDSMC

When generating or deploying a configuration fooater, keep in mind that it takes 24 secs on aeeper router to generate a configuration and
30 secs on average per router to deploy a configara

Scaling FWMC
The complexity of the configuration files will deteine the number of devices Firewall MC can effeglif manage for generation of configuration
files and deployment at the same time.

Firewall MC was successfully tested with 1000 desicontaining simple configurations (501s) howeresdium to complex files will increase the
generate and deploy times and reduce the numhavides the MC can effectively provision. For exdarfpr a mix of simple and complex
configurations for ~310 devices when a global sgttr rule is changed the direct deploy to all desitakes ~8hrs.

Scaling MCP

For MCP the suggested polling rate is 30 minutesalse of small deployment can be decreased in tintdor high number of devices is suggested
not to define a polling time lower than 30 minutésr example for 1000 Routers & 4000 tunnels aipgltycle of 25 min is needed, if the
Routers/Tunnels are reduced then the polling dgaleduced also.

For 1000 pix a 25 min polling cycle is needed drttleé number of devices is less than that the pgltiycle also is reduced.
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Polling cycle is the time taken to poll all the ams in MCP.

Scaling CSA MC
In CSAMC version 4.5, it will be possible to useeaote database (or cluster of databases), allousrtg scale up to 100 000 agents.

The suggested configuration, depending on the nuofi®ipported agents, is as follows

« 500 Agentsor less: If your need is for a small number of agents, uggest to install a local database using the Maftd®QL Server Desktop
Engine included on the same system.

» From 500 to 5000 agents: In this case we suggest to keep using a locabda&but switch to a Microsoft SQL Server 2000 Hzet2 GB limit.
In this case the license has to be separate ar8iQheserver must be installed before the CSAMQhis case it is still possible to have a remote
database to have even better performance.

« From 5000 to 10000 agents: Use of a remote database is recommended for slacheanumber of agents. We also recommend usgoof t
servers, one for configuration, and the other falipg. In this case one can be used for configanadnd one for polling. This would allow, in
case of an attack, to have the configuration sdreerand able to deploy changes faster in ordenitigate the attack.

For more information on how to install a remoteathaise, please refer to the “CSAMC installation gtid

The image shows the architecture in case of a enetabase:

Figure 4. CSAMC Architecture in Case of Remote Database Installation
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Secure the VMS Server

Now that the basic hardware and software requirésreme defined, it is time to examine how to comfeggthe servers themselves to be ready for
management. As a general security axiom, to sdmsts, pay careful attention to each of the comptneithin the systems. Keep all systems up-
to-date with the latest patches, fixes, and sdnfdfor VMS, you must make sure that you have ttestaVindows 2000 and Solaris patches and hot
fixes for security. Below is a detailed checklisitems to consider making sure your servers aadyéo be used as management servers:

1. Windows

« Install the operating system on its own partition.

« Do not install VMS on primary domain controller (EBPor backup domain controller (BDC).
» Use strong passwords.

« Avoid creating network shares.

« Disable unnecessary accounts.

e Secure the registry.

« Apply all hot fixes and security patches.

« Disable unused and unneeded services (at a miniM{intdows requires the following services to run:nmn Name System (DNS) client,
event log, plug and play, protected storage, andritg accounts manager. Do not install Microsoftiernet Information Server [IIS].)

» Disable all network protocols except Internet Pcotand Transmission Control Protocol (TCP/IP).
< Monitor the security of your system regularly.

« Limit physical access to your server.

« If possible, do not install remote access or adstiaiion tools on the server.

 Periodically run a virus scanning application oe server.

2. Solaris

» Use strong passwords

» Do not install Network Infrastructure Solutions @INIS+) and DNS servers
< Limit physical access to the server

« Disable unnecessary accounts

3. Use Cisco Security Agent to protect your VMS seilW&mdows only)

It is a good idea to actively protect your Windobased VMS server with a host IDS/IPS solution {ileco Security Agent. Cisco Security
Agent is a behavior-based host IPS. It stops niytthie malicious or unexpected application fromaxang in the system, but also stops
exploits like buffer overflows, and can work asrawall to control inbound and outbound network wections and services.

Three Cisco Security Agents are shipped with VM$rutect the Windows-based VMS servers, includiefadlt group policies specifically
designed to lock down VMS servers. The three C&ecurity Agents are intended to protect VMS configion server, VMS monitoring
server, and VMS auto-update server. If your deplerynonly has one server installed, then only oremtig required. If you have more than
three servers to protect, more Cisco Security Ajieemses need to be purchased from Cisco.

The default Agent used is called “CiscoWorks VMSt®m”, which consists of the following 5 modulesiile 9).

Table 9. VMS Server Default Group Policies to Completely Secure the Server

Policies Description
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CiscoWorks Base Security Module Base policy for all systems running CiscoWorksues attached)

CiscoWorks VMS Module Module for servers running CiscoWorks VMS produminponents (22 rules attached)
CiscoWorks Restrictive Security Module Module for systems running only the VMS bundle ({&2s attached)

CiscoWorks Application Classification Module Module classifying CiscoWorks applications (6 rugsched)

CiscoWorks CSAMC SQL Server Module Module for SQL Server on the CSA MC system (3 raigached)

The 38 rules associated with these three policasat all be explained here. For more details pleader to the CSAMC User guide.

VMS APPLIED
Now that we have determined how to deploy the camepts of VMS from an installation perspective, veed to take a look at how these
applications should be deployed from a functiomahdpoint. Three basic questions will be addregséuis section:

1. What is the management function of each applic@tion
2.  What devices can | manage?
3.  What types of services do | need to enable?

The first question requires a detailed look inte tapabilities of each product. Then this inforomaiis used to determine what aspects of your
security management can and should be managecchyoéthe components within VMS. The second quastidl clarify confusion surrounding

the variances in devices supported by the compamgiications. Finally, the last question look&iaiv each application touches the device(s) that
it manages. By examining the communication prot®beaing used, we can compile a list of requiremin@sensures a successful deployment of
VMS. For the sake of clarity, we will examine eadtthe questions on a product/server basis.

Note: The components of a Cisco network infrastructueediverse and varied. However, for the purposesdi§cussion surrounding security,
we are only focusing on five classes of objectsc@ilOS routers, PIX firewalls, VPN concentratdBxS sensors, and host-based Security Agents.
This does not imply that VMS is not able to manatier elements, simply that these are the pie@sdiuire special attention.

A Word About Management Subnets (Out-of-Band Manage  ment)

In many networks, it is desirable to design a seamanagement subnet. This is commonly referred tmt-of-band management and describes a
situation where your management stations residendsolated subnet separate from the network elentleat they are trying to manage. This is
attractive to many network administrators due wittherent higher level of security and clear fioral division within their network.

As is the case with all network management toasyéver, VMS requires network access to the devieasit is trying to manage. So when making
this decision, consider that, while it might beicsle to have a completely isolated managememetyiit will do you no good unless there is IP
connectivity to the rest of the network. This minstcarefully planned out when deploying VMS in sachenvironment.

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 19 of 42



CiscoView (delivered within Common Service)
1. What is the management function?

CiscoView provides graphical web-based device memagnt. Users of CiscoView are able to see a graptepresentation on their computer
screen. This tool allows you to monitor real-timevide status, and in certain cases make configuratianges to those devices. From a VMS
perspective, CiscoView is positioned as a troutdeting tool. If there is a problem within the netlw@and that problem has been isolated to a
single device or interface, then CiscoView can seduo look at the statistics associated withdleaice and consider potential configure
variable(s) to solve the problem.

2.  What devices does it manage?
CiscoView provides support for the majority of GdOS routers, Cisco Catalyst switches, VPN 30Q@ceatrators, and the PIX family.
3. Which services do | need to enable? (Applicatiartquol requirements)

CiscoView relies entirely on Simple Network ManagermProtocol (SNMP) get/set operations (UDP poff) X6r its functionality. From the
CiscoView server to the device, you need to en8bIBP traffic. Furthermore, the devices that youraemaging must be configured to
support SNMP. Cisco 10S Software devices can sufymih get and set operations (for both monitoeng configuration), so both read and
write community strings are configured separatelprovide this level of granularity. For the VPNGB0Oconcentrators and the PIX firewalls,
only SNMP read operations are supported, so witilegan monitor these devices, configuration usiisg@/iew is not possible.

RME
1. What is the management function?

A description of the functions of RME would take amtire paper by itself. In general (and from ausiég perspective), the purpose of this
application is for basic network management openatand administration. This tool provides:

« Inventory management to keep track of the devicg®ur infrastructure

» Configuration management to manage the configuratad your network devices

« Change audit control to keep track of any changesfiguration or otherwise) occurring in the netiwor
» Software image management to facilitate the maartee of software versions

« Syslog management to receive and analyze syslogages sourced from the network devices

As this list shows, RME functionality provides b&hbeyond the scope of security infrastructure agement. In our case, however, we focus
on the benefits that it provides to our environmé@ftspecial interest is the fact that RME can gatgeconfiguration reports, software image
upgrade analysis, and syslog reports specific th-v#ated infrastructure and environments.

2.  What devices does it manage?

RME provides support for Cisco 10S routers, VPN @@0ncentrators and PIX Series. The caveats aréothtihe concentrators, RME does
NOT support configuration management and only mlesilimited support for software image managentemtPIX firewalls, RME provides
limited support for syslog management. If you rdfack to the diagram of our reference topology §Fégl), you will see that this essentially
covers all aspects of our network with the exceptibthe IDS sensor. For this reason, RME is fre¢jyaeferred to as our “core” management
application.
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3. Which services do | need to enable? Applicationqurol requirements

RME depends on several protocols to manage itxédevirhese include SNMP, Telnet, TFTP, and Syslomng others. Because
the subcomponents of RME are so varied, along thighdifferent devices, the application protocoluiegments for this tool are summarized in
Table 10.

Table 10. CiscoView and RME Protocol Requirements

Application Traffic Flow Service(s) TCP/UDP Port Number
CiscoView SNMP UDP 161
Inventory Manager SNMP UDP 161

Telnet TCP 23
Configuration Manager TFTP UDP 69
SNMP UDP 161
Telnet TCP23
Software Image Manager TFTP UDP 69
SNMP UDP 161
Change Audit Services Syslog UDP 514
Telnet TCP 23
Availability Manager SNMP UDP 161
ICMP N/A
Syslog Analyzer Syslog UDP 514

Based on this matrix, it is important to make st the devices you are managing with RME areigaréd to provide the proper information.
SNMP read (and write where applicable) communitings need to be configured. The Telnet serviceglgith a login password needs to be
enabled. Finally, the devices need to be configtmgabint their syslog messages at the RME server.

Common Services
1. What is the management function?

Common Services is a server environment that pesvédcommon set of services and management fusttiansuite of client applications—
the Management Centers. These services and fusétiolude the following:

« Data storage and management
* A web infrastructure
e Session management
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¢ User authentication and permission management
« Common environment for multiple client applications

You must install Common Services on your serveotseyou can install any of the Management Cengasurity Monitor, or AUS. These
applications integrate with Common Services andtiiseervices and management functions provideddmmon Services.

What devices does it manage?

Since Common Services simply provides the serveér@mment, it does not directly manage any particaletwork devices. The management
is typically handled by the applications that sittop of Common Services.

Which services do | need to enable? (Applicatiastquol requirements)

Common Services is responsible for the web infuattire of the VMS Management Center applicatioasngerms of application protocols, it
is important to maintain the connection from théowetent to the web server. Typically, this will BETP and HTTPS traffic through pre-
assigned port numbers:

e TCP 1741—HTTP port for CW desktop login session

e TCP 1742—HTTPS port for CW desktop login session

e TCP 443—HTTPS port for all MCs and AUS user webisess

e TCP 1751—HTTP port for AUS OS and PDM image download

For a comprehensive list of TCP and UDP port nusmibised by Common Services, consult the productrdentationnstalling CiscoWorks
Common Services on Windows 2000.

Management Center for VPN Routers

1.

What is the management function?

The purpose of Router MC is to provide an easy igamnt interface to set up and maintain VPN conmmesbetween multiple supported
Cisco 10S Software devices in a hub-and-spoke tapolRouter MC also provides configuration supforthe PIX Firewall feature set on
Cisco 10S Software devices, except Cisco Cataly806Series switches. Router MC allows network margtp quickly and easily provision
all critical connectivity, security, and performangarameters for a site-to-site, large-scale VPizlug a point-and-click web-based interface
and preconfigured components for VPN creation, BRoMC also allows the quick configuration of smalEmpler VPNSs. In addition to
configuring hub-and-spoke VPNs, Router MC also yets replace leased-line connections with VPN catiors, or prepare VPN
configurations for routers not yet on the network

What devices does it manage?

Router MC is used to manage VPNSs across Cisco ¢Ofens and VPN Service Modules in Catalyst switchegeneral, the application is
hardware-platform agnostic. It only cares aboutviirsion of Cisco 10S Software and the supportetufe set. The basic rule is that the
routers have to support IPSec, Secure Shell Prog8&#), and named access lists. Table 11 list€theo I0S Software versions that have
been tested with Router MC.
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Table 11. Supported Cisco IOS Software Versions in Router MC

Cisco |0S Software Platform Minimum Cisco I0S Software Version
7100, 7200 (Hub) 12.1(9)E

7400 (Hub) 12.1(9)YE

3620/40/60 (Hub) 12.2

TAXXIT2XxXI74xx (Spoke) 12.1(9)E

XM 2600/10/11/20/21/22/50/51/91 and 3620/40/60 12.2

1710/20/21/50/51/60 (Spoke) 12.2

803, 806, 831, 826, 827 (Spoke) 12.2

3725, 3745 12.2

Catalyst 6500 with VPN Service Module 12.2(9)YO1

3. Which services do | need to enable? Applicationquol requirements

Router MC uses SSH (TCP port 22) to configure tlselOS routers. The SSH session is establisheshwhvices are initially imported into
Router MC. Then, when configurations are pushedmthie devices, this session is also encryptathuSEH. Figure 5 provides an illustration
of how Router MC is applied to our reference togglo
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Figure 5. Router MC Applied
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Management Center for Firewalls

1.

What is the management function?

Firewall MC is a policy tool that enables you tormage your PIX Firewalls and Catalyst Switch Firdvgarvice Modules by configuring new
firewalls and importing configurations from exigifirewalls or configuration files. You can configufirewall device settings, access rules,
and translations rules. These configuration changaghen be deployed to the firewalls on your oetwFirewall MC also provides a
powerful tool for controlling changes made to yaetwork, showing configuration and status changes.

What devices does it manage?

Firewall MC is used to manage the PIX firewalls dinelall service modules deployed throughout yoetwork. These include all the PIX
platforms: 501, 506E, 515E, 525, and 535, and #tal¢st Firewall Service Module. Supported versiaresPIX 6.0.x up to 6.3.4 and FWSM
from 1.1.x up to 2.3.1.

Which services do | need to enable? (Applicatiastquol requirements)

Firewall MC uses an encrypted session to manadditdg-irewall devices and service modules. Thegwokthat it uses is SSL (or HTTPS)
and the port number assigned for this connecti@rCB port 443. Therefore, it is necessary to pefi@P 443 to a PIX Firewall (from the
management interface) in order for Firewall MC topgerly manage the device. Figure 6 provides astilation of how Firewall MC is applied
to our reference topology.
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Figure 6. Firewall MC Applied
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Auto Update Server

1.

What is the management function?

AUS is responsible for storing configurations anftware images for PIX firewalls. Firewalls opengtiin auto-update mode periodically
contact AUS to upgrade software images, configanati and versions of PDM, and to pass device irdtion and status to AUS. Using AUS
also facilitates managing devices that obtain taédresses through Dynamic Host Configuration Rat(DHCP) or that sit behind NAT
boundaries. Typically, because of this managementtifon, the AUS is deployed in a publicly accelesDMZ which the remote site PIX
firewalls can contact directly.

What devices does it manage?

Firewall MC is used to manage the firewalls deptbyfgroughout your network. These include all th¥ platforms: 501, 506E, 515E, 525,
and 535, and Catalyst Firewall Service Modules. ABlquires the firewalls to be running OS versidhd. later because it requires the Auto
Update feature.

Which services do | need to enable? (Applicatiastqeol requirements)

AUS talks to two different pieces in our topologagram. The first piece it talks to is the FirewdIC server. If these two applications are
installed on the same system, you do not need tojatrout the communication architecture. Howeifeghey are installed on different
servers, then you should be aware that the FireM@lwill push configuration files to AUS using SSTherefore, it is necessary to open up
TCP 443 to the AUS system.

The second piece is the actual communication bettwe=AUS and the PIX Firewall itself. In this seein, there is two-way communication
and both occur through SSL. Therefore, it is ndy orecessary to open up TCP 443 to the AUS fronPtixeFirewall, but also vice versa. For

© 2005 Cisco Systems, Inc. All rights reserved.
Important notices, privacy statements, and trademarks of Cisco Systems, Inc. can be found on cisco.com.
Page 25 of 42



transfer of binary images (PIX and PDM softwarkijs will be transferred using standard HTTP ovePTIZ51 (this can optionally be
changed to SSL). Figure 7 illustrates how AUS igliag to our reference topology.

Figure 7. AUS Applied
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Management Center for IDS
1. What is the management function?

IDS MC manages configurations for Cisco IDS sensbinsough a series of web-based screens, you cangeaall aspects of sensor
configuration. You can manage individual sensora group of sensors having a common configurafitie. sensor configuration data resides
in a database. IDS MC can also perform signatudaigs by downloading the update archives from itkedONeb location and then
distributing these signature updates to the apatgpsensors.

A separate but closely related product, Monitoi@enter for Security (Security Monitor), providesat collection, viewing, aggregation,
correlation, and reporting capability for networwites. This is covered in the next section.

2.  What devices does it manage?

IDS MC manages the Cisco IDS appliance sensorLidwm IDS Module for the Catalyst 6500 and for Rauters (NM-IDS) and the IPS IDS
feature on the routers. The IDS software requicedtfe application is determined by the platforralfle 12).
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Table 12. Required IDS Sensor Software for IDS MC

IDS Sensor Platform

Minimum Required Software

3.x Cisco IDS Appliance Sensor 3.0.1
4.x Cisco IDS Appliance Sensor 4.0.1
IPS IDS for 800, 1700, 2600, 2691, 3600, 3725, 3745, 7200 12.3(8)T4
Catalyst 6000 IDS Module (IDSM-1) 3.0.5
Catalyst 6500 IDS Module (IDSM-2) 4.0.1
Module for 2600XM, 3660, and 3700 Series Routers (N M-IDS) 4.0.1

3. Which services do | need to enable? Applicationquol requirements

IDS MC uses two protocols to manage the IDS

« RDEP is used for 4.x sensor for import and deployménhe configuration. RDEP uses port 443
e SSH for I0S IDS and 3.x sensors. SSH uses port 2?moect to the device.

Figure 8 illustrates how IDS MC is applied to oeference topology.

Figure 8. IDS MC Applied
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Security Monitor
1. What is the management function?

The Security Monitor provides a web-based real-timerface for event collection, viewing, aggregaticorrelation, and notification for the
following devices:

» Cisco Intrusion Detection System Sensors (botraBk4.x)

« Cisco IDS Service Modules on Catalyst switchesHhBiSM-1 and IDSM-2)
» Cisco IDS Service Module on Routers

« Cisco I0OS Router running IDS software

» Cisco Security Agents (forwarded by Cisco Secukiggent MC)

* PIX Firewall

» Cisco Firewall Service Modules on Catalyst switches

e Another Security Monitor server.

The Security Monitor events are displayed on aarustable event viewer. Security Monitor also alloyes to write some basic event
correlation rules to consolidate events. Thesesrcd@ also be set up to provide real-time notificet

2.  What devices does it manage?

Security Monitor can receive security events frave Sources with the following software requirenseffable 13).

Table 13. Required Software for Security Monitor Devices

Security Event Source Minimum Software Required
3.x Cisco IDS Appliance Sensor 3.01
4.x Cisco IDS Appliance Sensor 4.0.1
IDS Module for Routers (NM-IDS) 4.0.1

Catalyst 6500 IDS Module (IDSM-1) 3.05

Catalyst 6500 IDS Module (IDSM-2) 4.0.1

Cisco 10S Router Cisco 10S Software with IDS features set
PIX Firewall Any version that supports syslog

Catalyst 6500 Firewall Module 1.x or 2.x

Cisco Security Agent MC 4.0

Security Monitor SecMon 2.0
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Which services do | need to enable? Applicatiortqol requirements

Since the Security Monitor has so many data inpuis necessary to consider each of these indallgin terms of application protocol
requirements.

For 3.x sensor appliance and IDSM-1 IDS service utedSecurity Monitor uses PostOffice protocoleogive events from devices.

For 4.x sensor appliance, IDSM-2, IDS service medigcurity Monitor uses RDEP, which based on HTT®ull events from devices,
while for I0S IPS and other SecMon servers, Seciibnitor uses SDEE.

For Cisco Security Agent, Security Monitor use HBTt® pull events from Cisco Security Agent MC.
For the other data sources (PIX firewalls, andw@eService Module), the events are sent to Sgcionitor through syslog.

This means you must allow PostOffice (UDP 4500@) syslog (UDP 514) to the Security Monitor serwehnjle RDEP (TCP 443), HTTPS
(TCP 443) from Security Monitor to the devices. g9 illustrates how Security Monitor is appliedour reference topology.

Figure 9. Security Monitor Applied
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Monitor Center for Performance

1. What is the management function?

Monitoring Center for Performance 2.0.1 (Perfornelmnitor) is a browser-based tool that monitord oubleshoots the health and
performance of enterprise network security serviBesformance Monitor replaces the VPN Monitor dpplication. Supported service types
are remote-access VPN, site-to-site VPN, firewedlb server load-balancing, and proxied SSL. It Esajou to increase service availability
by isolating, analyzing, and troubleshooting sigaifit events in your network as they occur. Perforce Monitor does not require expertise
with IPSec or other security technologies.
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2.  What devices does it manage?

Supported service types are remote-access VPNpsgtite VPN, firewall, web server load-balanciagd proxied SSL.

Table 14. Supported Sevices and Required Software for MCP

Series Supported Devices Software Versions Supported Services

Cisco VPN Routers 7100 and 7200 series 10S 12.1(8)E, (12.2(8)T8,(5B)3 and later Site-to-Site VPN
7400 series I0S 12.2(15)B, 12.2(9)YE, 12.3(4)T2] kater Site-to-Site VPN
3700 series I0S 12.2(13)T, 12.3(5b), and later -BitBite VPN
800 series 10S 12.2(13)T, 12.3(2)T, and later RitSite VPN
1700 series I0S 12.2(13)T, 12.3(5b), and later -BitBite VPN
2600 and 3600 series 10S 12.2(13)T, 12.3(5)A, atet | Site-to-Site VPN

Cisco Catalyst 6500 Firewall Service Module 1.1(1), 1.1(2), and 1.1{8%h 10S 12.2(14)SY, 12.1(13)E, Firewall

Switches and later on SUP 2

12.2(17b)SXA, 12.2(14)SX1, and later on SUP 720

VPN Service Module 12.2(14)SY, 12.2(9)YO1, andrawe SUP 2 Site-to-Site VPN
12.2(17b)SXA and later on SUP 720

SSL Service Module 1.1(1), 1.2 with I0S 12.1(13Rd later on SUP 2 SSL
12.2(14)SX1 and later on SUP 720

Content Switching Module 3.1, 3.2 with 10S 12.1(13)E and later Load Balancing

(Load Balancing)

12.2(14)SX1 and later on SUP 720

Cisco PIX Firewall PIX 501, PIX 506E, PIX 515, PIX 6.0 and later Firewall
PIX 515E, PIX 525, PIX 535

Cisco VPN 3000 series 3.0 and 4.1 and later Remote Access VPN
Concentrators

3. Which services do | need to enable? (Applicatiartquol requirements)

MCP requires mostly SNMP (UDP port 162) and HTT@®unhction. The MCP server will periodically potie devices to retrieve the IPSec
MIB information, while for firewalls some of theformation are also retrieved using HTTPS connesttorthe PDM code.

MCP supports different devices and for each of ifierent services need to be enabled; hereii aflthem:

< VPN 3000 Concentrators. enable SNMP, HTTPS(for user logout feature), XMterface(to get cluster detail), syslogs (for usgin
details)

* VPN Router: Enable SNMP and VPN related traps

e Catalyst 6500 + CSM module: enable SNMP and CSM related traps
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e Catalyst 6500 + VPN module: enable SNMP and VPN related traps
» PIX and Catalyst 6500 + FW module: enable SNMP, HTTPS server and HTTPS access atasys
e Catalyst 6500 + SSL: enable SSH access

Figure 10 illustrates how VPN Monitor is appliedaar reference topology.

Figure 10. MCP Applied

fll

_ DMZ Servers E]I\_

Enterprise HQ [ = IDS Sensor
o yr— _r31 .\\

'.’\1 DMZ )) E_I]

N

_-\-__ _/,r ——
o g PIX Firewall :
\\——H_ Enterprise
Gateway 10S IPS
{ et [ g

P S

'3 Corporate ~ .-7"~"

Network .-~
B _— Catal\«’st with
_______ » BSSAN Firewall, VPN,
------- »Pacll SSLand CSM

blade.
-------- >
10S VPN Router TRARS HTTRS
*Forthe traps each device will sendtothe ~ TTTreee S >
MCP server only those related to the monitored SSH (for the SSL  SNMP Road
services, for example VPN traps for the routers. content blade only)  Access

Note: Given these requirements, it IS possible to use ME&R remote VPN device. However, this may notriteady practical for two reasons:
First, this type of monitoring does not scale afi.\v@e=cond, in most cases it is sufficient to viga® VPN metrics from one end of the tunnel (and
not both).

Cisco Security Agent MC
1. What is the management function?

The Cisco Security Agent MC is a product that caanmnts the network-based IDS management providEaSriMC and Security Monitor
and gives VMS a truly comprehensive solution to aganintrusion detection. The purpose of Cisco SgcAgent is to protect individual host
systems from intrusion. The agent sits on the hesif and examines system calls to the OS keooehparing these to a database of
predefined rules and policies. Events are repdyéatt to a central Cisco Security Agent Managememit€?, which consolidates the
information from the agents it is managing. If &rmatch is found, Cisco Security Agent has thétghio either prevent the operation or
prompt the user for permission, and at the same sinoot off a real-time notification.

This model of protection has been proven to miégagll-known threats such as Sasser, Bagle, Bladigdboom and many other exploits
without the need of any user configuration. As stilsh Cisco Security Agent is especially importantise on your important network hosts—
which is at your discretion. In our reference tamy, we recommend installing the Cisco Security gmde on all the network management
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servers that comprise the VMS solution, thus ptatgo/our important network management systems. wiadecommend installing Cisco
Security Agent on all the DMZ servers as well asote desktops and laptops. These servers or deskibpeport security events back to the
Cisco Security Agent MC, which can then be forwar&ecurity Monitor.

What devices does it manage?

The Cisco Security Agent does not directly intexgith Cisco network devices; however, it does iatemwith network hosts using the Cisco
Security Agent kit installed. At present, the feliag OS versions are protected:

¢ Windows 2003

e Windows XP ( SPO pr SP1)

* Windows 2000 Professional, Server, Advanced Sd€8#@r0, 1, 2 or 3)
¢ Windows 2003

« Windows NT Workstation, Server or Enterprise Se(&®5 or higher)
» Solaris 2.8 (64-bit kernel)

« RedHat Enterprise Linux 3.0

It is recommended that you consult the product demtation to verify the current available optiorttod Cisco Security Agent software.
Which services do | need to enable? Applicatioriqmol requirements.

For Cisco Security Agent to work properly, the aganust be able to communicate with the Manage@enter. This is necessary so that the
agents can report security events to the Manage@amter, and just as importantly, so that the Manant Center can make policy
configuration changes for the agents and agentpuaiiodically get the latest policies from the Maement Center. This communication is
accomplished through standard HTTP and HTTPS. Eigdrillustrates how the Cisco Security Agent Mamagnt Center is applied to our
reference topology.

Monitor Center for Cisco Security Agent now has ¢apability to install the database in a remotsteluin order to have a better scalability
and allow the support for up to 100,000 devicethil is done, the communication between the VM8eseand the server with the database
will be over ODBC to SQL server, and the databaserer port will be 1433.
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Figure 11. Cisco Security Agent MC and Agents Applied
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Clearly, it is important to determine where to agpthe various components of VMS, and distinguistatxelements of the network infrastructure
each piece manages. Table 15 summarizes the informmresented in this section along with the aisged management protocols that must be

enabled in order for the applications to functioogerly.

Table 15. Summary of VMS Components Applied

Application Protocols

CiscoView SNMP

RME SNMP, Telnet, TFTP, Syslog
Firewall MC HTTPS (SSL)

AUS HTTP, HTTPS, CNS

Router MC SSH

IDS MC SSH, SCP

Security Monitor PostOffice, RDEP, HTTPS

MCP HTTPS, SNMP
Cisco Security Agent MC HTTP, HTTPS, ODBC

*  This port number is customizable. TCP 443 isdbéault value.

TCP/UPD Port Numbers
UDP 161

UDP 161, TCP 23, UDPUDP 514
TCP 443*
TCP 1751, TCP 443, TCP 11011
TCP 22
TCP 22, TCP 443, TCP 69 (tftp) is require&olaris
UDP 45000, TCP 443, SySsibg, TCP 69 (tftp) is required on Solaris
TCP 443, UDP 161

TCP 80, TCP 443, TCP 1433
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CAVEATS AND GOTCHAS

When deploying VMS, it is important to realize #yecific services required by each individual aggilon. These are outlined in the previous
section. In certain instances, two different agilans may require the same type of access toti@ylar device (for example, CiscoView and VPN
Monitor both use SNMP to retrieve the managemedotinmation). Additionally, because some of the aggdions within VMS have a security focus,
sharing access to a device can be a potentiallientaus situation. This section outlines importamisiderations should you deviate from the
deployment guidelines provided in this document.

Considerations with NAT

NAT is used in many topologies. Although this igraat feature for security and address space ogatisr, it can create some problems with
management tools. This section discusses some aftreats and issues you may run into when yowg&f\VsS into a network environment with
NAT.

¢« NAT and AUS
— If you are using the AUS application and the seiseitting behind a NAT gateway, then you haveag special attention to the PIX
firewalls that you are managing. Consider a rerfd¥ethat contacts the AUS server. It will actuatiyntact the NAT address (not the real
address). When the AUS responds with the proper tdRlownload the updated configuration or softwarage, it will use the NAT
address. Conversely, if the AUS is NOT behind a NysTeway, you could configure it to provide itslr@adress. You need to decide
whether to use the NAT address or the real addoegsLL the PIX firewalls you are managing—and yaanaot mix the two (NAT and
non-NAT) within a single installation of AUS (Figuid2).

Figure 12. NAT and AUS
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— If you have instances in which you need to mand¥eiRewalls (both internal and external), it isca@nmended to install two copies of
AUS—one for the external firewalls that will use tRAT address and one for the internal firewall thil use the real IP address. The
NAT setting is configured under the Admin tab in 8U

¢ NAT and Router MC (Hub Side)
— If you are using Router MC to set up a hub-and-epdRN environment, you must be careful about tHedouter VPN interface. Because
of the way the product is designed, this interfaddress cannot be NATed. The VPN termination iaterimust be a publicly addressable
IP subnet. This is because, if the interface addeeslATed, then from the perspective of the pgeun, would need to assign it the NATed
address. However, the Router MC application orliywa you to assign by interface and not IP addressthes peer statements will be
incorrect. Refer to Figure 13 to see how the VPpbtogy must be built for compatibility with Rout®tC. (You can put the hub router
behind a NAT device, but the hub router’s IP musthe NATed).
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Figure 13. NAT and Router MC
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¢ NAT and Router MC (Spoke Side)
— There is also a deployment caveat with NAT and \&pbke devices. Router MC needs to manage the sfmkees (VPN peers) with

their real IP address because the current vergiRooter MC does not support the situation wheeesghoke’s IP address is NATed. (You
can put the spoke router behind a NAT device, ieitspoke router’s IP must not be NATed.)
¢ NAT and IDS MC (IDSMC server behind NAT)
— In this case the user have to specify the IP addheg the device has to use to contact the MG Gém be done at import time: while is the
import wizard, in the “Enter sensor information"gea you have to enter the IP address that the sbasdo use to contact the MC in the

“NAT address to MC” field at the bottom of the page

« NAT and IDS MC (Sensor behind NAT)
— In this case, the only action needed is to spehiypublic address for the sensor at import time

Multiple Syslog Daemons
Several applications within the VMS bundle can inezsyslog messages from various sources. Withmmdified OS support, we can also install

all of these applications on a single server. Ia skenario, we need to determine how to makef déilese syslog daemons compatible.

First, let's take a look at which applications caneive syslog messages and from which deviced€Ta):

Table 16. Summary of Syslog Server Applications in VMS

VMS Module Syslog Source

RME Cisco 10S Software, PIX, VPN3K

Security Monitor Cisco 10S Software, PIX, Firewall Service Module
MCP Cisco Firewalls and FWSM, Cisco VPN 3K

By default, all of these applications listen on Updtt 514. This is not a problem if these applmasi are split across different servers—you would
simply send syslog messages to multiple sourceaeMer, what happens when all of these applicativasnstalled on a single system AND the

customer wants to take advantage of all three gydd@mons?
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There are two ways Security Monitor can allevisiis problem. First, you can configure the port nembshould listen to for syslog messages. It is
UDP 514 by default, but that can be changed. Youatso set up Security Monitor to forward the sgsieessages to another port on that same
system or other systems. The other important fasttirat PIX firewalls can send syslog messagésed@ame host, but different port numbers. In
this situation, here is what you could do to maxirthe syslog functionality:

« From Cisco 10S Software, send syslog to RME at UJOP
« From PIX, send syslog to Security Monitor at UDPI%hd to MCP port Y
« From Security Monitor, forward syslog to RME at pXr

The port on which syslog is received is not impatrta MCP as it is simply reading the messages fitmrcrmlogger file. On installation, SecMon
records the port on which crmlogger is listenind antomatically forwards messages to this file.

MCP is simply reading the file and filtering the $sages it is interested into.

See Figure 14 to visualize this consolidation.

Figure 14. Syslog Consolidations in VMS
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Ideally, if you have at least two servers in thisrsario then you can take advantage of all threls.td he first box would be running Security

Monitor while the second system would be runninglRM

Cisco Security Agent Initial Deployment

A major component of the VMS bundle is the abititymanage intrusion detection and prevention oos level. The management servers for
VMS should definitely be considered critical, and recommend that you install the Cisco Securitymageftware on these systems. A default
policy group “VMS server” is also included in thés€o Security Agent MC of VMS bundle.

When initially deploying the agent kits, we reconmugoutting the agent in “Testing Mode,” which ofdgs any rule violation without actually
taking any action. Use “Testing Mode” for the fisgtveral weeks of regular use so you can develsgliha policies based on the events received
during the testing period.

Out-of-Band Management
In many networks, it is desirable to design a seamanagement subnet. This is commonly referred tmt-of-band management and describes a
situation where your management stations residendeolated subnet separate from the network elentleat they are trying to manage. This is
attractive to many network administrators due wittherent higher level of security and clear fioral division within their network.
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As is the case with all network management toasyéver, VMS requires network access to the devieasit is trying to manage. So when making
this decision, consider that, while it seem de$iréd have a completely isolated management sulinveit| do you no good unless there is IP
connectivity to the rest of the network. This miostcarefully planned out when deploying VMS in sachenvironment.

ACS integration for Role-Based Access Control
CiscoWorks VMS has seven built-in user roles (Hapky Approver, Network Operator, Network Admin, &ys Admin, Export Data, and
Developer) and users can have one or multiple rdlesse roles have fixed permission for what ther gan do in the GUI.

To implement fine granular and flexible Role-Bagentess Control (RBAC), ACS must be used togethén W¥MS to control what the user can
exactly do in a very detailed fashion. For examalRead Only user role in ACS can be configureshasvn in Figure 15 (picture taken from ACS).

Note: The VMS components supporting RBAC with ACS are MXS Router MC, FWMC and AUS. Security Monitor an8 &AMC cannot
integrate with ACS.

Figure 15. Configuration of a Read Only User Role in ACS
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VMS 2.X APPLICATION NOTES
1. Slow installation

If Virus Scan is turned on, the installation candrgger due to the Virus scan operations. We recenththat Virus Scan be turned off for a
faster installation.

2. InstallingVMS2.3and ACLM n the same server

When ACLM (ACL Manager) is installed over the Commfervices 2.2 for VMS, it can no longer commurdaaith JRM and therefore you
can’t do any job deployment. Hence it is necestaigstall the ACLM “update 1”.

3. Installing VM S2.3 and Campus Manager on the same Solaris server

For the following bug CSCsa50466 VMS and Campusaganhave problems if they are installed on thees8olaris server. The problem
does not exist in case of Windows installation.

First of all before upgrading apply all the latH3U to the server.

CSCsab0466: Campus Manager unusable on Solarld¥ ¥.3 CS installed.

The workaround is the following:

Apply jrm and corba patch and follow the followistgps for setting the proper java.library.path tmidcate .so files)

Go to /opt/CSCOpx/objects/dmgt and open the ‘dnegtaf. file look if you see the following entry im¢ file.
ANl Server y EDS, ANl DbEngi ne /opt/ CSCOpx/ canpus/jre/bin/java -
Xboot cl asspat h: / opt / CSCOpx/ www/ cl asspat h/ vbj orb. j ar:/opt/ CSCOpx/ canpus/jre/lib/rt.jar:/
opt/ CSCOpx/ canpus/jre/lib/il8n.jar -Xmnf0.1 -Xmaxf0.1 -Dj ava. cl ass. path =/ opt/ CSCOpx/
canpus/
ww/ cl asspat h/jndi.jar:/opt/ CSCOpx/ canpus/ ww/ cl asspat h/ provi derutil.jar:/opt/ CSCOpx/
canpus/ ww// cl asspat h/ dns. j ar:/ opt/ CSCOpx/ canmpus/ | i b/ cl asspat h: / opt / CSCOpx/ canmpus/ ww/
cl asspat h: / opt / CSCOpx/ | i b/ cl asspat h: / opt / CSCOpx/ ww/ cl asspat h: / opt / CSCOpx/ | i b/ cl asspat h/
servl et.jar -Dvbroker.orb.gcTi neout=90 -Xrs -Xmx512m com ci sco. nm ani . server. front end.
Ani Mai n

Modify the previous entry with the following:
ANl Server y EDS, ANl DbEngi ne /opt/ CSCOpx/ canpus/jre/ bin/java - Xbootcl asspat h: / opt/ CSCOpx/
www/ cl asspat h/ vbj orb. jar:/opt/ CSCOpx/ canpus/jre/lib/rt.jar:/opt/ CSCOpx/ camnpus/jrel/lib/
il18n.jar -Xmnf0.1l -Xmaxf0.1 -Djava. cl ass. pat h=/ opt / CSCOpx/ canpus/ ww/ cl asspath/jndi.jar:/
opt / CSCOpx/ canpus/ www/ cl asspat h/ provi derutil.jar:/opt/ CSCOpx/ canpus/ www/ cl asspat h/
dns.jar:/opt/ CSCOpx/ canpus/|i b/ cl asspat h: / opt / CSCOpx/ canpus/ ww/ cl asspat h: / opt / CSCOpx/
I'i b/ cl asspat h: / opt / CSCOpx/ www cl asspat h: / opt / CSCOpx/ | i b/ cl asspat h/ servlet.jar -
Dj ava. |l i brary. pat h=/ opt/ CSCOpx/ | i b: / opt / CSCOpx/ canpus/ | i b:/ opt/ CSCOux/ MDC/ i b -
Dvbr oker. orb. gcTi neout =90 - Xrs - Xmx512m com ci sco. nm ani . server. front end. Ani Mai n

Restart the daemons after editing dmgtd.conf ffils. recommended to take a backup of dmgtd.cdaffefore editing.
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Configuring Client Java (JRE) and Multiple JRE Versions

On Windows platforms VMS requires Internet Exploged with Service Pack 1. VMS also requires thabkies andJavaScript be enabled.
In addition, your client must have the correct JREalled, currently JRE 1.4.1_02.

There are two cases that frequently cause problems:

1) The browser is inadvertently forced to use annmgatible JRE

2) Multiple JREs are installed but not working or figared correctly. We realize that other managenpeotiucts, including those from Cisco,
require other JRE versions.

To prevent issues with your JRE we suggest takimgatctions:

1) Uncheck the “Use JRE..."” in your Internet Explorer

In Internet Explorer, go to: Tools -> Internet @pis -> Advanced and see what JRE version undédéiva (Sun)” section. Uncheck the “Use
Java 2 v1.4.2_04 <applet> (requires restart)” guméition in your browser. This will force the brawgo look for other JRE versions that are
installed. If the necessary needed JRE is notliadta/MS will then prompt you to install it dirdgtfrom the VMS server.

Internet Options

| General | Security || Privacy | Content | Connections  Progiams | Advanced |
Seltings:

Use Passive FTP [Torﬁewgll and DSL modem c_ornp_alibiﬁly}

|| Use smooth scrolling

&) HTTP 1.1 settings

Use HTTP 1.1

Use HTTP 1.1 through proxy connections
Ly Java [Sun)
' D Use Java 2 v1.4.2_04 for <applet> [requires restart] |
Microsaft Wi [
] Java console enabled [requires restart]
Java logaing enabled
JIT compiler far virtual machine enabled [requires restart]
ltirnedia

&

Don't display online media content in the media bar

Enable Automatic Image Resizing

Enable Image Toolbar [requires restart] |
Play animations in web pages V|
£ | | &

KIS K]

[ Restore Defaults ]

[ oK J[ Cancel ]
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2) Use Sun Java Web Start to properly handle mul@iBlEs on a single system with paths and environrmeatiables set correctly for each.

In the event you require more than one JRE versidre installed on your client PC we recommendgidava Web Start. Otherwise, you may
encounter problems resulting from your browser gisircorrupt version or the wrong version of JRE.

Java WebStart can be downloaded from the followsitey

http://java.sun.com/cgi-bin/javawebstart-platform.s

The README fttp://java.sun.com/products/javawebstart/docsfreaitm) contains comprehensive instructions on downlagdimstalling,
and using Java Web Start.

With Java Web Start users do not need to manupliiaie applications because each time they launepplication, it is transparently updated
from the Web, therefore the different JRE versiustalled on the computer are transparent to the Aseyou can see from the picture below,
Java Web Start lists all installed JRE versionga J&¥ebStart can be utilized to manage which versfaiRE is used with the appropriate
webpage.

x
~Java Runtime Versions

PIatformVer,,.|PruductVer.,,]ProductLuc...| Cummand[ Enabled [
13 1.3 htip:fjava.s... CiProgram... V]

13 [1.3106  |ntpifiavas... [CiProgram .| [

1.4 114102 ntipifavas.. [CiProgram .| [V

1.4 [1.4103  ntpifavas... [CiProgram .| [

1.4 |1.4.2_03 [hitp:dijava.s... [CiProgram ... [v]

1.4 1.4.0_01 |hitp:dijava.s... |CiProgram .| v

1.4 1.4.1_05 |hitp:ijava.s... |[CiaProgram ... v

Choose.. Find... Add
OK Reset Cancel

CONCLUSIONS

Evolution of VPNs and Security

In the recent past, we have seen huge growth ingkd for network security, specifically in threeas: perimeter network security,

secured transactions over public infrastructurd, @ervasive security on end systems. This growsihmhade it necessary to evolve

how a management scheme handles this environmbiah Wwas resulted in the introduction of the Ciscoké VPN/Security Management Solution
(VMS).

The CiscoWorks VMS provides customers with appiicet to assist in the management of their secspgeific hardware such as Cisco I0S VPN
routers, Cisco VPN Service Modules, Cisco PIX fia#le; Cisco Firewall Service Modules, Cisco NetwtDS Sensors, Cisco Network IDS
Service Modules, and host-based Cisco Security t5g&MS addresses the challenges of VPN deploynmemjtoring, development of perimeter
security policies, and management of intrusionctn. This paper provides some basic deploymeittedines for VMS by outlining the different
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components of the solution, what they do, and Heey tan be configured to work together. It is inieoh that, after reading this document, the
reader should clearly understand how VMS fits thiir network management scheme and the valuet thedls.

As with any dynamic environment, the needs andneldgies around network security are constanthhang. From a network management
perspective, VMS will continue to evolve to provideomprehensive set of tools to manage the urdagpects of this environment.
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