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MITIGATING ATTACKS IN VOIP ENVIRONMENTS

Wide-scale voice over IP (VolIP) implementationsdghsn Session Initiation Protocol (SIP) and H.3&3gaining traction and are starting to be

heavily deployed in large enterprises (Figure 9lR/is becoming an equivalently pervasive solutiothe small office/home office (SOHO)
market.

Service providers are deploying packet telephonfirielogies as an alternative to traditional cirswitched telephone networks in order to shift
traditional voice services to packet-based netwaridto create new services that combine datagyvaitd video information. The lower cost
associated with converged data and voice netwsrkgrime rationale for deployment of packet teteph

With the widespread deployments of VolP helpingihesses and individuals manage and accompliskariday-to-day tasks, the infrastructure
supporting VolP implementation must remain highdgwe and available. A small amount of downtimeregult in millions of dollars of lost
revenue and greater customer support costs. Thainmblocks of a VolP network—the endpoints, gatgsyand the gatekeepers—must have
hardened protocol implementations and be protemg@éhst possible denial of service (DoS) attackssdvers, or misuses.
Figure 1.  SIP and H.323 Wholesale Call Transport
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VOIP ARCHITECTURE

The VolP infrastructure helps connect multiple PSAid IP-based telephony endpoints. It consistdR#E323 gateways that help the endpoints
establish connections by providing them with cosiaer of the data format, directory services, artisignaling services. While SIP is growing in
popularity due to its use of (and similarity tojdmet technologies such as HTTP, H.323 is morelyideployed and the standard is more mature.

One of the main advantages of H.323-based netwsitke ability to manage available resources ftroating via H.323 gatekeepers. The
gatekeeper is the logical “switch” of the H.323wettk, providing several basic services to all erid{oin its zone.

Gatekeeper services include address translati@s (@me/number-to-network address), endpoint ailomisontrol (based on bandwidth
availability, concurrent call limitations, or regition privileges), bandwidth management, and zoaeagement (the routing of calls originating or

terminating in the gatekeeper zone, including mlétpath reroute). Gateways coordinate calls bynaanicating with gatekeepers using the
Registration, Admission, and Status (RAS) Protocol.
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H.323 OVERVIEW
H.323 is a collection of protocols and other stadgahat together enable conferencing over packe¢d networks (Figure 2). H.323 is embraced
by major vendors, and implementations range froekig applications to industrial-grade gateways.

Figure 2. H.323 Protocol Suite Overview
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H.225 OVERVIEW

The H.225 call signaling protocol consists of maanpprotocols and, as seen earlier, is part of tB@3suite. H.225 is used for connection
establishment and termination between endpoints.H.B825 call signaling protocol also supports staguiry, ad hoc multipoint call expansion,
and limited call forwarding and transfer. H.225| siginaling messages are exchanged over Q.931Q1&1 messages are exchanged over a TCP
stream demarcated by Transport Protocol Data Wrdk& (TPKT) encapsulations. The H.225 call sightathessage is transported as part of the
user information element of the Q.931 protocol. ASN.1 representation of the H.225 message is ettading the Packed Encoding Rules.
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Figure 3.  Basic Constituents of a H.323 Call
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Figure 3 represents a basic message sequenceeacahstituents of an H.323 call. The general aggiréa starting a call is to send a mandatory
admission request on the RAS channel, followedrbinial setup message on a reliable channel pramisiddress (this address may have been
returned in the admission confirmation messagejay have been known to the calling terminal). Asslt of this initial message, a call setup
sequence commences based on H.225 call signalematiygms. The sequence is complete when in theri€di message, the terminal receives a
reliable transport address on which to send H.2t8rol messages.

Note: A reliable transport address is used forsetiip for the terminal-to-terminal case, and &dsdhe gatekeeper-mediated case. The reliable call
signaling connection is kept active until a “Reke@omplete” message is received for all activesctinaled over the call-signaling channel.

Figures 4 and 5 depict the message sequence ofrmhiater- and intra-zone call-message sequence.
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Figure 4. Intra-Zone Call Message Sequence

Figure 5.  Inter-Zone Call Message Sequence
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H.225 SECURITY CONSIDERATIONS

As shown in earlier figures, H.225 call signalimglastatus messages form an inherent part of th23-tall setup. Various H.323 entities in the
network like the gatekeeper, gateways, and endpeimtinals run implementations of the H.225 protatack. In scenarios like this, it becomes
increasingly important to have robust implementagiof these protocols and to have proper secunigglcs to avoid protocol misuse and allow
attackers to use bugs in these implementationttaskavectors. Attackers can try and compromiseHta&25 protocol implementations; it is
possible to adversely affect the VolP network,dkjaalls, or lead to misuse of the VolP network.

Buffer Overflow Attacks

Since H.225 messages are PER encoded, the attazckearisencode the PER encoding lengths and trgaumsk buffer overflow at the receiving
endpoint. The ASN.1 representation of the H.22%qmal lays down some specific bounds on the lengthike fields, and protocol modules may
be susceptible to attacks based on these fields.

DoS Attacks

Attackers can try and send huge messages by sipecdyt-of-bound and large messages or fields. THaids to excessive memory usage at the
endpoints and gateways and can lead to a DoS afthekattackers can try to use PER encoding couwpidthe ASN.1 representation to encode
excessive recursive fields and lead to huge protgssid memory overhead at the endpoint.

Invalid Protocol Fields/Misuse
Attackers may use a vulnerability in the endpamplementation by sending invalid protocol fieldspmay misuse the misinterpretation of endpoint
software. This can lead to inadvertent leakageen$isive network topology information, call hijaokj, or a DoS attack.

Attacks Using Bad Patterns in String Fields
Attackers may use certain string fields in the Q.88d H.225 protocols to insert specific pattems$ @ompromise the endpoint implementation to
run specific attack code, like opening a back doofurther attacks.

THE CISCO IPS SENSOR SOFTWARE VERSION 5.0 H.225 ENGINE
To protect different H.225 implementations and [evfor a single point of misuse or attack detetfir H.225 implementations in the network,
an IPS is an ideal solution.

Because the call-signaling messages are exchanwged 6P PDUs, they need deep-packet inspectioriP&ncan be ideal to detect such attacks on
multiple H.323 gatekeepers, VoIP gateways, and @ntperminals by sitting at the edge of the netwdm IPS can also act as a central point for
various policy enforcements on H.225 messages @pinio the network.

In order to use the IPS as a detection/protect@ntpto protect against attacks by specially edfnvalid H.225 messages, and to protect against
the misuse and overflow attacks on various protéietdls in these messages, we need to analyze.2#5Hbrotocol. By analyzing the messages and
fields and applying static and user-tunable sigmathecks for the protocol implementation, an IBS grovide customers with a solution to protect
their H.323 implementations against such attackorscEspecially important is the SETUP call-sigmgimessage; this is the first message
exchanged between H.323 entities as part of theetip. The SETUP message uses many of the comrfoamid fields in the call-signaling
messages, and implementations that are exposedhatpe attacks will also likely fail the securilgecks for the SETUP messages. As a result, it is
highly important to check the H225 SETUP messagedbdity and to enforce checks on the perimefdhe network.
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Mitigation of VolP Threats with the H323/H225 Engin e Delivered With Cisco IPS v5.0 Sensor Software
Cisco IPS v5.0 Sensor Software utilizes advancgdrithms to accurately identify and stop threata MolP environment using the following
techniques:

TPKT Validation and Length Checks

For TCP streams, checks on the format of the TARHQ 1006), version number, and maximum length artopmed. This helps protect the
gateway from very large TPKTs or bad TPKT lengthceks, which in turn helps to ensure the sanitthefTPKT fields and that the TPKT length is
within the bounds defined by the policy.

Field/Message Validation (Empty or Absent Fields)
Validation in terms of empty or absent informate&leaments is performed. The actual H.225 messagjeaschecked for adherence to the protocol
specification in terms of field presence, lengtid ather criteria.

Information Elements Validation and Length Checking on Information Elements
Checks lengths and validations like presence/alesehinformation elements; checks for reservedesion Q.931 information elements for
SETUP messages. This helps ensure the sanity &EfR&/P message and that the SETUP message isingtrhisused.

Setup Message Validation

SETUP message checks, including presence/abseactuaf H.225 SETUP message payload, making satéht user information element is the
last one in the SETUP message, and making suréihavtal length of the actual H.225 SETUP messagelid, are performed to minimize the
possibility of invalid or too-large SETUP messagesching the endpoints/gateways.

Regexp Pattern Searches

Regexp pattern search capabilities on various SEfg8sage string components (URLs and e-mail ID$)Y2@31 string components (display
information) are implemented to allow the systermmaistrator to selectively apply policies and sigmas on fields that are subject to attack based
on the endpoint implementations.

Address Checks

Using the pattern search capabilities and lengétkisignatures, address fields like e-mail ID, URLand H.323 ID can have policies applied.
These policies are highly detailed; they allow gpy policies based on the above fields occurringgecific places, and not all occurrences of the
address fields across the messages.

Signature to Track the Maximum Number of SETUP Messages Seen on a Single Call-Signaling Connection
This specific check is incorporated to supportting the total number of SETUP messages that & isea call-signaling connection. This can
help to alleviate or stop DoS attacks based on JEfdssages.

ASN.1 PER validations
The H.225 engine facilitates catching PER encodimgrs like illegal or unknown choice/sequence tiélal, ASN constraint violations and the
message being too short for complete protocol decod
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Other Features Supported by the H323/H225 Engine in  Cisco IPS v5.0 Sensor Software

- Built-in support for the inspection of fragmented®Pb messages across TPKTSs, and the presence tiflmtl.225 messages in the same TPKT.
All'in all, the IPS H.225 engine helps the netwadministrator ensure that the SETUP message comioghe VolP network is valid and within
the bounds of the installed policies. It also h&psure that the addresses and Q.931 string fik&lEIRL IDs, e-mail IDs, and display information
adhere to specific lengths and do not have posattdek patterns in them.

With the inbuilt signatures for TPKT validation,931 protocol validation, and ASN.1PER validatioosthe H.225 SETUP message, the IPS
H.225 engine is ready to be used right out of thre Bhe Q.931 and TPKT length signatures are tunhplthe user to easily accommodate the
needs of the protocol implementation. Also, itléxible enough to be able to add and apply detailgdatures on specific H.225 protocol fields and
to apply multiple pattern search signatures ohalsifield in the Q.931 or H.225 protocol.

In summary, with the increased dependence on Vpjifications in today’s networks, businesses aremore exposed to threats that specifically
target voice protocols and VolIP infrastructure a8ks are expected to become increasingly sophistiGand attack tools more widely accessible.
The effects of such attacks generally lead to gison of VoIP services that invariably result irs¢oof revenue. In order to maintain business
continuity and maximize up time of critical VolP@jeations, Cisco IPS v 5.0 Sensor Software detiviecomprehensive implementation of a
H323/H225 Engine that accurately classifies Volfedls and stops such attacks through a varietytofraated inline IPS response actions.
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