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Q&A

CISCO IPS SENSOR SOFTWARE VERSION 5.0

GENERAL

Q. What are the benefits of Cisco IPS Sensor Softwarsion 5.0?

A. Ciscd IPS Sensor Software Version 5.0 delivers inlirteusion prevention to stop known and unknown atadls part of the Cisco Systems
Intrusion Prevention System (IPS) Solution, Cide8 ISensor Software Version 5.0 provides the igeiice to accurately detect, classify, and stop
malicious applications, viruses, and worms befhey tcan affect your network. Using Cisco's broaddhcoverage, Cisco IPS Sensor Software
Version 5.0 identifies an extensive range of atacsing multiple inspection and detection capaéditCisco's accurate prevention technologies
provide the confidence to stop malicious traffictigh the use of correlation and validation topistecting valuable business-critical data and
resources without the fear of dropping valid t&affi

Q. Can Cisco IDS sensors be upgraded to support Gk&&ensor Software Version 5.0 features?

A. Cisco IPS Sensor Software Version 5.0 supportsrakpkatforms, including the Cisco IDS 4215, IDS382IPS 4240, IPS 4255, IPS 4250-
XL, and the IDSM-2. Cisco IPS Sensor Software \@$.0 will also be supported on the IDS-4210 dedNM-CIDS (network module for Cisco
access routers), in promiscuous IDS mode only.

Q. Does the Cisco IPS Version 5.0 Sensor upgradenegutD upgrade on existing sensor platforms?
A. No. Cisco IPS Version 5.0 Sensor supports a simyde-the-network upgrade that does not require a CD

Q. Does the Cisco IPS Sensor Software v5 require patipontract or license?

A. Yes. As with any version of IDS or IPS solutiorsupport contract is required to obtain supportldirig access to software updates, signature
updates, and TAC assistance. With IPS Sensor Saftvasion 5.0 and above, the sensor will alsoiredhe presence of a license key to enable
the processing of signature updates.

Q. How is the license key obtained?
A. The license can be obtained through either of twethods: 1) manual registration at the Cisco licemsieb site

(http://www.cisco.com/go/licen$@r through the automated licensing mechanismigeavin the IPS Device Manager.

Q. What type of support contract or service offerisgvailable for IPS devices?
Cisco is releasing a new service offering callesc@iServices for IPS. This offering replaces theett SMARTnet offerings.

A.
Q. What is included with Cisco Services for IPS?
A. Cisco Services for IPS includes:

Access to signature file library and new signafiles for each registered IPS
Notification of availability of new or updated sigure files

Support for licensed operating system softwarefmh registered IPS

« Software updates including maintenance, minor,raajbr releases

« Access to security engineers at the Cisco TechAssistance Center (TAC) 24 hours a day, 7 daysekw
* Registered access to Cisco.com and its online letiyd base and service request management tools
« Advance replacement of hardware parts, dependintgenoverage selected

The Cisco Incident Control System includes embedded software and support from Trend Micro.
Point of sale and registration data will be provided to both Cisco and Trend Micro.
All contents are Copyright © 1992—-2005 Cisco Systems, Inc. All rights reserved. Important Notices and Privacy Statement.
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Q. Which Cisco support offerings entitle the end usesignature file updates?
A. Cisco Services for IPS includes signature file ugslaregistered access to Cisco.com, access to dgeZating system updates, and
hardware replacement.

Q. How do | obtain Cisco IPS v5 if | do not have ad@iServices for IPS contract on my existing Cide8 kensors?
A. Cisco IPS v5 can be obtained by purchasing IPS-SAUKor users who do not have a Cisco Services$H8rcontract.

Note: A valid Cisco Services for IPS contract is requiteabtain IPS signatures for the IPS v5 sensor.

Q. Will SMARTnet continue to be an option for IPS af@isco Services for IPS becomes available?
A. Cisco Services for IPS will replace SMARTnet foIP

Q. If I upgrade my sensors to Cisco IPS Sensor Soétwarsion 5.0, will | be entitled to new signaturgdates on the Cisco IPS Sensor
Software Version 5.0 code base?
A. Cisco IPS Sensor Software Version 5.0 requiredid @Gasco SMARTRet contract in order to obtain incremental signatpgrades.

Q. How do | obtain Cisco IPS Sensor Software Versignhifsl do not have a Cisco SMARTnet contract onemisting Cisco IDS sensors?
A. Users without a Cisco SMARTnet contract can ob@isto IPS Sensor Software Version 5.0 by purchast®gSW-K9-U. Note: A valid
SMARTNet contract is required to obtain IPS signegifor the Cisco IPS Version 5.0 Sensor

Q. If I choose not to upgrade to Cisco IPS Sensom@uét Version 5.0, will | continue to receive sigmatupdates on the Cisco IDS Sensor
Software Version 4.x code base?

A. Cisco will support signatures on the Cisco IDS 8efSoftware Version 4 train for a minimum of onayafter the availability of Cisco
IPS Sensor Software Version 5.0.

Q. What is Cisco Incident Control System?

A. The Cisco Incident Control System is a premiumlleeevice, which prevents new worm and virus outkseby enabling the network to
rapidly adapt and provide a distributed responseaBse the time that it takes a worm or virus @atbto spread around the world has decreased
from days to minutes, a proactive response miraftes an outbreak is detected is necessary todmpre the safety of enterprise networks. The
Cisco Incident Control System provides a solutimmiet that need. Collaborating with existing Cisatbreak prevention solutions, including

the Cisco IPS solution, the Cisco Incident ConBypétem provides rapid distribution of worm and simnmunization capabilities throughout the
network. This fast, proactive approach preventswgoand viruses from becoming entrenched, thusigkgmsure network availability, and
decreasing the costs associated with damage cleanup

The primary features of the system include:

« Up-to-the-moment threat intelligence, as discovénedrend Micro, an industry-leading antivirus amdrm expert
* Rapid response, enabling proactive prevention afrvgcand viruses
« Empowering of existing Cisco network and securityides to adapt in real-time for a coordinated onekwide response

For more information about the Cisco Incident CohBystem, visihttp://www.cisco.com/go/ics

Q. What are the hardware requirements for inline IRSabilities?

A. A Cisco IPS Version 5.0 Sensor can be configurtieeein the IPS (inline) mode or the promiscuous$ iRode. If your sensor already has
more than one monitoring interface, no additioreatiwvare is required to run Cisco IPS Sensor So&warsion 5.0 in the IPS (inline) mode.

IPS services require at least one monitoring iaterfpair (two monitoring interfaces). Cisco progidee option of upgrading sensors with a single
monitoring interface to support multiple monitoriimgerfaces. For more information on the variou$ lnd IPS sensor platforms and part numbers,
please refer to Cisco IPS 4200 Series Data She&teld athttp://www.cisco.com/go/ips

The Cisco Incident Control System includes embedded software and support from Trend Micro.
Point of sale and registration data will be provided to both Cisco and Trend Micro.
© 2005 Cisco Systems, Inc. All rights reserved.
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Q. What are the features delivered by Cisco IPS Se®sftware Version 5.0?
A. A complete description of features supported wiikc@ IPS Sensor Software Version 5.0 can be oltainth the product's data sheet,
available athttp://www.cisco.com/go/ips

Q. What are the management/monitoring options for €IBS Sensor Software Version 5.0?
A. The following options deliver support for Cisco IB8nsor Software Version 5.0:

¢ CLI (embedded in IPS sensor)

« IPS Device Manager (embedded in IPS sensor)

¢ CiscoWorks VPN/Security Management Solution (VMS)

» CiscoWorks Security Information Management Solu{itMS)

Q. Where can | obtain more information on CiscoworkdS/and SIMS?
A. For more information on CiscoWorks VMS, pleasetisip://www.cisco.com/go/vmd-or more information on CiscoWorks SIMS, please

visit http://www.cisco.com/go/sims

Q. How can | obtain more information on late breakihgeats and attack mitigation signatures suppastethe Cisco IPS Version 5.0 Sensor?
A. The Cisco IPS Alert Centehitp://www.cisco.com/go/ipsaléris a centralized site on Cisco.com that delivermprehensive information on
threats that can be mitigated using Cisco IPS sen$bis site provides the user with detailed infation on:

« Breaking News-Provides real-time information ore{ateaking threats

« Latest Threats-List of the threats surfaced inldlse7 days

« Active Threats-Threats seen most frequently & pypeatest danger

¢ Cisco IPS Active Updates-Links to the last 3 IPSiviecUpdate bulletins, the archives of bulletingh& IPS bulletin subscription site

¢ IPS signature descriptions-through the capabilityesforming advanced searches on the IPS NSDBadl&tSecurity Data Base) entries

Q. Does Cisco support a site that allows where CiB&users can discuss topics related to IPS?
A. Yes. The Cisco IPS Networking Professionals sitena Cisco IPS users to share questions, suggeston information about IPS
technologies. This site can be accessédtpt//www.cisco.com/go/netpro

IPS SERVICES TO STOP WORMS AND VIRUSES

Q. Can Cisco IPS Sensor Software Version 5.0 stop wamal viruses from compromising target systems?

A. Yes. Cisco IPS Sensor Software Version 5.0 deliidirse IPS services that have the ability to dpggkets and prevent attacks from
reaching target systems.

Q. Can asingle Cisco IPS device deliver IPS sentizesultiple subnets on the network?
A. Yes. Multiple monitoring interfaces on a sensor barpaired up such that each interface pair wiltdgeable of supporting a single instance
of IPS services. For example, a sensor that supfmut monitoring interfaces can simultaneouslyw#ellPS services to two network subnets.

Q. Can a sensor operate in either the promiscuousibBSmode or the inline-based IPS mode?
A. Yes. Cisco IPS Sensor Software Version 5.0 camétalled on a sensing device in either mode.

Q. Can a sensor operate simultaneously in both theipomious-based IDS mode and the inline-based IRf&o

A. Yes. Asingle IPS device may be configured suchittean operate in a hybrid mode to deliver pramis-based IDS and inline-based
IPS services, simultaneously. For example, if dabegontains five monitoring interfaces, it candoafigured to deliver two instances of inline
IPS services (through four of the five interfacas)l a single instance of promiscuous IDS operatisitgy the fifth monitoring interface.

The Cisco Incident Control System includes embedded software and support from Trend Micro.
Point of sale and registration data will be provided to both Cisco and Trend Micro.
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Q. What are the various response actions that cantifegared on Cisco IPS appliances?
A. Multiple automated response actions include padi@is, connection termination, access contro(A€IL) blocking on routers, switches,
and firewalls, generation of SNMP traps, and IPSiea logging.

Q. What types of packet-drop actions are availablé ttie inline IPS services delivered with Cisco BR$isor Software Version 5.0?
A. Cisco IPS Sensor Software Version 5.0 delivers maospacket-drop actions, including dropping tiggeer packet, dropping the entire
flow (that contains the trigger packet), and drogpéll packets from the attacker's source IP addres

Q. Can multiple response actions be performed simediasly?
A. Yes. At times (depending on the type of threat)@@pent scenario, and other criteria), multiplep@sse actions may be configured to
result in effective worm and virus containment.

Q. How does a Cisco IPS Version 5.0 sensor reactrtsosesoftware failure?

A. Since the IPS sensors are inline such that patiketshrough the sensor, the IPS sensors must stihjgh-availability features to ensure
business continuity. Cisco IPS Sensor Softwareivers.0 delivers automated fail-open mechanismswiihallow the sensor to pass packets
despite sensor software failure.

- Will the fail-open capability operate if a hard kifgils on a sensor?
. Yes. The sensor can be configured to operate liof@n mode in the event of a hard disk failure.

. Can this fail-open feature be manually configured?
. The sensor can be manually put into fail open nfodé&oubleshooting or testing purposes.

. How can my existing networking infrastructure adtability to my IPS deployment?

>O >»O PO

. IPS appliances allow network redundancy throughudeof spanning tree resolution. Because IPS égvct as layer two bridges, connecting
two or more between the same set of switches Wallvathe switch to determine the correct path todspackets to.

Q. What mechanisms are available to monitor the hedlItRS sensors?

A. Cisco IPS Sensor Software Version 5.0 supports 8itdptwork Management Protocol (SNMP) to delivaral information through SNMP
traps. SNMP can also be used to query the sensorifical sensor statistics and health. Sensoltth@Zormation can also be obtained at the
management console.

Q. How can | integrate IPS services into my netwofkaistructure?
A. Cisco IPS Sensor Software Version 5.0 deliversritiastry's first IPS solution that is integratetbi€isco Catalyst switches, with the IDSM-2
module that can be deployed in inline IPS mode.

ACCURATE PREVENTION TECHNOLOGIES

Q. What is accurate prevention technology, being @etisl by Cisco IPS Sensor Software Version 5.0?

A. Traditional IPS devices have been prone to gemgy#gise alarms. Packets that are dropped baséalsenalarms can result in network
disruption if the dropped packets are requiredhi@sion-critical applications downstream of the B&Bsor. The cornerstone of Cisco IPS Sensor
Software Version 5.0 minimizing false alarms, sti@t users can gain a high level of confidence wdrepping packets in IPS mode, thereby
ensuring business continuity. Crucial features agcRisk Rating and Meta-Event Generator (MEGhallisers to make intelligent decisions
when performing IPS drop actions.

Q. What are the main benefits of Risk Rating?
A. Risk Rating provides the user with an indicatiorh# relative risk of the traffic or offending hastntinuing to access the user's network. This
rating can be used either to illuminate the evémasrequire immediate administrator or to provad@eans for developing risk-oriented event
action policies. The Risk Rating is a calculatethbar that has four primary components-alert seyeating, signature fidelity rating, attack
The Cisco Incident Control System includes embedded software and support from Trend Micro.
Point of sale and registration data will be provided to both Cisco and Trend Micro.
© 2005 Cisco Systems, Inc. All rights reserved.
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relevancy rating, and target value rating. The Rigking ranges in value from 0 to 100. The highentalue for a particular event, the greater the
accuracy of an inline IPS packet drop action thatsisociated with that event.

Q. What are the various components of Risk Rating?

A. The event severity rating is a user-modifiable Wedd value that characterizes the damage poteaftiak suspect traffic. The attack relevancy
rating is an internal weighted value that charamtsrany additional knowledge that the sensor naas labout the target of the event. The asset
value rating is a user-defined value that represtg user's perceived value of the target hos.signature fidelity rating is a user-modifiable
weighted value that characterizes the fidelityhaf signature that has detected the suspect activity

Q. Is the user required to manually specify or tun®ak Rating components?

A. While these components are user-modifiable, it rhestmphasized that the Risk Rating is dynamicadiyerated for each event without
making it incumbent upon the user to tune each corapt. This greatly enhances the user experiencelbyering a usable framework that does
not require intensive user intervention.

Q. How can the resulting value of an event's RiskrRpkie used to enhance the confidence level ofd$ packet-drop actions?

A. The primary benefit of Risk Rating is the abilitydefine global thresholds within the range of ealthat the Risk Rating can assume. When
a Risk Rating threshold is defined, global evetibacoverrides can be assigned to the various tiotds. For example, if a Risk Rating threshold
of 85 is specified, it can be associated with &ptdrop action such that whenever a Risk Ratirigevgreater than 85 is generated, the malicious
activity will be stopped before it can cause damageritical assets.

Q. What is MEG?
A. Cisco IPS Sensor Software Version 5.0 incorporatiesnced sensor-level event correlation that gieesrity administrators an automated
method for enhancing the confidence level of tlassification of malicious activity detected by demsor.

Q. How is MEG different from correlation features tinady be delivered by IPS management systems?
A. The effectiveness of IPSs is greatly enhanced whemlation algorithms are embedded in the sefMdw.sensor can proactively take
automated response actions to effectively stop wa@amu viruses, immediately after they are idertibig the IPS device.

Q. For multifaceted worms that target more than orleenability, multiple alarms can result from a dmgrorm outbreak. How can these

events be efficiently correlated while assigning thost appropriate mitigation action to the coteglavent?

A. Nimda is an example of a worm that exploited migtiulnerabilities during its propagation acrossaeks, resulting in the triggering of
multiple events over a short time span. MEG takesguesswork out of making an accurate assessmehéamccurrence of multifaceted worms,
such as Nimda. MEG can consolidate all events ipantato the worm into a single meta event, cafidinda”; more importantly, all packets
associated with this malicious activity will be gped, preventing the worm from reaching its targbts is especially critical because the meta
event constituents can have low Risk Rating valhaswould not make them candidates for inline fagket drops. But in the context of the meta
event that signifies worm activity, these packets nsow be confidently dropped.

Q. How can events generated from multiple threat ifieation techniques be effectively correlatedntpiove the overall confidence level of the
resultant event?

A. MEG can be used to correlate and corroborate eteatsre generated through the use of the hylatiection techniques. For example, if a
denial of service (DoS) activity is detected throdle triggering of a traffic anomaly algorithm amdlassical “flood” type of signature, MEG can
be used to corroborate one event with the otherebly delivering a single meta event that indicatbgyher likelihood that the DoS activity has
actually occurred. This allows the user to makeoaeninformed decision.

Q. How can insight into the lifecycle of a maliciouseet enhance the confidence level of the resuéaent?
A. Historical trend analyses performed to charactatiedifecycle of worms often reveal a certain satpe of actions that are detected just prior
to its penetration. These actions may occur irfpihebing phase”, when a chain of reconnaissandeities is performed against the target network.

The Cisco Incident Control System includes embedded software and support from Trend Micro.
Point of sale and registration data will be provided to both Cisco and Trend Micro.
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MEG can be used to correlate the precursors to vpametration with the event pertaining to the wasalf. This increases the confidence level
of dropping packets associated with the worm.

MULTI-VECTOR THREAT IDENTIFICATION

Q. What are the main benefits of the Cisco IPS Se@sftware Version 5.0 Application Inspection Engine?

A. Organizations are becoming increasingly dependem/eb services. This increases their exposuresiodeld application-layer attacks.

The detection of misuse and attempts to bypassnaplgmented Web services security mechanisms regjthie ability to process application-layer
data. Cisco IPS Sensor Software Version 5.0 daligaradvanced Application Inspection Engine (AH&)uses sophisticated algorithms to
perform application analysis. The Application Insti@n Engine allows organizations to use their €S sensors to enforce policy decisions
based on content detected at the application Eyeistop malicious behavior on the network.

Q. Does the IPS sensor have visibility into applicatiayer attacks that would allow policy decisioapermit/deny such traffic into the network?
A. Application inspection technologies delivered is¢@i IPS Sensor Software Version 5.0 allow enforeemmgpolicy decisions based on
content detected at the application layer. Thisatao be extended to control permitted trafficwser-defined policies.

Q. How does a Cisco IPS device deal with users whatieepting to tunnel unauthorized applicationstigh commonly used ports as a way of
subverting corporate security policies?

A. Cisco IPS Version 5.0 Sensor detects and preventricchannel tunneling through Port 80. For exanalrequest message can be inspected
that indicates traffic is being tunneled throughb/erts using the application GoTomypc. Similadgers can easily disguise the use of file sharing
applications such as Kazaa by tunneling the traffiough Port 80. These types of activities caadmirately identified and subsequently stopped.
The benefits to the user are increased visibititg activity targeted to subvert corporate secyralicy, which eventually results in worm

mitigation and bandwidth preservation.

Q. Attackers can manipulate HTTP methods to disgtisdrtsertion of malicious code. How can Cisco IR$sibn 5.0 Sensor prevent this from
happening?

A. Cisco IPS Version 5.0 can be configured to enfREE compliance for HTTP methods to prevent suclusgéisThe users may permit or deny
specific HTTP methods (GET or POST, for example)dotrol HTTP transactions in a detailed manner.

Q. When a worm or virus injection vector is associatéth an e-mail attachment that can be charactgsidén certain commonly used MIME
types, how can | ensure that these MIME types atgearmitted into my network?

A. Cisco IPS Sensor Software Version 5.0 delivers acka MIME filtering mechanisms that can accuratdhgsify and stop certain MIME types
from causing damage to critical assets.

Q. Attackers have the ability to modify the contenteftain MIME types and embed malicious code withie body of a message as a way of
disguising attack vectors. How can my IPS sensevent this activity?

A. Cisco IPS Version 5.0 has the ability to verify tmmtent header with the actual content. For exapipthe MIME type is a JPEG, the IPS
sensor can verify that the message body is indd&E& message. This can help prevent attacks wiadigious code in contained in a non-JPEG
attachment under a JPEG MIME-type-header.

Q. What is the main benefit of Cisco's VoIP engine?

A. With the widespread deployment of VolIP, the infrasture supporting VolP implementation must be setappropriately. Even minimal
downtime can result in millions of dollars of losvenue and greater customer support costs. G&e&Ensor Software Version 5.0 supports a
VolIP engine that accurately identifies and prevaitzcks in VolP environments. The protection dEegateways from attacks such as DoS
attacks and buffer overflows helps to ensure bgsigentinuity.

The Cisco Incident Control System includes embedded software and support from Trend Micro.
Point of sale and registration data will be provided to both Cisco and Trend Micro.
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Q. How can the VolIP engine help protect my H.323-basgce infrastructure from attacks?

A. Many attacks in VolP environments are initiatedobefthe actual call is in session, during the gevitien the call is being set up through

the exchange of setup messages. The Cisco VolRehgips ensures protocol compliance of H.225sedllp messages. This engine also delivers
protection against attacks to voice gateways thiadyanced buffer overflow and URL overflow mitiigat

Q. Does Cisco IPS Sensor Software Version 5.0 suppgpection and mitigation of threats in portionstof network where Multiprotocol Label
Switching (MPLS) traffic exists?
A. Cisco IPS Version 5.0 has the ability to look daep MPLS traffic to stop threats in MPLS environmts

Q. Does Cisco IPS deliver protection from virus a¢yi?i
A. Network antivirus capabilities that are supportgddisco IPS Sensor Software Version 5.0 can acelyratassify and prevent virus outbreaks.

Q. How does the Cisco IPS Version 5.0 Sensor dealwffic that is intentionally modified by an atier using IPS evasion tools as a way of
evading IPS devices?

A. Cisco IPS Sensor Software Version 5.0 supportsramiatraffic normalization algorithms to fix traffthrough techniques such as
fragmentation reassembly and stream normalization.

Q. Can the Cisco IPS Version 5.0 Sensor stop IPvékatta IPv6 environments?

A. The Cisco IPS Version 5.0 Sensor can identify kt@ontained in IPv4 traffic that is being encaptad in IPV6.

FOR MORE INFORMATION
Please visihttp://www.cisco.com/go/ipfor more information on the Cisco IPS solutionisTéite includes data sheets, white papers, andicos

guides that will provide more information on Cid&s Sensor Software Version 5.0.

The Cisco Incident Control System includes embedded software and support from Trend Micro.
Point of sale and registration data will be provided to both Cisco and Trend Micro.
© 2005 Cisco Systems, Inc. All rights reserved.
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