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Application Note

How to Use CSM 3.1 to Configure IOS IPS in 12.4(11)T2

Cisco® Security Manager(CSM) is part of the Cisco Security Management Suite,

which delivers comprehensive policy administration and enforcement for the Cisco
Self-Defending Network. Cisco Security Manager is an industry-leading enterprise-class
application for managing security. Cisco Security Manager addresses configuration
management of firewall, VPN, and intrusion prevention system (IPS) security services
across Cisco routers, security appliances, and security services modules. For a summary
of Cisco Security Manager Features and benefits, including new features in Version 3.1,
refer to the Cisco Security Manager 3.1 data sheet at
http://www.cisco.com/go/csmanager. Customer can download CSM 3.1 from Cisco.com
at http://www.cisco.com/cqi-bin/tablebuild.pl/csm-app

This document will guide users step by step by using CSM 3.1 to perform initial configuration
of I0S IPS. For routers already configured with 10S IPS, customers can directly use CSM 3.1
for provisioning tasks.

CSM 3.1 supports only 10S 12.4(11)T2 and later 10S images for configuring 10S IPS.

Step 1 Run CSM 3.1 client from the local pc

Step 2 Click on File menu and select New Device to add a device onto the CSM 3.1
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Step 3 In the New Device screen, choose how you would like to add the device. In our case,
we choose to Add Device From Network. Click Next.

;T:ZNPW Device - Choose Method (Step 1 of ...) ) _)_(]

Please choose how you would like to add the device:

i
‘When you add a device that s live on the network, Clsco Securty Manager makes a secure
connection with the device and discovers its identifying information and properties.

‘when you add a device using its configuration file, Cisco Security Manager discovers the

(Add from Configuration File 4
device's identifying information, properties and pobicies from the file, t

() Add New Device

‘fou can add a device that is not yet on the netwark by specifying the device's identifying I
Information and credentiats,

A
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(T)Add Device From DCR

IF vou are using other CiscoWorks appications and vour devices have already been added to
the device credentials repasitory, you can import them into Cisco Security Manager,

Step 4 Enter the Identity details of the device which you want to add like the hostname,
ip address. Click Next.

ew Device - Device Information (Step 2 of 4) _)_t]
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Host Mame: I
Dornain Name: ]
TP Address: |172.25.90.91
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Step 5 Enter the Primary Credentials like Username, Password, Enable password for the
I0S Router which you want to add. Click on Finish to add the device onto CSM.

:’_::’:va Device - Device Credentials (Step 3 of 4) x|
Primary Credentials
Username: Eiscnlz}l
Pasmd:lh F***MM* cﬂ-ﬁrm:‘ I**ﬁk**m
Enable Password: I— Confirm: I—
HTTP Credentials
[#]ise Primary Credentisis
Liserriame I
Password ’
Confirm [——
HTTP Port: ED
HTTPS Park: F43
IPS RDEP Mode: [HTTPS w
Certificate Comman Mame: i Confirm: |

R¥-BootMode.. || swp.. |

| Back | [ met || Foeh || concel || heb |

Here we assume that, the user already has a preconfigured router and can login to the
router using the credentials.
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Step 6 You will see the Discovery Status screen which shows the status of the discovery. If you
see that the Status as “Discovery completed” then, you have successfully added a device onto the
CSM. Proceed to the next step.

Discovery Status 5 x|

Skatus; Discovery completed with warnings
Devices to be dscovered: 1
Devices discoverad successhully: 1
Devices discoversd with etrors: 1]

| Discovery Details -

5 172.25.90.91 @ Discovery Completed with Warnings  Live Device

Description

The fallowing intetFaces are vwide open for traffic as there is no ACL applied on them. .wd_éiil -~
N & new Access-rule on these interfaces means that there will no longer be such imglicitp
lermission of traffic anymore:

FactEthernet(l

FastEthernet]

FastEthernet?

FastEthernet3

FastEthernetd [w]
k4 4T iy |
Action

5}0&9 werify whether thase interfaces need to be wide open for all types of traffic. If not, co
nfigure an access rule or ACL accordegly,

Interfaces wide open for traffic
Policies discovered

[

Existing policy objects reused
IPS signature policy not discovered,
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Step 7 The 1st thing to do for enabling IPS is to assign a public key, Navigate to FlexConfigs
configuration screen on the left menu. Click on the FlexConfigs user interface on the right side
of the screen, Press on the Add button.
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Step 8 Select IOS_IPS_PUBLIC_KEY FlexConfigs from the table and click OK. Click on Save
button to save the changes. “IOS_IPS_PUBLIC_KEY” has the config for Public Key.

lexConfigs Selector l x|
Available FlexConfigs: Selected FlexConfigs:
Filtes |— none - v i

[E] 105_1Ps_PUBLIC_KEY
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@ 105 _config_rook_wireless_station

|B] 105_console_aAs_bypass

E 105_Copy_Image

|| 105_enable_S5L

(&) 105_FPM

@ 105_IPS_SIGNATLRE_CATEGORY

|E] I05_PKI_with_asa

[E] 105_set_clock

|B] IOS_WOIP_advance

[E] 105_vO1P_simpls
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Step 9 Click on the IPS section and navigate to General Settings. Provide the IPS config location
on the flash. This location will be used to place the IPS configs. Click on Save button to save

changes.

o Security Manager - admin Connected to '
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[ Biack: Traffic wihen IFS engine unavalisbls

Bgely Disrvy ction on: [ingress mterface

v

SDEE Properties
Madum Sbseriptioest* [T
Maximum Alerts:* F
Maximum Messages:* r
1PS Config Location Properties
IPS Config Locabion:
Maz refries;
Timeout seconds bebween retries:

Make sure the location directory has already been created on router flash. If not, use
“mkdir <directory_name>"to create the location directory.
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Step 10 To Enable IPS, navigate to Interface Rules and Check on “Enable IPS” check box and
then, press on the Add Row button.

Step 11 In the Add/Edit IPS Rule screen, enter a Rule Name for the IPS. Click on the Add Row
button to include the interfaces on which IPS has to be applied.

Security Manager - adm nected to '172.25.90.8°

WEE D- BB S ?

[#]Ensbie 175

=4 Location
L

B 2503 ADD 1PS Rule

B 172.25.90.34

BEw
oc || conest || tew |

L] tntetface Rules

L nar
5
el
g

Step 12 Select the Direction in which the IPS rule has to be applied and Click on the Select button
to choose the Interfaces.

i
Direction: *
(On (hout @EE_&.’E
Interfaces:* I l Select.., |

Lo J[ cocet J[ b |
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Step 13 Select the Interface from the Interface Selector and Press OK.

terface Selector x|

Awailable Interfaces:

Filker : |ncn'|e W

8| Dot11Radion

w8 FastEtherneto
W] FastEthernet1
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|!| FastEthernet3
8| FastEthernets
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@) External
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Step 15 Click on the Tools menu and Select Apply IPS Update to install the latest IPS signatures.

Step 16 Select the Latest Signature file and Click “Next”.
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Step 17 Select the devices on which the IPS update has to be applied and click Next.

Step 18 Click on the Finish button to apply the signatures.
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Step 19 Navigate to IPS and Click on Signatures to view the list of all the signatures.

Step 20 Go to File Menu and click on “Submit and Deploy...” to deploy IPS on the 10S router.
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Step 21 Select the device on which you want to deploy the changes and Click “Deploy”

Step 22 View the Deploy status to verify if there are any errors.
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Reference

Cisco I0S IPS on Cisco.com : http://www.cisco.com/go/iosips

Getting Started with Cisco I0S IPS with 5.x Signatu  re Format :
http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6634/prod_white pa
per0900aecd805c4ea8.shtml

Cisco I0S IPS Configuration Guide
http://www.cisco.com/en/US/products/ps6441/products_feature guide09186a0080747eb0.
html
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