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MPLS Concepts and Components

At Edge: In Core: _
Classify packets Forward using labels (as

Label them opposed to IP addr)

Label | iti Label indicates service class
abelimpositon and destination

Label Swapping or Switching

At Edge:

Remove Labels and
forward packets
Label Disposition

Edge Label
Switch Router
(ATM Switch or

Router) _
Protocols: Label Switch Router (LSR)
IGP for Core Router

Devices ATM switch + Label

MPLS Header (Label) Switch Controller

. Label Switching Routers
Label Distribution

Protocol & Label Edge Label Switching Routers

Label EXP |S TTL

Label = 20 bits; COS/EXP = Class of Service, 3 bits; S = Bottom of Stack, 1 bit
- | TTL = Time to Live, 8 bits




MPLS Operation

1a. Existing routing protocols (ie: OSPF, IS-IS, EIGRP) 4. Edge LSR at
establish reachability to destination networks egress removes

label and delivers
1b. Label Distribution Protocol (LDP) packet
establishes label to destination
network mappings

I
I

To Enable mpls:

ip cef
2. Ingress Edge LSR receives packet, mpls ip
performs Layer 3 value-added services, mpls label protocol Idp

and “labels” packets 3. LSR switches
packets using label

Session Number
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MPLS Control Plane

Assigning and Distributing Labels

Address
Prefix

Address
Prefix

Address
Prefix

Use label 4 for 128.89 and
Use label 5 for 171.69

Protocol

(Downstream allocation)
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MPLS Forwarding Plane

Appending Labels and Forwarding Packets

Address
Prefix

Address In Address Out || Out
Prefix label Prefix I’face | label

. EEXXEN
I
B

128.89

— 128.89.25.4 | Data

128.89.25.4 | Data

128.89.25.4

Label Switch Forwards
Based on Label
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MPLS L3 VPN Components

- Control plane components
Virtual Routing Forwarding (VRF) name
Route Target (RT)
Route Distinguisher (RD)
VRF table
MP-iBGP
IGP Core
IGP Edge
eBGP Edge
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MPLS L3 VPN Components (Cont.)

* Forwarding plane components
VRF name, VPN label
Routing Information Base (RIB)
Forwarding Information Base (FIB)

Label Forwarding Information Base (LFIB)
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Building a VRF

pAY
.
®

......... MP-iBGP
m— \/PN1

Session Number

(g\ Site1

 Define a VRF

- Bind it to an interface for
adjacent VLAN subnet or a
VPN site

On a L3 device: router or a switch
|

ip vrf <Finance>
!

ip vrf <Aero>
!

interface vian 100

ip vrf forwarding <Finance>
!

interface vian 200
ip vrf forwarding <Aero>

!
ip vif Aero
]

Interface s1/0
PE1 ip vrf forwarding <Aero>

Remote
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Route Distinguisher

* Purely to make a route unique so customers don’t see
each other’s routes

Example: differentiate 10.0.0.0/8 in VPN-A from 10.0.0.0/8
in VPN-B

Makes IPv4 route a VPNv4 routes: VPNv4=RD:IPv4

Unique route is now RD:IPaddr (96 bits) plus a mask
on the IPAddr portion

So route reflectors make a bestpath decision on something
other than 32-bit network + 32-bit mask

* 64-bit quantity configured as ASN:YY or IPADDR:YY

Almost everyone uses Autonomous System Number (ASN)

(: ip vrf Aero
@ RD 1:100
ip vrf Finance

RD 10.0.0.0:100
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Route Target

* To control policy about who sees what routes

- Each VRF ‘imports’ and ‘exports’ one or more RTs
Exported RTs are carried in VPNv4 BGP
Imported RTs are local to the box

A PE that imports an RT installs that route in its
associated VRF table

* 64-bit quantity (2 bytes ty{)e, 6 bytes value) carried
as an extended community a
written as ASN:YY

nd typically written as




Route Target (Cont.)

* For deployment model:
Full mesh:
All sites import X:Y and export X:Y
Hub-and-spoke:
Hub exports X:H and imports X:S
Spokes export X:S and import X:H
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MP-BGP and VPNv4

* This is enhanced IPv4 BGP with
additional communities; all the rules of
IPv4 BGP applies

- MP-BGP session facilitates the
advertisement of VPNv4* prefixes + labels
between MP-BGP peers

 MP-BGP only on PE routers, not on the
core routers

+ All edge routers do need to be full
meshed; can use VPNv4 Route Reflectors
for scalability

- At the advertising PE, BGP allocates
labels for VPN prefixes and installs them
in the LFIB (MPLS forwarding table)

* At the receiving PE, IF BGP accepts VPN
refixes with labels, THEN BGP installs
PN prefixes in the VRF FIB (CEF table)

* VPNv4 announcement carries a label with
the route

Session Number

router eigrp 1

address-family ipv4 vrf VPN-Fin
antonymous-system 1

redistribute BGP 100 metric 10000 100 255 1 1500
no auto-summary

no eigrp log-neighbor-changes
|

router bgp 100

neighbor PE2 remote-as 1

neighbor PE2 update-source loop0

!

address-family vpnv4

neighbor PE activate

neighbor PE send-community extended
!

address-family ipv4 vrf VPN-Fin

redistribute eigrp 1
CE1 VPN-Fin
ﬁSite 1

no auto-summary
nho synchronization
MP-BGP Peers

CE2 g VPN-Fin
@ Site 2

© 2005 Cisco Systems, Inc. All rights reserved.

Presentation_ID



MPLS L3 VPN Control Plane

Separates VPN control Plane Traffic

VPN C/Site 2
VPN B/Site 1

161I16

RIPv2

IGP/eBGP
CEA1 VPN-IPv4
Net=RD:16.1/16
NH=PE1 VPN A/Site 2
Route Target (

Label=42

' IGP/eBGP
) Net=16.1/16!

VPN C/Site 1



MPLS L3 VPN Forwarding Plane

Separates VPN Forwarding Plane traffic

VPN-IPv4

Net=RD:16.1/16 %
NH=PE1
Label=42 PE,

P4

& oo
PE, L .
Dest=16.1.1.1 @

 Step 4/ =
16.2/16
%3 “sten 2 [T

@R IP Label N VPN A/Site 2
Dest=16.1.1.1 Act—=D

Label 42
Dest=

VPN A/Site 1 :;est=16.1.1.1

Label N is IGP label to switch traffic through the core
from PE3 to PE1

Label 42 is a VPN A Label for CEA1-16.1.xx prefix.
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How Secure are MPLS VPNs?

MPLS SP
Core

N

MP-iBGP

- Built in security in control and forwarding plane for not accepting
traffic from unauthorized source for MPLS, still inherit security gaps
from IP network

- Where can you attack?
Address and Routing Separation, thus:
Only Attack point: peering PE

 How?

- Intrusions ]
(telnet, SNMP, ..., routing protocol)

- DoS
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