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Cisco IOS High Availability (HA) –
In -Se r vice  Sof tw ar e  U p gr ad e  (ISSU )
Technical Overview
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Cisco IOS In-Se r v ice  
Sof t w a r e  U p g r a d e  ( ISSU )
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Based on Customer Needs

ISSU  T yp if ie s Cisco’s IOS 
High Availability Str ate gy

• Overarching requirement is to provide continuous 
access to appl ications,  data,  and content f rom 
any w here and any time

• N onstop appl ication del ivery
End-t o -e nd
S y s t e m s  a p p r o a c h
T a r g e t  e v e r y  p o t e nt i a l  c a u s e  o f  do w nt i m e  w i t h  f u nc t i o na l i t y ,  
de s i g n,  o r  b e s t  p r a c t i c e  t o  m i t i g a t e  t h e  i m p a c t

• C isco I OS ® I n-S ervice S of tw are U pgrade targets 
pl anned dow ntime due to sof tw are upgrade

• F aster upgrades,  minimal  impact to service,  
higher avail ab il ity
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Cisco IOS ISSU  P r oce d u r e  
an d  In f r astr u ctu r e

• T h ink  of  ISSU  a s a  p r oce d u r e  b a ck e d  b y  Cisco 
IOS inf r a st r u ct u r e  t o a ccom p l ish  a n u p g r a d e  
w h il e  p a ck e t  f or w a r d ing  cont inu e s

• T a k e s a d v a nt a g e  of  r e d u nd a nt  r ou t e  p r oce ssor s 
a nd  Cisco N SF / SSO

• Conce p t u a l  v ie w
1. L o ad  new vers io n o n t he s t and b y  R P
2. S wit cho ver
3. R elo ad  new s t and b y  wit h new vers io n
A ll t he while,  d at a p lane f o rward ing  p ack et s

• ISSU  h a nd l e s u p g r a d e s a nd  d ow ng r a d e s 
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ISSU  Com m an d s

• is s u  lo ad vers io n
r1# i s s u  l o a d v e rs i o n  a  d i s k 0 : c 10 k 2 -p 11-m z . 2 . 2 0 0 4 0 8 3 0  b  s t b y -d i s k 0 : c 10 k 2 -
p 11-m z . 2 . 2 0 0 4 0 8 3 0
S h o rt e n e d  v e rs i o n  p l a n n e d  
r1# i s s u  l o a d v e rs i o n  b  d i s k 0 : c 10 k 2 -p 11-m z . 2 . 2 0 0 4 0 8 3 0

• is s u  ru nvers io n
r1# i s s u  ru n v e rs i o n  b  s t b y -d i s k 0 : c 10 k 2 -p 11-m z . 2 . 2 0 0 4 0 8 3 0

• is s u  accep t vers io n
r1# i s s u  a c c e p t v e rs i o n  b  d i s k 0 : c 10 k 2 -p 11-m z . 2 . 2 0 0 4 0 8 3 0

• is s u  co m m it vers io n
r1# i s s u  c o m m i t v e rs i o n  a  s t b y -d i s k 0 : c 10 k 2 -p 11-m z . 2 . 2 0 0 4 0 8 3 0

• is s u  ab o rt vers io n
r1# i s s u  a b o rt v e rs i o n  a  s t b y -d i s k 0 : c 10 k 2 -p 11-m z . 2 . 2 0 0 4 0 8 3 0
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