Note

CHAPTER

Welcome to ASDM

Cisco Adaptive Security Device Manager (ASDM) delivers world-class security management and
monitoring services for security appliances through an intuitive, easy-to-use, management interface.
Bundled with supported security appliances, the device manager accelerates security appliance
deployment with intelligent wizards, robust administration tools, and versatile monitoring services that
complement the advanced security and networking features offered by Cisco ASA 5500 series and Cisco
PIX 500 series security appliances.

If you change the color scheme of your operating system while ASDM is running, you should restart
ASDM, because some ASDM windows might not display correctly.

This chapter includes the following sections:

ASDM Client Operating System and Browser Requirements, page 2-2
Supported Platforms and SSMs, page 2-2

Multiple ASDM Session Support, page 2-3

Unsupported Commands, page 2-3

Defining Preferences, page 2-5
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Bl ASDM Client Operating System and Browser Requirements

ASDM Client Operating System and Browser Requirements

Table 2-1 lists the supported and recommended client operating systems and Java for ASDM.

Table 2-1 Operating System and Browser Requirements
Browser Sun Java SE

Operating System Internet Explore Firefox Safari Plug-in'
Microsoft Windows (English and Japanese): |6.0 or above 1.5 or above No support. e 5.0(1.5.0

o 7 e 6.0

e Vista

e 2003 Server

e XP

e 2000 (Service Pack 4 or higher)
Apple Macintosh OS X: No support. 1.5 or above 2.0 or above e 5.0(1.5.0

e 10.6 e 6.0

e 10.5

e 104
Red Hat Enterprise Linux 5 (GNOME or N/A 1.5 or above N/A e 5.0(1.5.0)
KDE): . 60

e Desktop

e WS

1. Obtain Sun Java from java.sun.com.

~

Note  ASDM supports up to a maximum of a 512 KB configuration. If you exceed this amount, you may
experience performance issues.

Supported Platforms and SSMs
~

Note  ASDM 6.2(1) and higher is not supported on the PIX platforms. The last release that ASDM is supported
on is 6.1(5).

ASDM Version 6.2 supports the following platforms and releases:
e ASA 5505, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
e ASA 5510, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
e ASA 5520, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
e ASA 5540, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
e ASA 5550, software Version 8.2(2), 8.2(1), 8.0(2), 8.0(3), 8.0(4), and 8.0(5)
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e ASA 5580, software Version 8.2(2), 8.2(1), 8.1(1) and 8.1(2)

ASDM Version 6.2 supports the following SSMs and releases:
e Advanced Inspection and Prevention (AIP) SSM, software Versions 5.0, 5.1, 6.0, 6.1, and 6.2
¢ Content Security and Control (CSC) SSM, software Versions 6.1, 6.2, and 6.3

See the “SSM and SSC Support Per Model” section on page 3-2 for more information.

Multiple ASDM Session Support

ASDM allows multiple PCs or workstations to each have one browser session open with the same
security appliance software. A single security appliance can support up to five concurrent ASDM
sessions in single, routed mode. Only one session per browser per PC or workstation is supported for a
specified security appliance. In multiple context mode, five concurrent ASDM sessions are supported
per context, up to a maximum of 32 total connections for each security appliance.

Unsupported Commands

ASDM supports almost all commands available for the adaptive security appliance, but ASDM ignores
some commands in an existing configuration. Most of these commands can remain in your configuration;
see Tools > Show Commands Ignored by ASDM on Device for more information.

This section includes the following topics:
e Ignored and View-Only Commands, page 2-3
e Effects of Unsupported Commands, page 2-4
e Discontinuous Subnet Masks Not Supported, page 2-5
e Interactive User Commands Not Supported by the ASDM CLI Tool, page 2-5

Ignored and View-0Only Commands

Table 2-2 lists commands that ASDM supports in the configuration when added through the CLI, but that
cannot be added or edited in ASDM. If ASDM ignores the command, it does not appear in the ASDM
GUI at all. If the command is view-only, then it appears in the GUI, but you cannot edit it.

Table 2-2 List of Unsupported Commands

Unsupported Commands ASDM Behavior

access-list Ignored if not used.

capture Ignored.

coredump Ignored. This can be configured only using the
CLIL

eject Unsupported.

established Ignored.

failover timeout Ignored.

ipv6 nd prefix Unsupported.

Cisco Security Appliance Configuration Guide using ASDM
| 0L-18494-03 .m



Chapter2  Welcome to ASDM |

M Unsupported Commands

Table 2-2 List of Unsupported Commands (continued)

Unsupported Commands

ASDM Behavior

match-metric

Ignored. This is a subcommand of route-map.

match-interface

Ignored. This is a subcommand of route-map.

match route-type

Ignored. This is a subcommand of route-map.

pager

Ignored.

pim accept-register route-map

Ignored. You can configure only the list option
using ASDM.

prefix-list

Ignored if not used in an OSPF area.

service-policy global

Ignored if it uses a match access-list class. For
example:

access-list myacl line 1 extended permit ip
any any

class-map mycm

match access-list mycl

policy-map mypm

class mycm

inspect ftp

service-policy mypm global

set metric Ignored.
sysopt nodnsalias Ignored.
sysopt uauth allow-http-cache Ignored.
terminal Ignored.

tunnel-group name general-attributes
dhcp-server

The dhcp-server subcommand is unsupported.

ASDM only allows one setting for all DHCP
servers.

Effects of Unsupported Commands

e If ASDM loads an existing running configuration and finds other unsupported commands, ASDM
operation is unaffected. To view the unsupported commands, choose Tools > Show Commands

Ignored by ASDM on Device.

e If ASDM loads an existing running configuration and finds the alias command, it enters

Monitor-only mode.

Monitor-only mode allows access to the following functions:

— The Monitoring area

— The CLI tool (Tools > Command Line Interface), which lets you use the CLI commands

To exit Monitor-only mode, use the CLI tool or access the security appliance console, and remove
the alias command. You can use outside NAT instead of the alias command. See the Cisco ASA 5500
Series Command Reference for more information.
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Defining Preferences

Note  You might also be in Monitor-only mode because your user account privilege level, indicated in
the status bar at the bottom of the main ASDM window, was set up as less than or equal to three
by your system administrator, which allows Monitor-only mode. For more information, choose
Configuration > Device Masagement > Users/AAA > User Accounts and
Configuration > Device Management > Users/AAA > AAA Access.

Discontinuous Subnet Masks Not Supported

ASDM does not support discontinuous subnet masks such as 255.255.0.255. For example, you cannot
use the following:

ip address inside 192.168.2.1 255.255.0.255

Interactive User Commands Not Supported by the ASDM CLI Tool

The ASDM CLI tool does not support interactive user commands. If you enter a CLI command that
requires interactive confirmation, ASDM prompts you to enter “[yes/no]” but does not recognize your
input. ASDM then times out waiting for your response.

For example:
1. From the ASDM Tools menu, click Command Line Interface.
2. Enter the crypto key generate rsa command.
ASDM generates the default 1024-bit RSA key.
3. Enter the crypto key generate rsa command again.

Instead of regenerating the RSA keys by overwriting the previous one, ASDM displays the following
error:

Do you really want to replace them? [yes/no] :WARNING: You already have RSA
ke0000000000000SA key
Input line must be less than 16 characters in length.

$Please answer 'yes' or 'no'.
Do you really want to replace them [yes/no]:

%$ERROR: Timed out waiting for a response.
ERROR: Failed to create new RSA keys names <Default-RSA-key>

Workaround:
* You can configure most commands that require user interaction by means of the ASDM panes.

e For CLI commands that have a noconfirm option, use this option when entering the CLI command.
For example:

crypto key generate rsa noconfirm

Defining Preferences

This feature lets you change the behavior of some ASDM functions between sessions.

Cisco Security Appliance Configuration Guide using ASDM
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B Defining Preferences

To change various settings in ASDM, perform the following steps:

Step1  In the main ASDM application window, choose Tools > Preferences.

The Preferences dialog box appears, with three tabs: General, Rules Table, and Syslog.

Step2  To define your settings, click one of these tabs: the General tab to specify general preferences; the Rules
Tables tab to specify preferences for the Rules table; and the Syslog tab to specify the appearance of
syslog messages displayed in the Home pane and to enable the display of a warning message for
NetFlow-related syslog messages.

Step3  On the General tab, specify the following:

Check the Warn that configuration in ASDM is out of sync with the configuration in ASA check
box to be notified when the startup configuration and the running configuration are no longer in sync
with each other.

Check the Show configuration restriction message to read-only user check box to display the
following message to a read-only user at startup. This option is checked by default.

“You are not allowed to modify the ASA configuration, because you do not have
sufficient privileges.”

Check the Confirm before exiting ASDM check box to display a prompt when you try to close
ASDM to confirm that you want to exit. This option is checked by default.

Check the Enable screen reader support (requires ASDM restart) check box to enable screen
readers to work. You must restart ASDM to enable this option.

Check the Preview commands before sending them to the device check box to view CLI
commands generated by ASDM.

Check the Enable cumulative (batch) CLI delivery check box to send multiple commands in a
single group to the security appliance.

Enter the minimum amount of time in seconds for a configuration to send a timeout message. The
default is 60 seconds.

To allow the Packet Capture Wizard to display captured packets, enter the name of the network
sniffer application or click Browse to find it in the file system.

Stepd  On the Rules Tables tab, specify the following:

Display settings let you change the way rules appear in the Rules table.

— Check the Auto-expand network and service object groups with specified prefix check box
to display the network and service object groups automatically expanded based on the
Auto-Expand Prefix setting.

— In the Auto-Expand Prefix field, enter the prefix of the network and service object groups to
expand automatically when displayed.

— Check the Show members of network and service object groups check box to display
members of network and service object groups and the group name in the Rules table. If the
check box is not checked, only the group name is displayed.

— In the Limit Members To field, enter the number of network and service object groups to
display. When the object group members are displayed, then only the first » members are
displayed.

— Check the Show all actions for service policy rules check box to display all actions in the
Rules table. When unchecked, a summary appears.

Cisco Security Appliance Configuration Guide using ASDM
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Defining Preferences

Deployment settings let you configure the behavior of the security appliance when deploying
changes to the Rules table.

— Check the Issue “clear xlate” command when deploying access lists check box to clear the
NAT table when deploying new access lists. This setting ensures the access lists that are
configured on the security appliance are applied to all translated addresses.

Access Rule Hit Count Settings let you configure the frequency for which the hit counts are updated
in the Access Rules table. Hit counts are applicable for explicit rules only. No hit count will be
displayed for implicit rules in the Access Rules table.

— Check the Update access rule hit counts automatically check box to have the hit counts
automatically updated in the Access Rules table.

— In the Update Frequency field, specify the frequency in seconds in which the hit count column
is updated in the Access Rules table. Valid values are 10 - 86400 seconds.

Step5  On the Syslog tab, specify the following:

In the Syslog Colors area, you can customize the message display by configuring background or
foreground colors for messages at each severity level. The Severity column lists each severity level
by name and number. To change the background color or foreground color for messages at a
specified severity level, click the corresponding column. The Pick a Color dialog box appears. Click
one of the following tabs:

— On the Swatches tab, choose a color from the palette, and click OK.
— On the HSB tab, specify the H, S, and B settings, and click OK.
— On the RGB tab, specify the Red, Green, and Blue settings, and click OK.

In the NetFlow area, to enable the display of a warning message to disable redundant syslog
messages, check the Warn to disable redundant syslog messages when NetFlow action is first
applied to the global service policy rule check box.

Step6  After you have specified settings on these three tabs, click OK to save your settings and close the
Preferences dialog box.

Note  Each time that you check or uncheck a preferences setting, the change is saved to the .conf file and
becomes available to all the other ASDM sessions running on the workstation at the time. You must
restart ASDM for all changes to take effect.

| oL-18494-03

Cisco Security Appliance Configuration Guide using ASDM g



Chapter2  Welcome to ASDM |

B Defining Preferences

Cisco Security Appliance Configuration Guide using ASDM
m. 0L-18494-03 |



	Welcome to ASDM
	ASDM Client Operating System and Browser Requirements
	Supported Platforms and SSMs
	Multiple ASDM Session Support
	Unsupported Commands
	Ignored and View-Only Commands
	Effects of Unsupported Commands
	Discontinuous Subnet Masks Not Supported
	Interactive User Commands Not Supported by the ASDM CLI Tool

	Defining Preferences



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


