CHAPTER 3

Configuring the SSL VPN Client

The SSL VPN Client (SVC) isa VPN tunneling technology that gives remote users the benefits of an
IPSec VPN client without the need for network administratorsto install and configure IPSec VPN clients
on remote computers. The SV C uses the SSL encryption that is already present on the remote computer
as well asthe WebV PN login and authentication of the security appliance.

To establish an SV C session, the remote user entersthe | P address of aWebV PN interface of the security
appliance in the browser, and the browser connects to that interface and displays the WebVPN login
window. If the user satisfies the login and authentication, and the security appliance identifies the user
asrequiring the SV C, the security appliance downloads the SV C to the remote computer. |f the security
appliance identifies the user as having the option to use the SVC, the security appliance downloads the
SV C to the remote computer while presenting a link on the window to skip the SV C installation.

After downloading, the SV C installs and configuresitself, and then the SV C either remains or uninstalls
itself (depending on the configuration) from the remote computer when the connection terminates.

This section covers the following topics:
« Installing SVC, page 3-2
» Configuring SVC, page 3-5
« Viewing SVC Sessions, page 3-14
- Logging Off SVC Sessions, page 3-16
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Installing SVC

Installing SV C consists of uploading the SV C images to the flash memory, identifying to the security
appliance the files on the flash memory to be used as SV C images, and setting the order in which it

Step 1

downloads the images to the remote computer.

Perform the following steps to install SVC:

Upload the SV C images to the security appliance. On the ASDM toolbar, Select Configuration >
VPN > WebVPN > SSL VPN Client. The SSL VPN Client panel appears. (Figure 3-1).

Thiswindow listsany SV C filesthat have been identified as SV C images. The order in which they appear
in the table reflects the order that they download to the remote computer.

Figure 3-1 SSL VPN Client Window
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To add an SVC image, Click Add. The Add SSL VPN Client Image dialog box appears (Figure 3-2).
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Figure 3-2 Add SSL VPN Client Image Dialog
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If you already have an image located in the flash memory of the security appliance, you can enter the
name of the image in the Flash SV C Image field, and click OK. Otherwise, click Upload to browse the

computer that is running ASDM. The Upload Image dialog box appears (Figure 3-3).

Figure 3-3 Upload Image Dialog
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Enter the pathsfor the Local File Path and the Flash File System Path, or browse for the paths, and click
Upload File. The SSL VPN Client window now shows the SV C images you identified (Figure 3-4).
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Step 2

Step 3

Figure 3-4
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Click on an image name, and use the M ove Down button to change the position of the image within the

list.

This establishes the order in which the security appliance downloads them to the remote computer. It
downloads the SV C image at the top of the list of images first. Therefore, you should move the image
used by the most commonly-encountered operating system to the top of the list.

Check the Enable SSL VPN Client check box to enable the security appliance to download the SVC
image(s) (Figure 3-5).

Figure 3-5
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Configuring SVC

To configure SVC, perform the following steps:

Step1  Enable WebVPN on an interface. From the navigation pane, choose WebVPN Access. The WebVPN
Access window appears (Figure 3-6).

Figure 3-6 WebVPN Access Window
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Highlight an interface and click Enable (Figure 3-7).

Figure 3-7 Enabling the Interface
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Step2  Configure a method of address assignment. You can use DHCP, and/or user-assigned addressing. You
can also create alocal | P address pool and assign the pool to atunnel group.

To create an | P address pool, choose Configuration > VPN > | P Address Management > | P Pools.
Click Add. The Add IP Pool dialog appears (Figure 3-8).

Figure 3-8 Add IP Pool Dialog
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Enter the name of the new | P address pool. Enter the starting and ending |P addresses, and enter the
subnet mask and click OK.
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Step 3

Step 4

Step 5

Figure 3-9
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Assign the | P address pool to atunnel group. To do this, choose Configuration >VPN > General >
Tunnel Group. The Tunnel Group panel appears (Figure 3-9):
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Highlight a tunnel group in the table, and click Edit.
The Edit Tunnel Group dialog appears.

Click the Client Address Assignment tab.
The Client Address Assignment tab appears (Figure 3-10), containing the Address Pools group box:
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Figure 3-10
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In the Address Pools group box, choose an address pool to assign to the tunnel group and click Add.
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Step6  Assign adefault group policy to the tunnel group. Select Configuration > VPN > General >
Tunnel Group. The Tunnel Group window appears (Figure 3-11).

Figure 3-11 Tunnel Group Window
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Choose aWebV PN tunnel group from the table, and click Edit. The Edit Tunnel Group dialog, General
tab appears (Figure 3-12).

Figure 3-12 Edit Tunnel Group Dialog, General Tab, Basic Tab

B= Edit Tunnel Group X|

Marne: |Defau|n-'\rEENPNGrnup Type: [webvpn
General IWBWPNI

Configure general access attributes from the following sub-tabs.

Basic | AAA| Client Address Assignmentl Ad\rancedl

Group Policy:

sales

[~ Etripthe realtmframm WeErarme Helare f[e se o it o o the AsS se et

[~ Sttip the graup frotm usernarme before passing it o to the A% server

145972

[ oL-10670-01

Selected ASDM VPN Procedures, Version 5.2(1) i



Chapter 3 Configuring the SSL VPN Client |

M Configuring SVC

Choose a group policy in the Group Policy list and click OK.
Step7  Create and enable a group alias that appears in the group list on the WebV PN L ogin page.

Click the WebV PN tab, and then click the Group Aliases and URL stab. The Group Aliases and URLS
tab appears (Figure 3-13):

Figure 3-13 Edit Tunnel Group Dialog, WebVPN Tab, Group Aliases and URLs Tab
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Enter the name of the new aliasin the Aliasfield. Click Add to add it as anew alias.
Click the Enable check box to enable group aliases and URLs.
Step8  Enable the display of the tunnel-group list on the WebVPN Login page.

Choose Configuration > VPN > WebVPN > WebVPN Access. The WebVPN Access panel appears
(Figure 3-14). Click the Enable Tunnel Group Drop-Down List on WebVPN L ogin Page check box,

and click Apply.
Figure 3-14 WebVPN Access Window, Enable Tunnel Group Drop-Down List on WebVPN Login
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Step9  ldentify WebV PN as a permitted VPN tunneling protocol for the group or user.

Choose Configuration > VPN > General > Group Policy from the navigation pane. Highlight the
group policy in the Group Policy table, and click Edit.

The General Tab of the Edit Internal Group Policy dialog appears (Figure 3-15):
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Step 10

Figure 3-15 Edit Internal Group Policy, GeneralTab
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Configure SV C featuresfor auser or group. There features are shown inthe SSL VPN Client tab of both

the Edit User Accounts dialog and the Edit Group Policy dialog.
To display the SSL VPN Client tab For users:

« Click Configuration > Properties > Device Administration > User Accounts. The User

Accounts panel appears.

» Choose a user in the table, and click Edit. The Edit User Account dialog, General tab appears.
« Click the WebVPN tab, and then click the SSL VPN tab. The SSL VPN Client tab appears

Figure 3-16.
To display the SSL VPN Client tab for groups, do the following:

« Click Configuration > VPN > WebVPN > Group Palicies. The Group Policy panel appears.

- Choose a group policy in the table, and click Edit. The Edit Internal Group Policy dialog,

General tab appears.

» Click the WebVPN tab, and then click the SSL VPN tab. The SSL VPN Client tab appears. It is
identical to the SSL VPN Client tab displayed for user accounts in Figure 3-16, but it does not

include I nherit check boxes for the features.

[ oL-10670-01
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Figure 3-16 SSL VPN Client Tab
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Note  For user accounts, the SSL VPN Client tab includes the additional I nherit check box for every SVC
feature. If you check thel nherit check box, the featureis configured according to the setting in the group
policy of the user.

Configure the following features on the SSL VPN Client tab:
Use SSL VPN Client—Require the SV C, make it optional, or disable it for the user or group.

Keep Installer on Client System—Enableto allow permanent SV C installation on the remote computer.
Enabling prevents the automatic uninstalling feature of the SVC. The SVC remains installed on the
remote computer for subsequent SV C connections, reducing the SV C connection time for the remote
user.

Compression—SV C compression increases the communications performance between the security
appliance and the SV C by reducing the size of the packets being transferred.
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Keepalive M essages—Check the Enable checkbox to enable and adjust the interval of keepalive
messages to ensure that an SV C connection through aproxy, firewall, or NAT device remains open, even
if the device limits the time that the connection can beidle.

Adjusting theinterval also ensuresthat the SV C does not disconnect and reconnect when the remote user
is not actively running a socket-based application, such as Microsoft Outlook or Microsoft Internet
Explorer.

The Seconds field specifies the interval of the messages in the range of 15 to 600 seconds.

Rekey Negotiation Settings—When the security appliance and the SV C perform arekey, they
renegotiate the crypto keys and initialization vectors, increasing the security of the connection.

« Renegotiation I nterval—Clear the Unlimited check box to specify the number of minutesfrom the
start of the session until the rekey takes place, from 1 to 10080 (1 week).

« Renegotiation M ethod—Check the None check box to disable rekey, check the SSL check box to
specify SSL renegotiation during arekey, or check the tunnel check box to establish a new tunnel
during SVC rekey.

Dead Peer Detection—Dead Peer Detection (DPD) ensures that the security appliance (gateway) or the
SV C can quickly detect a condition where the peer is not responding, and the connection has failed.

- Gateway Side Detection—Check the Enable check box to specify that DPD is performed by the
security appliance (gateway). Enter the interval, from 30 to 3600 seconds, with which the security
appliance performs DPD.

» Client Side Detection—Check the Enable check box to specify that DPD is performed by the SVC
(client). Enter the interval, from 30 to 3600 seconds, with which the SV C performs DPD.

[ oL-10670-01
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Viewing SVC Sessions

You can view information about active SV C sessions in the Sessions window.
Choose Monitoring > VPN > VPN Statistics > Sessions. The Sessions window appears (Figure 3-17)

Figure 3-17 VPN Statistics Sessions Window
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Viewing SVC Sessions

You can view details about active SV C sessions in the Session Details window.

Choose a session in the session table, and click Details. The Session Details window appears
(Figure 3-18):

Figure 3-18 Session Details Window
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Logging Off SVC Sessions

Tolog off all SV C sessions, choose the session that you want to terminate from the list of active sessions
in the Session table.

Click L ogout. The session terminates.

Figure 3-19 Logging Off Sessions
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