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The Flexible Packet Matching XML Configuration feature allows the use of eXtensible Markup
Language (XML) to define traffic classes and actions (policies) to assist in blocking network attacks.
The XML file used by Flexible Packet Matching (FPM) is called the traffic classification definition file
(TCDF). The TCDF gives you an alternative to the command-line interface (CLI) as a method to define
traffic classification behavior. Traffic classification behavior is identical regardless of the method you
use.
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Prerequisites for the Flexible Packet Matching XML
Configuration

The Flexible Packet Matching XML Configuration feature has the following prerequisites:
e A protocol header definition file (PHDF) relevant to the TCDF must be loaded on the router.

e Although access to an XML editor is not required, using one might make the creation of the TCDF
easier.

¢ You must be familiar with XML file syntax.

Restrictions for the Flexible Packet Matching XML
Configuration

The Flexible Packet Matching XML Configuration has the following restrictions:
e The FPM TCDF cannot be used to mitigate an attack that requires stateful classification.

e Because FPM is stateless, it cannot keep track of port numbers being used by protocols that
dynamically negotiate ports. Thus, when using the FPM TCDF, port numbers must be explicitly
specified.

e FPM cannot perform IP fragmentation or TCP flow reassembly.

Information About the Flexible Packet Matching XML
Configuration

Before you create and load the TCDF XML configuration files for use with FPM, you should understand
the following concepts.

e Traffic Classification Definition Files for the Flexible Packet Matching XML Configuration, page 3
e Protocol Header Definition Files for Traffic Classification Definitions, page 3

e Traffic Classification Description File Format and Use, page 3

e Traffic Class Definitions for a Traffic Classification Definition File, page 4

e Policy Definitions for a Traffic Classification Definition File, page 6
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Traffic Classification Definition Files for the Flexible Packet Matching XML

Configuration

FPM uses a TCDF to define policies that can block attacks on the network. FPM is a packet classification
feature that allows users to define one or more classes of network traffic by pairing a rich set of standard
matching operators with user-defined protocol header fields. FPM users can create their own stateless
packet classification criteria and define policies with multiple actions (such as drop, log, or send Internet
Control Message Protocol [[CMP] unreachable) to immediately block new viruses, worms, and attacks
on the network.

Before the release of the Flexible Packet Matching XML Configuration feature, FPM defined traffic
classes (class maps), policies (policy maps), and service policies (attach policy maps to a class maps)
through the use of CLI commands. With TCDFs, FPM can use XML as an alternative to the CLI to define
classes of traffic and specify actions to apply to the traffic classes. Traffic classification behavior is the
same whether you create the behavior using a TCDF or configure it using CLI commands. Once a TCDF
is created, it can be loaded on any FPM-enabled device in the network.

For more information on FPM, see the Flexible Packet Matching feature module.

Protocol Header Definition Files for Traffic Classification Definitions

Note

TCDFs require that a relevant PHDF is already loaded on the device. A PHDF defines each field
contained in the header of a particular protocol. Each field is described with a name, optional comment,
an offset (the location of the protocol header field in relation to the start of the protocol header), and the
length of the field. The total length is specified at the end of each PHDF.

The description of a traffic class in a TCDF file can contain header fields defined in a PHDF. If the PHDF
is loaded on the router, the class specification to match begins with a list of the protocol headers in the
packet. In the TCDF, the traffic class is associated with a policy that binds the match to an action, such
as drop, log, or send ICMP unreachable.

FPM provides ready-made definitions for these standard protocols, which can be loaded onto the router
with the load protocol command: ether.phdf, ip.phdf, tcp.phdf, and udp.phdf. You can also write your
own custom PHDFs using XML if one is required for the TCDF.

Because PHDFs are defined via XML, they are not shown in a running configuration.

For more information about PHDFs, see the Flexible Packet Matching feature module.

Traffic Classification Description File Format and Use

In the TCDF, you can define one or more classes of traffic and policies that describe specified actions
for each class of traffic. The TCDF is an XML file that you create in a text file or with an XML editor.
The file that you create must have a filename that has the .tcdf extension.

The TCDF has the following basic format. XML tags are shown in bold text for example purposes only.

<tdcf>
<class ..> .. </class>

<policy> .. </policy>

</tdcf>



http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/guide/sec_flex_pack_match.html
http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/guide/sec_flex_pack_match.html
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For a traffic class, you can identify a match for any field or fields against any part of the packet.

Note  FPM is stateless and cannot be used to mitigate an attack that requires stateful classification, that is
classify across IP fragments, across packets in a TCP stream, or peer-to-peer protocol elements.

Policies can be anything from access control, quality of service (QoS), or even routing decisions. For
FPM, the associated actions (policies) might include permit, drop, log, or send ICMP unreachable.

Once loaded, the TCDF-defined classes and policies can be applied to any interface or subinterface and
behave in an identical manner as the CLI-defined classes and policies. You can define policies in the
TCDF and apply then to any entry point to the network to block new attacks.

Traffic Class Definitions for a Traffic Classification Definition File

A class can be any traffic stream of interest. You define a traffic stream of interest by matching a
particular interface or port, a source address or destination IP address, a protocol or an application. The
following sections contain information you should understand before you define the traffic class in the
TCDF for FPM configuration:

e C(Class Element Attributes for a Traffic Classification Definition File, page 4
e Match Element for a Traffic Classification Definition File, page 5

e Operator Element Attributes for a Traffic Classification Definition File, page 5

Class Element Attributes for a Traffic Classification Definition File

Table 1 lists and describes the attributes that you can associate with the class element in a TCDF for the
FPM XML configuration. The class element contains attributes you can use to specify the traffic class
name, its description and type, where to look in the packet, what kind of match, and when the actions
should apply to the traffic.

Table 1 Attributes for Use with the Class Element in a TCDF for the FPM XML
Configuration

Attribute Name |Use Type

name (required) |Specifies the name of the class. String

Note When you use the class
element inside policy
elements, you need specify
the name attribute only.

type (required) |Specifies the type of class. Keywords: stack or access-control
stack start Specifies where to look in the packet. |Keyword: 12-start

By default, the match starts at

Layer 3.
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Table 1 Attributes for Use with the Class Element in a TCDF for the FPM XML
Configuration (continued)

Attribute Name |Use Type

match Specifies the type of match to be Keywords: all or any

performed on the class. e all—AIll class matches must be met to

perform the policy actions.

e any—One or more matches within the
class must be met to perform the policy
actions.

undo Directs the device to remove the Keywords: true or false
class-map when set to true.

For example, XML syntax for a stack class describing an IP, User Datagram Protocol (UDP), Simple
Management Protocol (SNMP) stack might look like this:

<class name="snmp-stack” type="stack”>
<match>
<eq field="ip.protocol” value="x"></eqg>
<eq field="udp.dport” value="161"></eq>
</match>
</class>

Match Element for a Traffic Classification Definition File

The match element in the TCDF for FPM XML configuration contains operator elements. Operator
elements are the following: eq (equal to), neq (not equal to), It (less than), gt (greater than), range (a
value in a specific range, for example, range 1 — 25), and regex (regular expression string with a
maximum length of 32 characters).

In following sections, these various operators are collectively called the operator element.

Operator Element Attributes for a Traffic Classification Definition File

Table 2 lists and describes direct matching attributes that you can associate with the operator element
in a TCDF for the FPM XML configuration.

Table 2 Direct Matching Attributes to Use with a Match Element in a TCDF for the FPM XML
Configuration

Attribute Name |Use Type

start Begin the match on a predefined Keyword: 12-start or 13-start

keyword or Protocol.Field, if given. Otherwise, a field of a protocol as defined

in the PHDF, for example, the source field
in the IP protocol.

offset Used with start attribute. Offset from |Hexadecimal or decimal number, or string
the start point. constants, Protocol.Field, or combination
of a constant and Protocol.Field with +, -,

* /, &, orl.

"
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Direct Matching Attributes to Use with a Match Element in a TCDF for the FPM XML

Configuration (continued)

Attribute Name

Use

Type

size

Used together with start and offset
attributes. How much to match.

Specifies the size of the match in bytes.

mask

Number specifying bits to be matched
in protocol or field attributes.

Used exclusively with field type of
bitset to specify the bits of interest in
a bit map.

Decimal or hexadecimal number

value

Value on which to match.

String, number, or regular expression

field

Specifies the name of the field to be
compared.

Name of field as defined in the PHDF

next

Identifies the next layer of the
protocol. This attribute can be used
only in stack type classes.

Keyword that is the name of a protocol
defined in the PHDF.

undo

Directs the device to remove the
particular match operator when set to
true.

Keywords: true or false

Policy Definitions for a Traffic Classification Definition File

A policy is any action that you apply to a class. You should understand the following information before
defining the policy in a TCDF for the FPM XML configuration:

Policy Element Attributes for a Traffic Classification Definition File, page 6

Action Element for a Traffic Classification Definition File, page 7

Policy Element Attributes for a Traffic Classification Definition File

Policies can be anything from access control, QoS, or even routing decisions. For FPM, the associated
actions or policies might include drop, log, or send ICMP unreachable. Policies describe the action to
take to mitigate attacks on the network.

Table 3 lists and describes the attributes that you can use with the policy element in the TDCF for FPM
XML configuration.

Table 3 Attributes for Use with the Policy Element in a TCDF for the FPM XML Configuration
Attribute Name |Use Type

name Name of the policy. String

type Specifies the type of policy map. Keyword: access-control

undo Directs the device to remove the Keywords: true or false

policy map when set to true.
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The policy name in this example is sql-slammer, and the action defined for the policy is to drop the
packet. This action is to be applied to the class that has the same name as the policy (class name=
“sql-slammer”).

<policy name="sqgl-slammer“>
<class name="sgl-slammer”></class>
<action>drop</action>

</policy>

Action Element for a Traffic Classification Definition File

The action element is used to specify actions to associate with a policy. The policy with the action
element is applied to a defined class. The action element can contain any of the following: permit, drop,
Log, SendBackIcmp, set, RateLimit, alarm, ResetTcpConnection, and DropFlow. For example:

<action>
log
</action>

How to Create and Load Traffic Classification Definition Files for
the FPM XML Configuration

Perform the following tasks to create and load TCDFs for the FPM XML configuration. You can define
traffic classes and policies with multiple actions (such as drop, log, or send Internet Control Message
Protocol [ICMP] unreachable) in a TCDF to assist in the blocking of new viruses, worms, and attacks
on the network.

e C(Creating a Traffic Classification Definition File for the FPM XML Configuration, page 7 (required)
¢ Loading a Traffic Classification Definition File for the FPM XML Configuration, page 9 (required)

e Associating a Traffic Classification Definition File with an Interface or Subinterface, page 11
(required)

e Displaying TCDF-Defined Traffic Classes and Policies, page 12 (optional)

Creating a Traffic Classification Definition File for the FPM XML Configuration

Perform the following task to create a TCDF for FPM XML configuration. The TCDF is used to define
traffic classes and the associated policies with specified actions for the purpose of blocking new viruses,
worms, and attacks on the network.

The TCDF is configured in a text or XML editor. The syntax of the TCDF must comply with the XML
Version 1.0 syntax and the TCDF schema. For information about Version 1.0 XML syntax, see the
document at the following url:

http://www.w3.org/TR/REC-xml/

Traffic Classification Definition File Syntax Guidelines

The following list describes required and optional syntax for the TCDF:
e The TCDF filename must end in the .tcdf extension, for example, sql_slammer.tcdf.

e The TCDF contains descriptions for one or more traffic classes and one or more policy actions.

| '-
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SUMMARY STEPS

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

e The file is encoded in the XML notation.
e The TCDF file should begin with the following version encoding:

<?xml version="1.0" encoding="UTF-8'"?>

1. Open a text file or an XML editor and begin the file with the XML version and encoding declaration.
Identify the file as a TCDF.

Define the traffic class of interest.

Identify matching criteria for the defined class of traffic.

Define the action to apply to the defined class.

End the traffic classification definition.

N e o B2 w DN

Save the TCDF file with a filename that has a .tcdf extension.

Open a text file or an XML editor and begin the file with the XML version and encoding declaration.

<?xml version="1.0" encoding="UTF-8"?>

Identify the file as a TCDF. For example:

<tcdf>

Define the traffic class of interest.

For example, a stack class describing an IP and UDP stack might be described as follows. In this
example, the name of the traffic class is “ip-udp,” and the class type is “stack.”

<class name="ip-udp” type="stack”></class>

In the following example, the name of the traffic class is slammer, the class type is access control, and
the match criteria is all:

<class name=‘“slammer” type="access-control” match="all”></class>

Identify matching criteria for the defined classes of traffic. For example:

<class name="ip-udp” type="stack”>
<match>
<eq field="ip.protocol” value="0x1l" next="udp”></eq>
</match>
</class>

<class name=‘“slammer” type="access-control” match="all”>
<match>
<eq field="udp.dest-port” value="0x59A"></eq>
<eq field="ip.length” value="0x194"></eq>
<eq start=“13-start“ offset="224" size="4" value="0x00401010"></eq>
</match>
</class>

The traffic of interest in this TCDF matches fields defined in the PHDF files, ip.phdf and udp.phdf. The
matching criteria for slammer packets is a UDP destination port number 1434 (0x59A), an IP length not
to exceed 404 (0x194) bytes, and a Layer 3 position with a pattern 0x00401010 at 224 bytes from start
(offset) of the IP header.
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Define the action to apply to the defined class. For example:

<policy name=“fpm-udp-policy"“>
<class name="slammer”></class>
<action>Drop</action>
</policy>
The policy name in this example is fpm-udp-policy, and the action defined for the policy is to drop the
packet. This action is to be applied to the class that has the name slammer.

End the traffic classification definition. For example:

</tecdf>

Save the TCDF file with a filename that has a .tcdf extension, for example: slammer.tcdf.

Loading a Traffic Classification Definition File for the FPM XML Configuration

SUMMARY STEPS

DETAILED STEPS

Perform this task to load a TCDF for the FPM XML configuration. After the TCDF is successfully
loaded, you can use service-policy CLI to attach TCDF policies to a specific interface or interfaces (see
the “Associating a Traffic Classification Definition File with an Interface or Subinterface” section on
page 11).

1. enable

show protocol phdf protocol-name
configure terminal

load protocol location:filename
load classification location:filename

end

N o a0 2w N

show class-map [type {stack | access-control}] [class-map-name]

Command or Action Purpose

Step1  enable

Example:

Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

Step2  show protocol phdf protocol-name Displays protocol information from a specific PHDF.

¢ Use this command to verify that a PHDF file relevant to

Example: the TCDF is loaded on the device.
Router# show protocol phdf ip

Step3 configure terminal Enters global configuration mode.
Example:

Router# configure terminal
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Command or Action

Purpose

Stepd  load protocol location:filename (Optional) Loads a PHDF onto a router.
e The specified location must be local to the router.
Exal!lpl(:: fig)# load ool Note If the required PHDF is already loaded on the router
outer (conrig ocada protoco . .
localdiskl:ip.phdf (see Step 2), skip this step and proceed to Step 5).
Step 5 load classification location:filename Loads a TCDF onto a router.
e The specified location must be local to the router.
Example:
Router (config)# load classification
localdiskl:slammer.tcdf
Step6  end Exits to privileged EXEC mode.
Example:
Router (config)# end
Step7  show class-map [type {stack | access-control}] |(Optional) Displays a class map and its matching criteria.
[class-map-name] . . . .
e Use this command to verify that a class defined in the
TCDF file is available on the device.
Example: . .
R P e The class-map-name argument is the name of a class in
outer# show class-map sgl-slammer
the TCDF.
Examples

The following is sample output from a show class-map command that displays the traffic classes defined
in the TCDF after it is loaded on the router:

Router# show class-map

class-map type stack match-all ip-udp

match field IP protocol eqg 0xll next UDP

class-map type access-control match-all slammer

match field UDP dest-port eqg 0x59A

match field IP length eg 0x194

match start 13-start offset 224 size 4 eqg 0x4011010

What to Do Next

After you have defined the TCDF, you must apply that policy to an interface as shown in the following
task “Associating a Traffic Classification Definition File with an Interface or Subinterface.”
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Associating a Traffic Classification Definition File with an Interface or
Subinterface

Perform the following task to associate a TCDF with an interface or subinterface.

After the TCDF is loaded, traffic classification behavior defined using the TCDF is identical to the same
behavior defined using the CLI.

Prerequisites
The TCDP and FPM must be configured on the device.
SUMMARY STEPS
1. enable
2. configure terminal
3. interface rype slot/port
4. service-policy [type access-control] {input | output} policy-map-name
5. end
6. show policy-map interface [type access-control] interface-name slot/port [input | output]
DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:

Router# configure terminal

Step3  interface type slot/port Configures an interface type and enters interface
configuration mode.

Example:
Router (config)# interface gigabitEthernet 0/1

Stepd  service-policy [type access-control] {imput | |Specifies the type and the name of the traffic policy to be
output} policy-map-name attached to the input or output direction of an interface.

e The policy-map-name argument is the name of a policy
Example: in the TCDF.

Router (config-if)# service-policy type
access-control input sgl-slammer
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Command or Action Purpose
Step5 end Exits to privileged EXEC mode.
Example:

Router (config-if)# end

Step6  show policy-map interface [type access-control] |(Optional) Displays the packet statistics of all classes that
interface-name slot/port [input | output] are configured for all service policies either on the specified
interface or subinterface.

Example: e Use this command to verify that policy defined in

Router# show policy-map interface TCDF is associated with the named interface.
gigabitEthernet 0/1

Displaying TCDF-Defined Traffic Classes and Policies

Perform this task to display TCDF-defined traffic classes and policies.

SUMMARY STEPS

1. enable

show class-map [type {stack | access-control}] [class-map-name]
show class-map type stack [class-map-name]

show class-map type access-control [class-map-name]

show policy-map [policy-map]

N

exit
DETAILED STEPS

Step 1 enable

Use this command to enable privileged EXEC mode. Enter your password if prompted. For example:
Router> enable
Router#

Step2  show class-map [type {stack | access-control}] [class-map-name]

Use this command to verify that a class defined in the TCDF file is available on the device. For example:

Router# show class-map

class-map type stack match-all ip-udp
match field IP protocol eqg 0xll next UDP

class-map type access-control match-all slammer
match field UDP dest-port eg 0x59A
match field IP length eqg 0x194
match start 13-start offset 224 size 4 eqg 0x4011010
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Step3  show class-map type stack [class-map name]

Use this command to display the stack type defined for the class of traffic in the TCDF file. For example:

Router# show class-map type stack ip-udp

class-map type stack match-all ip-udp
match field IP protocol eqg 0xl1l next UDP

Stepd  show class-map type access-control [class-map-name]

Use this command to display the access type defined for the class in the TCDF file. For example:

Router# show class-map type access-control slammer

class-map type access-control match-all slammer
match field UDP dest-port eqg 0x59A
match field IP length eqg 0x194
match start 13-start offset 224 size 4 eq 0x4011010
Step5 show policy-map [policy-map]
Use this command to display the contents of a policy map defined in the TCDF. For example:
Router# show policy-map fpm-udp-policy
policy-map type access-control fpm-udp-policy
class slammer
drop
Step6  exit
Use this command to exit to user EXEC mode. For example:

Router# exit
Router>

Configuration Examples for Creating and Loading Traffic
Classification Definition Files for the FPM XML Configuration

This section contains the following configuration examples:

e Creating and Loading a Traffic Classification Definition File for Slammer Packets for the FPM XML
Configuration: Example, page 14

e Creating and Loading a Traffic Classification Definition File for MyDoom Packets for the FPM
XML Configuration: Example, page 14

~

Note  The TCDF files are created in a text file or with an XML editor. In the following examples, XML tags
are shown in bold text and field names in italic text. The values for the attributes are entered in quotation
marks (“value”).
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Creating and Loading a Traffic Classification Definition File for Slammer
Packets for the FPM XML Configuration: Example

The following example shows how to create and load a TCDF for slammer packets (UDP 1434) for the
FPM configuration. The match criteria defined within the class element is for slammer packets with an
IP length not to exceed 404 (0x194) bytes, UDP destination port 1434 (0x59A), and pattern 0x00401010
at 224 bytes from start of IP header. This example also shows how to define the policy “sql-slammer”
with the action to drop slammer packets.

<?xml version=”1.0” encoding="UTF-8"7?>

<tcdf>
<class name="ip-udp” type="stack”>
<match>
<eq field="ip.protocol” value="0x11" next="udp”></eq>
</match>
</class>

<class name=‘“slammer” type="access-control” match="all”>
<match>
<eq field="udp.dest-port” value="0x59A"></eq>
<eq field="ip.length” value="0x194"></eq>
<eq start=“13-start“ offset="224" size="4" value="0x00401010"></eqg>
</match>
</class>

<policy type="access-control” name=“fpm-udp-policy"“>
<class name="slammer”></class>
<action>Drop</action>
</policy>
</tcdf>

The following example shows how to load the TCDF file onto the device and apply the policy defined
in the file to the interface Gigabit Ethernet 0/1:

configure terminal

load classification localdiskl:sgl-slammer.tcdf

policy-map type access-control my-policy-1

class ip-udp

service-policy fpm-udp-policy

interface gigabitEthernet 0/1
service-policy type access-control input my-policy-1
end

Creating and Loading a Traffic Classification Definition File for MyDoom
Packets for the FPM XML Configuration: Example

The following example shows how to create and load a TCDF for MyDoom packets in a text file or XML
editor for the FPM XML configuration. The match criteria for the MyDoom packets are as follows:

e 90>1IP length > 44

e pattern 0x47455420 at 40 bytes from start of IP header
or

e [P length > 44

e pattern 0x47455420 at 40 bytes from start of IP header




| Flexible Packet Matching XML Configuration

Configuration Examples for Creating and Loading Traffic Classification Definition Files for the FPM XML ||

<tcdf>
<class name="md-stack” type="stack”>
<match>
<eq field="ip.protocol” value="6" next="tcp”></eq>
</match>
</class>
<class type="access-control” name="mydooml”>
<match>
<gt field="ip.length” value="44"/>
<1lt field="ip.length” value="90"/>
<eq start="ip.version” offset="tcp.headerlength*4+20” size="4"
value="0x47455420" />
</match>
</class>
<class type="access-control” name="mydoom2”>
<match>
<gt field="ip.length” value="44"/>
<eq start="ip.version” offset="tcp.headerlength*4+58” size="4"
value="0x6d3a3830" />
<eq start="ip.version” offset="tcp.headerlength*4+20” size="4"
value="0x47455420"/>
</match>
</class>

<policy name=“fpm-md-stack-policy"“>
<class name="mydooml”></class>
<action>drop</action>

</policy>

<policy name="fpm-md-stack-policy“>
<class name="mydoom2”></class>
<action>drop</action>
</policy>
</tcdf>

The following example shows how to load the TCDF file onto the device and apply the policy defined
in the file to the interface Ethernet 0/1:

configure terminal

load classification localdiskl:sgl-slammer.tcdf

policy-map type access-control my-policy-2

class md-stack

service-policy fpm-md-stack-policy

interface Ethernet 0/1
service-policy type access-control input my-policy-2
end
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Additional References

Related Documents

Related Topic

Document Title

Cisco IOS commands

Cisco 10S Master Commands List, All Releases

Security commands

Cisco 10S Security Command Reference

Additional configuration information for class maps
and policy maps

Applying QoS Features Using the MQC

Information about and configuration tasks for FPM

Flexible Packet Matching

MiBs

MIBs Link

None

To locate and download MIBs for selected platforms, Cisco I0S
releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs

Technical Assistance

Description

Link

The Cisco Support and Documentation website
provides online resources to download documentation,
software, and tools. Use these resources to install and
configure the software and to troubleshoot and resolve
technical issues with Cisco products and technologies.
Access to most tools on the Cisco Support and
Documentation website requires a Cisco.com user ID
and password.

http://www.cisco.com/cisco/web/support/index.html



http://www.cisco.com/en/US/docs/ios/qos/configuration/guide/qos_mqc.html
http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/go/mibs
http://www.cisco.com/en/US/docs/ios/sec_data_plane/configuration/guide/sec_flex_pack_match.html
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Feature Information for Flexible Packet Matching XML
Configuration

Table 4 lists the release history for this feature.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which software images support a specific software
release, feature set, or platform. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn.
An account on Cisco.com is not required.

Note  Table 4 lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.

Table 4 Feature Information for Flexible Packet Matching XML Configuration

Feature Name Releases Feature Information

Flexible Packet Matching XML Configuration 12.4(6)T The Flexible Packet Matching XML Configuration feature
provides an Extensible Markup Language (XML)-based
configuration file for Flexible Packet Matching (FPM) that
can be used to define traffic classes and actions (policies) to
assist in the blocking of attacks on a network. The XML file
used by FPM is called the traffic classification definition
file (TCDF).

The TCDF gives you an alternative to the command-line
interface (CLI) as a method to define traffic classification
behavior. Traffic classification behavior is identical
regardless of the method you use.

The following command was introduced by this feature:
load classification.



http://www.cisco.com/go/cfn
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Glossary

FPM—Flexible Packet Matching. Packet classification feature that allows users to define one or more
classes of network traffic by pairing a rich set of standard matching operators with user-defined protocol
header fields.

packet—Logical grouping of information that includes a header containing control information and
(usually) user data. Packets most often are used to refer to network layer units of data. The terms
datagram, frame, message, and segment also are used to describe logical information groupings at
various layers of the OSI reference model and in various technology circles.

stateful classification—Classification that requires state maintenance to identify classes of packets, for
example, classifying across IP fragments, classifying across packets in a TCP stream, or classifying
peer-to-peer protocols.

stateless classification—Classification that supports a match on any field or fields anywhere in Layer 2
to Layer 7 within the packet. Stateless classification can identify a packet as belonging to a class while
utilizing no information other than what is in the packet itself and the class specification.

TCDF—traffic classification definition file. Extensible Markup Language (XML) file created for the
purpose of defining traffic classes and policies for Flexible Packet Matching (FPM) that can assist in the
blocking of attacks on the network.

XML—eXtensible Markup Language. Standard maintained by the World Wide Web Consortium (W3C).
It defines a syntax that lets you create markup languages to specify information structures, which define
the type of information, for example, subscriber name or address, not how the information looks (bold,
italic, and so on). External processes can manipulate these information structures and publish them in a
variety of formats. Text markup language designed to enable the use of SGML on the World Wide Web.
XML allows you to define your own customized markup language.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks
can be found at www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word
partner does not imply a partnership relationship between Cisco and any other company. (1005R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2007-2011 Cisco Systems, Inc. All rights reserved.



http://www.cisco.com/go/trademarks

	Flexible Packet Matching XML Configuration
	Finding Feature Information
	Contents
	Prerequisites for the Flexible Packet Matching XML Configuration
	Restrictions for the Flexible Packet Matching XML Configuration
	Information About the Flexible Packet Matching XML Configuration
	Traffic Classification Definition Files for the Flexible Packet Matching XML Configuration
	Protocol Header Definition Files for Traffic Classification Definitions
	Traffic Classification Description File Format and Use
	Traffic Class Definitions for a Traffic Classification Definition File
	Class Element Attributes for a Traffic Classification Definition File
	Match Element for a Traffic Classification Definition File
	Operator Element Attributes for a Traffic Classification Definition File

	Policy Definitions for a Traffic Classification Definition File
	Policy Element Attributes for a Traffic Classification Definition File
	Action Element for a Traffic Classification Definition File


	How to Create and Load Traffic Classification Definition Files for the FPM XML Configuration
	Creating a Traffic Classification Definition File for the FPM XML Configuration
	Traffic Classification Definition File Syntax Guidelines

	Loading a Traffic Classification Definition File for the FPM XML Configuration
	Examples
	What to Do Next

	Associating a Traffic Classification Definition File with an Interface or Subinterface
	Prerequisites

	Displaying TCDF-Defined Traffic Classes and Policies

	Configuration Examples for Creating and Loading Traffic Classification Definition Files for the FPM XML Configuration
	Creating and Loading a Traffic Classification Definition File for Slammer Packets for the FPM XML Configuration: Example
	Creating and Loading a Traffic Classification Definition File for MyDoom Packets for the FPM XML Configuration: Example

	Additional References
	Related Documents
	MIBs
	Technical Assistance

	Feature Information for Flexible Packet Matching XML Configuration
	Glossary



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


