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Three Friends In Security :
ldentity, Visibility and Enforcement
Stop the bad guys immediately
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A The Problem is Threats
A Network as a Sensor / Enforcer
I Identity
i Visibility
I Policy and Indication of Compromise, 10C
I Enforcement
A Summary
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# Footprint expansion
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# Data Exfiltration

New ransomware
abuses Windows
PowerShell, Word
document
macros

Manamecrypt a
newransomware
that sneaks through
torrents
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Network as
a Sensor /
Enforcer




Cisco StealthWatch: System Overview [

(Earlier : Lancope)

Network
Non-NetFlow Devices
Capable Device NetFlow / NBAR / NSEL
~ -Generate v ‘
NetFlow l‘
SPAN
StealtiWatch | Stealthwiatch L e
FlowSensor FlowCollector A Upto 2’40,000 FPS sustained

; 3 StealthWatch A Management and reporting
il @ ' Management A Up to 25FlowCollectors

Console A Up 6 million FPS globally
(SMC)
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Network as a Sensor:

Cisco StealthWatch

Context Information

oo NetFIoV‘\h._._—
=™ Lancope € 7 ¥

,Cv Realtime visibility at all network layers
Cisco ISE R AData Intelligence throughout network
Mitigation Action AAssets discovery
ANetwork profile
ISEpxgridfor ASecurity policy monitoring

AAnomaly detection
AAccelerated incident response | I Il l I
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A centralized security solution that automates contaxtare access to
network resources and shares contextual data

Physical
or VM

Identity Profiling
and Posture
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EH Compliant

Context

Network Resources

RoleBased Policy Access
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AnyConnect NVM :
High Level Architecture

Netflow/IPFIX
Server

and Network
Telemetry

ﬁ

User, App, Device,
Location/Network

Reports/analysis of application + data + user/endpoint
information

-_—
—
—
Send Application 1 -
—-_—
—

and Splunk(Enterprise 6.0 and

visibility Collector 64-bit Linux)
O e s e
New AnyConnect Module for Windows X,
CISCO
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Network Visibility Module Context

Application T User i Device i Location T Destination

IPFIX Record (Source IP, Destinatioettf, IPv4 & IPV6)

Unique Device ID (correlate records from same endpoint device)

* Device Name (bsmitVIN7)

* Domain User Name (AMERsmith)

*Local DNSstarbucks.cony *Target DNS¥ amceco.box.com

Process Namadxplore.exg

Process Identifienéxplore.exeunique ID)

Parent Process Name (process that laundlezglore.exg

Parent Process Identifier (launching process unique ID)

* Admin can choose not to collect this data




NVM 1 Configuration

NVM Profile
Colector Configuration
1P Address/FQDN fc.oscobve.com
Port 2055
User Anonymization iEalse .|
rue
False
Collection Mode Al Netwarks v
Off
Trusted Network Only
Untrusted Network Only
MAS ST UWVONES

<?xml version="1.0" encoding="UTF-8"?>

<NVMProfile xsi:noNamespaceSchemalocation="NVMProfile.xsd"

xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<CollectorConfiguration>

<CollectorIP>fc.ciscolive.demo</Collector|P>

<Port>2055</Port>
</CollectorConfiguration>
<Anonymize>false</Anonymize>

<CollectionMode>all</CollectionMode>
</NVMProfile>
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NVM Configuration

sration > AnyConnect Configuration

A Module Deployed via ISE

Agere Resourcos From Loc Dk > Agent Resources From Local Dk AnyConn.c( Module Selection
Agent Resources From Local Disk ISE Pos!uram
VPNL Requires
Web Security’ q
Category Customer Created Packages 4 AMP Enabler_u I S E
Network Visibility!
. e ASA Posture POStU I’e
yos [ AmyCoonect profile a Diagnostic and Reporting Tool_|
[ 04 configuration file for Noowork Profile Selection
Deseription Visiity Modde * ISE Posture AnyCannect ISE Posture -
VPN .
Browse...  NVM_SwerviceProtie xml Web Security v
AMP Enable, v
Notwork Visibili v
Customer Feedback *
mac_posture_nvm Any Mac OSX Condition(s)

* Select AnyConnect Package:
* Configuration Namell AnyConnect ISE Posture and NVM

Description

DescriptionValue

* Compilance Module. AnyConnectComplianceModuleOSX 3.6.10255.2 v|

AnyConnect ISE
Posture and NVM
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Versions of NetFlow

T -
" For Your N
Reference ¥ ) w*

S

Major Advantage Limits/Weaknesses

V5

V9

FlexibleNetFlow (FNF)

IP Flowinformation Export
(IPFIX) AKA NetFlow V10

NSEL (ASgnly)

Definesl8 exported fields
Simpleand compact format
Most commonly used format

Templatebased

IPv6 flowdransported in IPv4 packets
MPLS and BG#exthopsupported
Definesl04fields, including-2fields
Reports flow direction

Templatebasedflow format (built on V9 protocol)
Supports flow monitors (discreteaches)
Supports selectable key fields and IPv6
SupportsN\BARdata fields

Standardized, RFC 5101, 5102, 6313
Supports variable length fields, NBAR2
Can export flows via IPv4 and IPv6 packets

Built on NetFlow v9 protocol
Statebasedflow logging (context)
Pre and Post NAT reporting

IPv4only
Fixed fields, fixed length fields only
Single flow cache

IPv6 flowdransported in IPv4 packets
Fixed length fields only

Uses more memory

Slower performance

Singleflow cache

Less common
Requires moreophisticated platform to produce
Requires more sophisticated system to consume

Evenless common
Only supported on a few Cisco platforms

Missing many standard fields
Limited support by collectors



Configuring Flexible NetFlow (FNF) .

4 easy steps (Cat 3k-X):

A Configure Flow Records,
Setting key and non key fields =

i Anatchdo => key reco
Aollecto => non key

A Configure Flow Exporter

A Configure Flow Monitor, tying
the record to exporter

A Apply the Flow Monitor to the
Interface

N .

flow record (@) datalink
mac sourceaddress

datalinkmac destinatioraddress

ipv4tos

ipv4ttl

ipv4 protocol

ipv4 source address

ipv4 destination address

transport sourceport

transport destinatiorportO interface
input snmpO interface outputsnmpO
counter byte© counter packet®
timestamp syauptime first

timestamp syauptime last

N Inir
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Configuring Flexible NetFlow (FNF) '-

4 easy steps (Cat 3k-X):

A Configure Flow Records,

Setting key and non key fields fow - . - exporername
; S = S o
| @natChq =2 k € y reco :xp;rt—;rotécol {netflonv5 | netﬂgw—v9|ipfix}
mo I | eCtO = > N O N k e y | transportudp udp-port
A Conflgure FlOW Exporter » ;Iow flow-monitor-name
. . . description description
A Configure Flow Monitor, tying exporterexportername

record

the record to exporter !

A Apply the Flow Monitor to the
Interface

CiscoO



Configuring Flexible NetFlow (FNF) ¢

4 easy steps (Cat 3k-X):

A Configure Flow Records,
Setting key and non key fields

i Anatcho=> key record,
Aollect=> non key
A Configure Flow Exporter

A Configure Flow Monitor, tying |
the record to exporter interfacetype number

ip flow monitor flow-monitor-nameinput
A Apply the Flow Monitor to the
interface

N Inir
CISCO



For Your

ASA NSEL Configuration |y

flow-export destination managementipcaddress> 2055
!
policymap global_policy
class clasdefault
flow-export eventtype all destination p-address>
!
flow-export template timeoutrate 2

logging flowexportsysloggisable
!

NetFlowSecurity Event Logs (N$ELracks flow create, teardown, update and denied events (only when event occurs)

Syslog Message Description NSEL Event ID NSEL Extended Event ID
313001 An ICMP packet to the device was 3—Flow was denied. 1003—To-the-box flow was denied because
denied. of configuration.
e
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172.168.134.2

[ _—)

[ —]
Routers __"='
8 ___________ C_—J

e = ottt -
ATrace of every conversatidn your network Flow Information Packets

AAn ability to collect recoréverywherein your SOURCE ADDRESS 10183

network (switch, router, or firewall) DESTINATION ADDRES$  172.168.134.2
ANetwork usage measurement SOURCE PORT 47321
AAn ability to find northsouth as well as east DESTINATION PORT 443

westcommunication INTERFACE Gi0/0/0
ALight weight visibilitcompared to SPAN based IP TOS 0x00

traffic analysis IP PROTOCOL 6
Alndications of Compromise (I0C) = Hems
ASecurity Group Information e e 0

, _ atfoen]n,
APPLICATION NAME NEAT SECURE CISCO




NetFlow

por-t 1024 D ort 80

Start Time Interface | SrclP Src |DestIP |Dest |Proto |Pkts |Bytes [SGT [DGT | TCP Flags
Port Port Sent | Sent
10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 1025 100 1010 SYN,ACK,PSH

10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100 SYN,ACK,FIN

e
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NetFlow = Visibility

ipv4 next hop address: 192.168.20.6
tcp flags: Ox1A .
interface output: Gi0/1.20
counter bytes: 1482° :
counter packets: 23 = -
timestamp first: 12:33:53358 |
timestamp last: 12:33:53370 |
ip dscp: 0x00
i 127

127

pﬁiication name:

e
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NetFlow - The Network Phone BiIll

Telephone Bill
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Bill AtA-Glance

000

non

000

nuy

000

0o

non

000

nan

£ - Data Tma Nembar Caled Bin  Artese Charge LDVAZA"Y Charge
1 013 020%PM 6782362 2.00
1w SR R 30 1 w
ozvePu o.02
1 V1n wtawm f 0
02 3TPN 303
AZe [LER 2l 1761 2 w0
] 00PN S78-517.81 45 ¥
VAE0IS DTAIPM ETELITOIZ 6 o
0829 i o
16 811 07.45PH  §78-517-61 f o
"o 2 orameun ur < U

oop

Foature

Tosal Chargs

Flow Record

NetFlow = shows you the who, what, where and

when. 1 tds a phone
out of the ordinary behaviour.

bi




[Unl-dlrectlonal flow records

port 1024
Start Time Interface SrclP DestIP Dest  Proto Pkts  Bytes SGT
Port Sent Sent
10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 5 1025 100 1010
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100

L

Start Time Client IP Client ServerIP Server Proto Client Client Server Server Client Server Interfaces
Port Port Bytes  Pkts Bytes Pkts SGT SGT
10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 100 1010 eth0/1
eth0/2

Bidirectional:
A Conversation flow record e
A Allows easy visualization and analysis CISCO




porf i024

Start Time Client IP Client Server Server Proto Client Client Server Server App Client Serve

Exporter,Interface,
Direction, Action

Port IP Port Bytes Pkts Bytes Pkts SGT SGT
10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 HTTP 100 1010 Swi, ethO, in
Swi, ethlput
Sw2, eth0, in
Sw2, ethl, out
ASA, ethlin

ASA, eth0, out, Permitted
ASA eth0, in, Permitted
ASA, ethl, out

Sw3, ethl, in

Sw3, eth0, out

Swi, ethl, in

Swi1, ethO, out




Conversational Flow Record

+ Duration + Search Subject

End: 05/29 - 12:20:58 PM s RFC 1918
Duration: 1m 40s

Start: 05/29 - 12:19:18 PM ﬁ 10.10.18.102

employee
00:50:56:b4:31.af

+ Traffic Summary

11.49KB | 285 packets

1.62MB | 1.15K packets

+ Port + Peer

80/TCP

216.191.247.145
i+l Canada
crl.entrust.net

A Highly scalable (enterprise class) collection
A High compression => long term storage
A Months of data retention

More context

Flow Detailed Summary: 10.10.18.1V

Search Subject Details

Packets: 285

Packet Rate: 2.85pps
Bytes: 11.49KB

Byte Rate: 117.69bps
Percent Transfer:
0.6879458949171267%
Host Groups: Desktops
TrustSec ID: 100

TrustSec Name: Employees
Payload: GET http://crl.entrust.net
/2048ca.crl

Totals

Packets: 1.44K
Packet Rate: 14.37pps
Bytes: 1.63MB

Byte Rate: 17.11Kbps
Search Subject/Peer
Ratio: 0.01

TCP Connections: 2
RTT: 2ms

SRT: 498ms

Peer Details

Packets: 1.15K

Packet Rate: 11.52pps
Bytes: 1.62MB

Byte Rate: 16.99Kbps
Percent Transfer:
99.31205410508288%
Host Groups: Canada
Payload: 200 OK
TrustSec ID: 0

TrustSec Name: Unknown




Profiling a Host

{ Host report for 10.201.3.59]

@ Lancope | Host Report for 10.201.3.59

Concam lndex Yarget Index Recan Coenmanc & Control Exploitation DOeS& Source
1 0 0 0 1 0
DDaS Tirget Duta Homding Esfitrution Pukcy Vickason Ancenaly
0 0 0 0 Behavior alarms

et e o o 1 o et ;

]

.
View Flows
Status:

Hestname

Hesl Groups.

Location:
Last Seen

Poficies;

MAC Address:

Summary
information

10.201.3.59
Classity Hastary
Active

Shapd 1 lancope loca

Aganta, Sakes and Marating,
Daskiops

RFC 1618
Q515 108 PV
High Target index Supreas, inside

B 23 263881 (Anpk Me)

@ Atiarta

@ Desitops

© Doenain Controtent Urited States ©
@ Cricago 10201260 Google @
© DHCP Servers

@ 5CS! Storage
© Fis Server

O Mutticast

O Others {inside)

Alarms by Type

Quick view of host

group
communication

ey

BB R

] .‘: 1]
0
NINr

M Touched W High Concern Indes
Exploitation



New: StealthWatch to
ThreatGrid External Lookup

r—4

+ Duration S Search Subject + Port + Traffic Summary v Port v Peer
Start: 06/15/2015 - 10:49:20 PM sesaf 10.10.18.104 - 53272/UDP 3868 | 2 packets 389/UDP

End: 06/15/2015 - 10:49:20 PM :) = RFC1a1s = =
Duration: Os 4 Back i 10.1.100.100

LDAP (unclassified) 5. RFC 1918
9 —
Cisco SenderBase 0B | 0 packets

Start: 06/15/2015 - 10:46:05 PM Treg o Sourcn Leokip: | 4.87KB | 80 packets 138/UDP

End: 06/15/2015 - 10:49:16 PM **} Cisco ThreatGrid i L
Duratlon: 3m 115 MAtRDINC iinalassifiad) 10.1.100.100

< Dynamic Analysis> ol | 1l l I

lookup CISCO




Extrapolating to a User

4{ Username ]

[—\//m Active Directory
Details

\L Devices ancq
Sessions -|||-l||-
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