Three Friends In Security :
[dentity, Visibility ano
Enforcement

Stop the bad guys immediately
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This session is about using network analysis
(our obvious things) to observe and mitigate
an attack.
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AThe Problem is Threats

ANetwork as a Sensor / Enforcer
Aldentity
AVisibility
APolicy and Indication of CompromideC
AENnforcement

ASummary
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The Problem IS VULNERABILITY REPORTS

n TALOS VULNERABILITY REPORTING PGP KEY COORDINATED DISCLOSURE POLICY

Th re atS ZERODAY REPORTS

¥ VIEW FULL LIST OF ZERODAY REPORTS

TALOS-CAN-0065 NTP 2015-09-29
TALOS-CAN-0064 NTP 2015-09-29
TALOS-CAN-0063 NTP 2015-09-29
TALOS-CAN-0062 NTP 2015-09-29
TALOS-CAN-0061 Libgraphite 2015-10-8

TALOS-CAN-0060 Libgraphite 2015-10-08
TALOS-CAN-0059 Libgraphite 2015-10-08
TALOS-CAN-0058 Libgraphite 2015-10-08
TALOS-CAN-0056 Vmware 2015-09-29

TALOS-CAN-0055 NTP 2015-09-29



Dissecting a Data Breach (Kill Chaln)
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CiscdStealthWatch System Overview
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A Collect and analyze
A Up to 4,000 sources
A Up to 240,000 FPS sustained

A Management and reporting
A Up to 25FlowCollectors
A Up 6 million FPS globally

CISCDSEC



Network as a Sensor;
Cisco StealthWatch

Cisco ISE

Mitigation Action
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Remediation

Realtime visibility at all network layers
AData Intelligence throughout network
AAssets discovery
ANetwork profile
ASecurity policy monitoring
AAnomaly detection C‘ S

AAccelerated incident response
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