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Sherlock Holmes, The Hound of the Baskervilles

This session is about using network analysis 
(our obvious things) to observe and mitigate 
an attack.
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ÅPolicy and Indication of Compromise, IoC
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ÅSummary



The Problem is 

Threats



Dissecting a Data Breach (Kill Chain)
¸ƻǳ /ŀƴΩǘ tǊƻǘŜŎǘ ²Ƙŀǘ ¸ƻǳ 5ƻƴΩǘ {ŜŜ Η

Reconnaissance

Target acquisition

Infiltration point 

Footprint expansion

Staging

Data Exfiltration
Information monetized after breach

Exploration

New ransomware

abuses Windows 

PowerShell, Word 

document macros



Network as a Sensor
/ Enforcer



Cisco StealthWatch: System Overview

NetFlow / NBAR / NSEL

Network
Devices

StealthWatch
FlowCollector

Å Collect and analyze
Å Up to 4,000 sources
Å Up to 240,000 FPS sustained

SPAN

StealthWatch
FlowSensor

Generate
NetFlow

Non-NetFlow
Capable Device

Å Management and reporting
Å Up to 25 FlowCollectors
Å Up 6 million FPS globally

StealthWatch
Management

Console
(SMC)



Network as a Sensor: 
Cisco StealthWatch

pxGrid

Real-time visibility at all network layers
ÅData Intelligence throughout network
ÅAssets discovery
ÅNetwork profile
ÅSecurity policy monitoring
ÅAnomaly detection
ÅAccelerated incident response

Cisco ISE

Mitigation Action

Context Information
NetFlow

ISE pxgridfor 
Remediation



Identity


