Configurar notificagdes de E-mail com scripts
para alertas IDS usando o Centro de
monitoramento CiscoWorks para seguranca
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Introdugéo

O monitor da Seguranga tem a capacidade para enviar notificagdes de E-mail quando uma regra
do evento € provocada. Os variaveis integrada que podem ser usados dentro da notificagdo de E-
mail para cada evento ndo incluem coisas tais como o ID de assinatura, a fonte e o destino do
alerta, e assim por diante. Este documento fornece instru¢gdes que vocé pode se usar para
configurar o monitor da Seguranga para incluir estas variaveis (e muito mais) dentro da
mensagem da notificacdo de E-mail.

Pré-requisitos

Requisitos

Nao existem requisitos especificos para este documento.

Componentes Utilizados

Este documento ndo se restringe a versdes de software e hardware especificas. Contudo, seja
certo usar o script apropriado Perl baseado no que as versdes do sensor executam em seu
ambiente.



Convencoes

Consulte as Convencodes de Dicas Técnicas da Cisco para obter mais informacdes sobre
convengodes de documentos.

Procedimento de configuragao da notificacdo de E-mail

Use este procedimento para configurar notificagdes de E-mail.

Nota: A fim enviar o email ao enderego email correto, seja certo mudar o enderegco email no
script.

1. Copie um destes scripts no $BASE \ CSCOpx \ CDM \ etc. \ ids \ diretério dos scripts no
server do VPN/Security Management Solution (VMS). Isto permite que vocé selecione-o
mais tarde no processo quando vocé define uma regra do evento. Salvar o script como
emailalert.pl.Nota: Se vocé usa um nome diferente, assegure-lhe a referéncia que nomeia
na regra do evento definida nestas etapas.Para sensores da versao 3.x, use o script dos
sensores 3.xPara sensores da versao 4.x, use o script dos sensores 4.xPara sensores da
versao 5.x, use o script dos sensores 5.xSe vocé tem uma combinacio de versdes do
sensor, Cisco recomenda-o elevagao de modo que todos estejam a mesmo nivel da verséo.
Isto € porque somente um destes passa pelo processo de script pode ser sido executado a
qualquer altura.

2. O script contém os comentarios que explicam cada parcela e toda a entrada exigida. Em
particular, altere a variavel $enei | Rept (perto da parte superior do arquivo) para ser o
endereco email da pessoa que deve receber os alertas.

3. Defina uma regra do evento dentro do monitor da Seguranga para chamar um script novo
Perl. Da pagina de monitor de seguranga principal, escolha Admin > regras do evento e
adicionar um evento novo.

4. Na especificacao o indicador do filtro do evento, adiciona os filtros que vocé quer provocar o
alerta do email (na amostra aqui, um email é enviado para todo o alerta da severidade
elevada).
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Specify the Event Filter
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5. Na escolha o indicador da acao, verifica a caixa para executar um script e para selecionar o
nome de script da caixa suspensa.

6. Nos argumentos secione, incorpore “$ {pergunta}” como mostrado aqui.Nota: Isto deve ser
entrado exatamente como esta aqui, incluindo as aspas duplas. E igualmente diferenciando
maiusculas e
minusculas.



Choose the Actions
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7. Quando um alerta, como definido em seus filtros do evento (neste exemplo, em um alerta da
severidade elevada) é recebido, o script chamado emailalert.pl esta chamado com um
argumento de $ {pergunta}. Isto contém a informacgao adicional sobre o alerta. O script
analisa gramaticalmente para fora todos os campos separados e usa um programa
chamado “blat” para enviar um email ao utilizador final.

8. Blat € um programa de e-mail do freeware usado em sistemas Windows para enviar email
dos arquivos de lote ou dos scripts Perl. E incluido como parte da instalacdo de VMS no
$BASE \ CSCOpx \ diretdrio bin. A fim verificar seus ajustes do trajeto, abra uma janela de
prompt de comando no servidor VMS e o tipo blat.Se vocé recebe 0 erro nao encontrado do
ar qui vo, uma ou outra copia o arquivo blat.exe no diretorio winnt\system32, ou o encontra e o
abre do diretério em que esta ficado situado. A fim instalar isto, seja executado:
blat -install <SMIP server address> <source emmil address> Uma vez que este programa e
instalado, vocé esta feito.

Scripts

Estes sao os scripts referidos em etapa 1 do procedimento de configuracao:

. script do sensor 3.x
. script do sensor 4.x
. script do sensor 5.x

script do sensor 3.x




Use este script para sensores da versao 3.x.

sensores 3.X

#1 [/ usr/ bi n/ per|

#*******************************************************

kkkkkhkkhkkhkkrkkkhkk*k

#

# FILE NAME : enumilalert.pl

#

# DESCRIPTION : This file is a perl script that will be
executed as an

# action when an | DS-MC Event Rule triggers, and wll
send an

# email to $Emmil Rcpt with additional alert paraneters
(simlar to

# the functionality available with CSPM noti fications)
#

# NOTE: this script only works with 3.x sensors,
alarns from4.0

# sensors are stored differently and cannot be
represent ed

# inasimlar format.

#

# NOTE: check the "systent command in the script for
the correct

# format dependi ng on whet her you're using

| DSMC/ SecMon

# v1.0 or vl1.1, you may need the "-on" comand-
line option.

#

# NOTE : This script takes the ${Query} keyword from
t he

# triggered rule, extracts the set of alarns
that caused

# the rule to trigger. It then reads the | ast
al ar m of

# this set, parses the individual alarmfields,
and

# calls the legacy script with the same set of
command

# | ine argunments as CSPM

#

# The calling sequence of this script nust be of the
form

#

# emailalert.pl "${Query}"

#

# \Were:

#

# "${Query}" - this is the query keyword
dynami cal | y

# output by the rule when it triggers.

# It MJUST be wrapped in double quotes when
specifying it in the Argunments

# box on the Rule Actions panel.

#

#

#*******************************************************

kkkkkhkkhkkhkkhkkkhkk*k

#it

## The following are the only two variables that need
changi ng. $Tenpl DSFi |l e can be any

## fil ename (doesn't have to exist), just make sure the




directory that you specify

## exists. Make sure to use 2 backsl ashes for each
directory, the first backslash is

## so the Perl interpretor doesn't error on the
pat hnane.

##

## $Emmi | Rept is the person that is going to receive the
emai |l notifications. Also

## make sure you escape the @synbol by putting a
backsl ash in front of it, otherw se

## you' |l get a Perl syntax error.

##

$Tenpl DSFile = "c:\\tenp\\idsalert.txt";

$Emai | Rcpt = "nobody\ @i sco. cont';

##
## pull out comand |ine arg
##

$wher ed ause = $ARGV[ 0] ;

##
## extract all the alarms matching search expression
##

$tmpFile = "alarms. out”;

## The following line will extract alarns from1.0

| DSMC/ SecMon dat abase, i f

## using 1.1 coment out the |ine bel ow and un-conmment
the other systemline

## below it.

## V1.0 | DSMC/ SecMon ver si on
systen("ldsAl arnms -s\"$whereC ause\" -f\"$tnmpFile\"");

## V1.1 | DSMCJ SecMon ver si on.

## system("l1dsAl arnms -on -s\"$whered ause\"
fA\"$tnpFile\"");

##

# open mat chi ng al ar m out put

if (!open(ALARM FILE, $tnpFile)) {
print "Could not open ", $tnpFile, "\n";
exit -1;

}

# read to last line

whil e (<ALARM FI LE>) {
$line = $_;
}

# cl ean up

cl ose( ALARM FI LE) ;
unl i nk($t npFile);

#i

## split last line into fields
##

@ields = split(/,/, $line);




$event Type = @i el ds[0];
$recordld = @ields[1];

$gmt Ti mestanp = 0; # need gnt tine_t
$l ocal Tinmestanp = 0; # need local tine_t
$local Date = @i el ds[4];
$local Time = @ields[5];
$appld = @ields[6];

$host1d = @ields[7];

$orgld = @ields[8];
$srcDirection = @iel ds[9];
$destDirection = @i el ds[10];
$severity = @ields[11];
$sigld = @ields[12];
$subSigld = @i el ds[13];
$protocol = "TCP/IP";
$srcAddr = @i el ds[ 15] ;

$dest Addr = @i el ds[ 16];
$srcPort = @ields[17];

$dest Port = @i el ds[ 18];
$routerAddr = @i el ds[19];
$contextString = @i el ds[ 20];

## Open tenp file to wite alert data into,

open( QUT, ">$Tenpl DSFi l e") || warn "Unable to open out put
filel\n";

## Now wite your email notification nessage. You're
witing the following into

## the tenmporary file for the noment, but this will then
be emailed. Use the format:

##

## print (OJUT "Your text with any variable nane fromthe
list above \n");

##
## Again, make sure you escape special characters with a
backsl ash (note the : in between $sigld

## and $subSigld has a backslash in front of it)

print(OUT "\n");

print (OUT "Received severity $severity alert at

$l ocal Date $l ocal Ti me\n");

print(OUT "Signature ID $sigld\:$subSigld from $srcAddr
to $dest Addr\n");

print(OUT "$contextString");

cl ose(QUT);

## then call "blat" to send contents of that file in the
body of an ermmil message.

## Blat is a freeware email programfor WnNT/95, it
cones with VM5 in the

## $BASE\ CSCOpx\ bin directory, make sure you install it
first by running:

##

## blat -install <SMIP server address> <source enail
addr ess>

##

## For nore help on blat, just type "blat" at the
conmand pronpt on your VMS system (nmake

## sure it's in your path (feel free to nove the
executable to c:\wi nnt\systenB32 BEFORE

## you run the install, that'll nake sure your system




can always find it).

system ("blat \"$Tenpl DSFile\" -t \"$Email Rcpt\" -s
\"Received IDS alert\"");

script do sensor 4.x

Use este script para sensores da versao 4.x.

sensores 4.x

#! /[ usr/ bi n/ perl use
Tl me: : Local -#*******************************************

IR EREREEEEEEEEEEEEREEEEEEEEESR]

#

# FILE NAME : emmilalert.pl

#

# DESCRIPTION : This file is a perl script that will be
executed as an

# action when an I DS-MC Event Rule triggers, and wl |
send an

# email to $Emmil Rcpt with additional alert paraneters
(simlar to

# the functionality available with CSPM notifications)

NOTE: this script only works with 4.x sensors. It wll
not work with 3.x sensors.

NOTES : This script takes the ${Query} keyword from
he

triggered rule, extracts the set of alarns that caused
the rule to trigger. It then reads the |ast al arm of
this set, parses the individual alarmfields, and
calls the |l egacy script with the same set of command
l'ine arguments as CSPM

The cal ling sequence of this script nmust be of the
orm

email alert.pl "${Query}"
Wher e

"${Query}" - this is the query keyword dynanically
output by the rule when it triggers

It MJUST be wrapped in double quotes

when specifying it in the Argurments

box on the Rule Actions panel

HHEHFEHFIFHRBFHHFHFEHFHTHHHEHHFHEH TR H R

#*******************************************************

kkkkkkkhkkkkkkkkk

##

## The following are the only two variabl es that need
changi ng. $Tenpl DSFi |l e can be any

## fil ename (doesn't have to exist), just make sure the
directory that you specify

## exists. Make sure to use 2 backsl ashes for each
directory, the first backslash is

## so the Perl interpretor doesn't error on the

pat hnane.

##




## $Emai | Rcpt is the person that is going to receive the
emai | notifications. Al so

## make sure you escape the @synbol by putting a

backsl ash in front of it, otherw se

## you'll get a Perl syntax error.

##t

$Tenpl DSFile = "c:\\tenp\\idsalert.txt";
$Emai | Rept = "your nane\ @our conpany. cont';

# subroutine to add leading 0's to any date variable
that's less than 10.
sub add_zero {

ny ($var) = @;
if ($var < 10) {
$var = "0" . $var
}

return $var;

}

# subroutine to find one or nore | P addresses within an
XML tag (we can have multiple

# victinms and/or attackers in one alert now).

sub find_addresses {

ny ($var) = @;

nmy @ddresses = ();

if (m$var/) {

$raw = $&;

while ($raw =~ mf (\d{1,3}\.){3}\d{1,3}/) {

push @ddresses, $&

$raw = $';

}

$var = join(', ', @ddresses);
return $var;

}

}

# pull out conmand line arg

$wher e ause = $ARGV[ 0] ;

# extract all the alarns nmatching search expression
$tmpFile = "alarms. out”;

# Extract the XM alert/event out of the database.
systen("ldsAl arnms -s\"$whereC ause\" -f\"$tnmpFile\"");
# open nmat chi ng al ar m out put

if (!open(ALARM FILE, $tnpFile)) {

print "Could not open $tnpFile\n";

exit -1;

}

# read to last line

whil e (<ALARM FI LE>) {

chomp $_;
push @ogfile, $_;
}

# cl ean up




cl ose( ALARM FI LE) ;
unl i nk($t npFile);

# Open tenp file to wite alert data into,
open( QUT, ">$Tenpl DSFi | e");

# split XM. output into fields

$oneline = join('',@ogfile);

$oneline =~ s/\<\/events\>//g;

$oneline =~ s/\<\/evAlert\>/\<\/evAlert\> /g;
@tenms = split(/,/,%oneline);

# If you want to see the actual database query result in
the email, un-comment out the

# line bel ow (useful for troubl eshooting):

# print(OUT "$oneline\n");

# Loop until there's no nore alerts
foreach (@tens) {

if (m\<hostld\>(.*)\<\/hostld\>/) {
$hostid = $1;
}

if (mseverity="(.*?)"/) {
$sev = $1;
}

if (m Zone\=".*"\>(.*)\<\/tinme\>/) {

$t = $1;

if ($t == (.*)(\d{9})/) {

($sec, $m n, $hour, $nday, $non, $year, $wday, $yday, $i sdst) =
| ocal tine($1);

# Year is reported from 1900 onwards (eg. 2003 is 103).
$year = $year + 1900;

# Months start at O (January = 0, February = 1, etc), so
add 1.
$mon = $non + 1;

$non add_zero ($non);
$nday = add_zero ($nday);

$hour = add_zero ($hour);
$min = add_zero ($min);
$sec = add_zero ($sec);

}

}

if (msigName="(.*?)"/) {
$Si gNarme = $1;

}

if (msigld="(.*?)"/) {
$Si gl D = $1;

}

if (msubSigld="(.*?)"/) {
$SubSi g = $1;
}




$attackerstring = "\<attacker.*\<\/attacker";

if ($attackerstring = find_addresses ($attackerstring))
{
}

$victinmstring = "\<victim*\'<\/victint;
if ($victinstring = find_addresses ($victinstring)) {

}

if (m\<alertDetails\>(.*)\<\/alertDetails\>/) {
$AlertDetails = $1;
}

@ctions = ();

if (m\<actions\>(.*)\<\/actions\>/) {
$rawaction = $1;

while ($rawaction =~ m\<(\w?2)\>(.*?)\</) {
$rawaction = $';

if ($2 eq "true") {

push @cti ons, $1;

}

}

if (@ctions) {

$actiontaken = join(', ', @ctions);
}

}

el se {

$acti ont aken = "None";

}

## Now wite your email notification nessage. You're
witing the following into

## the tenmporary file for the noment, but this will then
be enuil ed.

##

## Again, make sure you escape special characters with a
backsl ash (note the : between

## the SiglD and the SubSig).

##

## Put your VMS servers |P address in the NSDB: |ine

bel ow to get a direct link

## to the signature details within the enmil.

print(OUT "\ n$hostid reported a $sev severity alert at
$hour : $m n: $sec on $non/ $nday/ $year\ n");

print(OUT "Signature: $SigNane \($SiglD:$SubSig\)\n");
print(OUT "Attacker: $attackerstring ---> Victim
$victimstring\n");

print(OUT "Alert details: $AlertDetails \n");

print(OUT "Actions taken: $actiontaken \n");

print(OJUT "NSDB: https\://<your VMS server |P

addr ess>/ vims/ nsdb/ ht m / expsi g_$Si gl D. ht i\ n\n");

Print (OUT Mmoo s e e oo

cl ose(QUT) ;

## Now call "blat" to send contents of the file in the
body of an emmil message.

## Blat is a freeware email programfor WnNT/95, it
cones with VM5 in the




## $BASE\ CSCOpx\ bin directory, make sure you install it
first by running:

##

## blat -install <SMIP server address> <source enail
addr ess>

##

## For nore help on blat, just type "blat" at the
conmand pronpt on your VMS system (nmake

## sure it's in your path (feel free to nove the
executable to c:\wi nnt\systenB32 BEFORE

## you run the install, that'll nake sure your system
can always find it).

system ("blat \"$Tenpl DSFile\" -t \"$Email Rcpt\" -s
\"Received IDS alert\"");

script do sensor 5.x

Use este script para sensores da versao 5.x.

sensores 5.x

#! [/ usr/ bi n/ perl
use Tine:: Local;

#*******************************************************

kkkkhkkkhkkhkkhkkhkkkkhx*k

#

# FILE NAME : email al ertv5. pl

#

# DESCRIPTION : This file is a perl script that will be
executed as an

# action when an | DS-MC Event Rul e
triggers, and will send an

# emai | to $Enmil Rept with additional
alert paranmeters (sinmlar to

# the functionality available with CSPM
notifications)

#

# NOTE: this script only works with 5.x
sensors.

#

# NOTES . This script takes the ${Qery} keyword
fromthe

# triggered rule, extracts the set of

al arns that caused

# the rule to trigger. It then reads the
| ast al arm of

# this set, parses the individual alarm
fields, and

# calls the I egacy script with the sane
set of command

# Iine arguments as CSPM

#

# The cal ling sequence of this script

must be of the form
emailalert.pl "${Query}"

Wher e:

H H R H H R

"${Query}" - this is the query




keyword dynamical |y

# output by the rule
when it triggers.

# It MJUST be wapped in
doubl e quot es

# when specifying it in
the Argunents

# box on the Rule
Actions panel .

#

#

#*******************************************************

kkhkkkkhkkhkkhkhkhkkkhkkkk

##

## The following are the only two variabl es that need
changing. $Tenpl DSFile can be any

## fil ename (doesn't have to exist), just make sure the
directory that you specify

## exists. Make sure to use 2 backsl ashes for each
directory, the first backslash is

## so the Perl interpretor doesn't error on the

pat hnane.

##

## $Emmi | Rept is the person that is going to receive the
emai|l notifications. Also

## make sure you escape the @synbol by putting a
backsl ash in front of it, otherw se

## you' |l get a Perl syntax error.

##

$Tenpl DSFile = "c:\\tenp\\idsalert.txt";
$Emai | Rept = "gf ul | age\ @i sco. cont';

# subroutine to add leading 0's to any date variable
that's less than 10.
sub add_zero {

ny ($var) = @;

if ($var < 10) {
$var = "0" . $var

}

return $var;

}

# subroutine to find one or nore | P addresses within an
XML tag (we can have mnultiple
# victinms and/or attackers in one alert now).
sub find_addresses {
ny ($var) = @;
nmy @ddresses = ();
if (m$var/) {
$raw = $&;
while ($raw =~ m (\d{1,3}\.){3}\d{1,3}/) {
push @ddresses, $&
$raw = $';
}
$var = join(', ', @ddresses);
return $var;
}
}

# pull out conmand line arg

$wher ed ause = $ARGV[ 0] ;




# extract all the alarns nmatching search expression
$tnpFile = "alarns. out";
# Extract the XML alert/event out of the database.

systen("ldsAl arns -os -s\"$whered ause\" -
fA\"$tmpFile\"");

# open mat chi ng al ar m out put

if (!open(ALARM FILE, $tnpFile)) {
print "Could not open $tnpFile\n";
exit -1;

}

# read to last line

whil e (<ALARM FI LE>) {
chomp $_;
push @ogfile, $_;

}

# cl ean up

cl ose( ALARM FI LE) ;
unl i nk($t npFile);

# Open tenp file to wite alert data into,
open( QUT, ">$Tenpl DSFi | e") ;
# split XML output into fields

$oneline = join('',@ogfile);

$onel ine =~ s/\<\/sd\:events\>//g;

$onel i ne =~
s/\<\/sd\:evlidsAlert\>/\<\/sd\:evldsA ert\>,/g;
@tens = split(/,/,%oneline);

# If you want to see the actual database query result in
the email, un-comment out the

# line bel ow (useful for troubl eshooting):

# print(OUT "$oneline\n");

# Loop until there's no nore alerts

foreach (@tens) {
unl ess ($_ =~ /\<\/env\:Body\>/) {

if (m\<sd\:hostld\>(.*)\<\/sd\:hostld\>/) {
$hostid = $1;
}

if (mseverity="(.*?)"/) {
$sev = $1;
}

if (m Zone\=".*"\>(.*)\<\/sd\:tinme\>/) {
$t = $1;
if (St =~ nf(.*)(\d{9})/) {

($sec, $m n, $hour, $nday, $non, $year, $wday, $yday, $i sdst) =
| ocal tine($1);




# Year is reported from 1900 onwards (eg. 2003
is 103).
$year = $year + 1900;

# Months start at O (January = 0, February = 1,
etc), so add 1.
$mon = $non + 1;

$non = add_zero ($non);
$nmday = add_zero ($nday);
$hour = add_zero ($hour);
$min = add_zero ($min);
$sec = add_zero ($sec);
}
}

if (mdescription="(.*?)"/) {
$Si gNarre = $1;

}

if (m\ id="(.*?2)"71) {
$Si gl D = $1;

}

if (m\<cid\:subsigld\>(.*)\<\/cid\:subsigld\>/) {
$SubSi g = $1;

}

i f

(m\<cid\:riskRatingValue\>(.*)\<\/cid\:riskRatingVal ue\
>l) |
$RR = $1;
}

if (m\<cid\:interface\>(.*)\<\/cid\:interface\>/) {
$Intf = $1;
}

$attackerstring =
"\'<sd\:attacker.*\<\/sd\:attacker";

if ($attackerstring = find_addresses
($attackerstring)) {

}

$victinstring = "\<sd\:target.*\<\/sd\:target";
if ($victinmstring = find_addresses ($victinstring))

}

i f
(m\<cid\:alertDetail s\>(.*)\<\/cid\:alertDetails\>/) {
$AlertDetails = $1;
}

@ctions = ();
if (m\<sd\:actions\>(.*)\<\/sd\:actions\>/) {
$rawaction = $1;
while ($rawaction =~ m\<\w?2: (\w?2)\>(.*?)\</) {
$rawaction = $';

if ($2 eq "true") {
push @ctions, $1;
}




}
if (@ctions) {

$actiontaken = join(', ', @ctions);
}
}
el se {
$acti ont aken = "None";
}

## Now wite your email notification nessage. You're
witing the following into

## the tenmporary file for the noment, but this will then
be enuil ed.

##

## Again, make sure you escape special characters with a
backsl ash (note the : between

## the SiglD and the SubSig).

##

## Put your VMS servers |P address in the NSDB: |ine
below to get a direct link

## to the signature details within the enmil.

print(OUT "\ n$hostid reported a $sev severity alert
at S$hour: $nin: $sec on $non/ $nday/ Syear\ n");
print (OUT "Signature: $SigNane
\($Si gl D\: $SubSig\)\n");
print(OUT "Attacker: $attackerstring ---> Victim
$victimstring\n");
print(OUT "Alert details: $AlertDetails \n");
print(OUT "Risk Rating: $RR, Interface: $Intf \n");
print(OUT "Actions taken: $actiontaken \n");
print(OUJUT "NSDB: https\://sec-
srv/vms/ nsdb/ ht m / expsi g_$SiglD. htmd\n\n");

Print(OUT M----ccmommmm i e
___________ \nll),
}
}
cl ose(QUT) ;
## Now call "blat" to send contents of the file in the

body of an email message.

## Blat is a freeware email programfor WnNT/95, it
comes with VM5 in the

## $BASE\ CSCOpx\ bin directory, make sure you install it
first by running:

Hit

H#H#t blat -install <SMIP server address> <source emil
addr ess>

Hit

## For nore help on blat, just type "blat" at the
conmand pronpt on your VMS system (nmake

## sure it's in your path (feel free to nove the
executable to c:\wi nnt\systenB32 BEFORE

## you run the install, that'll nake sure your system
can always find it).

system ("blat \"$Tenpl DSFile\" -t \"$Email Rcpt\" -s
\"Received IDS alert\"");

Verificar



No momento, ndo ha procedimento de verificagao disponivel para esta configuragao.

Troubleshooting

Siga estas instrugdes para resolver problemas da sua configuracao.

1. Execute este comando de um comando prompt a fim verificar que blat trabalhos
corretamente:
bl at <filename> -t <custoner's email> -s "Test nessage" o <filename> €& 0 caminho cheio a
todo o arquivo de texto no sistema de VMS. Se o usuario a quem o script do email esta
dirigido recebe este arquivo no corpo de um email, a seguir vocé sabe que blat trabalhos.
2. Se nenhum email é recebido depois que um alerta esta provocado, tente executar o script
Perl de uma janela de prompt de comando.Isto destaca qualquer tipo edi¢cdes Perl ou de
trajeto. A fim fazer isto, abra um comando prompt e entre-0:>cd Program
Fi | es/ CSCOpx/ MDC/ et c/ids/scripts >emailalert.pl ${Query} Vocé pode potencialmente receber
um Erro de Sybase, similar a este exemplo. Isto é devido ao fato de que o parametro que $
{pergunta} VOCé passa nao contém realmente a informacgao, ao contrario de quando passa
do monitor da
Seguranca.

Command Prompt

D:“Program Files“CS8COpx~MDCsetchidssscriptsremailalert.pl ${Queryl
Errvor: SybaszeESgl:-prepareSqgl: PREPARE Svuntax error near 'Query’
Zending c:istempsidszalert.txt to gfullagel@cisco.com
Subject:Received High Severity alert

Login name iz didsmclcisco.com

D=“Program Files“~CSCOpx“MDChetocnidssscriptsi

A nao ser a vista deste erro, o script € executado corretamente e envia um email. Todos os
parametros alertas dentro do corpo de e-mail estao vazios. Se vocé recebe quaisquer erros
Perl ou de trajeto, precisam de ser fixados antes que um email esteja enviado.

Informagdes Relacionadas
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